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Abstract— Home intrusion plays a role and requires a system 

to notify and activate homeowners to be alert and protect their 

home assets in time. Home automation is proposed for home 

intrusion detection and devised in three parts. First, sensor 

manager is composed of sensor manager acting as GPRS 

coordinator communicating with sensors and actuators. Three 

different sensor types are passive infrared for detecting 

motion, magnetic switch for opening/closing of door 

detection, and load cell for the weight gauge from pressing 

steps on the floor. Two actuators, composing of pies alarm 

and LED, are activated by sensor manager. Second, Firebase 

is developed as cloud database and user authentication 

service. Third, an android application is deployed for end-

user for monitoring, configuring, and being notified remotely. 

As a result, sensor and actuator modules can join the GPRS 

network automatically. Sensor Manager sends updated 

sensors' and actuators' data to Firebase, consequently, home 

users can be notified intrusion events via the android 

application, and remotely configure events, sensors, and 

actuators anywhere anytime via the Internet. Therefore, this 

system can enhance security and safety for home assets. 
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I. INTRODUCTION 

The Home Automation System for Intrusion Detection using 

internet of things (IOT) for the smart home technology usage 

along with concerning the security and safety has been 

increased according to a variety of crimes such as intrusion 

and stealing. Therefore, an automated system to monitor and 

notify attackers to a homeowner is required in order to 

prevent the security and safety issues.   A home automation 

system will control lighting, climate, entertainment systems, 

and appliances. It may also include home security such as 

access control and alarm systems. When connected with the 

Internet, home devices are an important constituent of 

the Internet of Things. 

A home automation system typically connects 

controlled devices to a central hub or "gateway". The user 

interface for control of the system uses either wall-mounted 

terminals, tablet or desktop computers, a mobile phone 

application, or a Web interface, that may also be accessible 

off-site through the Internet. While there are many competing 

vendors, there are very few worldwide accepted industry 

standards and the smart home space is heavily 

fragmented. Manufacturers often prevent independent 

implementations by withholding documentation and by 

litigation. The home automation market was worth US$5.77 

billion in 2013, predicted to reach a market value of 

US$12.81 billion by the year 2020. 

II. A REVIEW OF PREVIOUS RESEARCH 

Home automation system has been widely used and 

implemented since the loT technology has become popular. 

In [1], a low-cost home automation system was developed 

with 2 main modules in local and mobile controls in order to 

control ON/OFF of appliances. The first main module, the 

local control, is an Android-based control communicating 

with Arduino microcontroller interfaced with Bluetooth. And 

another module, the mobile control, is an Arduino attached to 

a GSM-based to receive command sets from a mobile phone 

via SMS. A wireless home automation system [2] consists of 

a control unit as a LINUX personal computer interfaced with 

ZigBee, and a remote controller as a smartphone or tablet 

running Android or iOS platform. ZigBee is used for the 

communication between the control unit and devices that are 

attached to ZigBee, while the smartphone uses Wi-Fi to 

communicate with the control unit through UDP and TCP 

protocols. In addition, users can create rules to specify 

conditions of sensors to trigger actuators by themselves. In 

[3], a flexible and low-cost home automation system was 

created. With this system, users can monitor and control their 

home devices remotely through their laptop connected to the 

Internet. Then, commands from home users will be checked 

for security and safety at a home gateway joined with a virtual 

home before transferring to a real home automation system 

via ZigBee communication. This system can be controlled not 

only by the laptop but also by a ZigBeebased remote control 

within the home range. Home automation system integrates 

technologies to make a system that can detect intrusion and 

provide ease of use for the homeowners. 

III. PROPOSED SYSTEM 

In our prototype module we will be using different IDS 

(intrusion detection system) techniques. Anomaly detection, 

this technique detects abnormal behavior in the system using 

PIR sensor. The normal usage pattern is base lined and alerts 

are generated when usage deviates from the normal behavior 

and then camera is activated. When camera is activated the 

detected person will be examined, encryption/decryption 

process to user exceeding authorization by face recognition 

technique (image processing). Signature analysis, this 

technique compares the examined data with the specifically 

predefined defined data (also known as signatures) and 

provides authorization, thus enabling accuracy in intrusion 

detection system and lowering the false alarm/message rate. 

Infrared sensor used to see difference between PIR and Other 

Obstacles. And Relay, AC device are used to automate home. 

A. Objectives 

 To prevent intruders from entering home and provide 

access to only legitimate person. 

https://en.wikipedia.org/wiki/Internet_of_Things
https://en.wikipedia.org/wiki/User_interface
https://en.wikipedia.org/wiki/User_interface
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 We implement different IDS techniques i.e. Anomaly 

based and Signature analysis using different sensors and 

wireless camera for detection of intruder. 

 If any intruder is detected then detected intruder image is 

examined with previously stored database and send 

notification to the owner. If the person is legitimate then 

provide access to home. 

 Enables the owner to monitor his/her home with live 

feedback through an application and provide home 

automation through application. 

 
Fig. 1: HIVE System Architecture 

To cover all requirements, the Home automation 

system has been designed into 4 modules:  Sensors nodes, 

Actuator nodes, Firebase application, and Android 

application. The system architecture is shown in Fig. 1. 

B. Sensor Nodes 

The Home automation system deploys three intrusion 

detection sensors: a passive infrared sensor (PIR), magnetic 

switch sensor, and load cell sensor. The first sensor, PIR 

sensor, detects motions in a particular area. The next sensor, 

magnetic switch, detects the status of doors or windows. 

There are 2types of magnetic switch: Normally Open (NO) 

and Normally Close (NC). In Home automation system, NO 

type is used, because the sensor does normally not allow 

electricity to pass. However, when the door is opened, the 

magnet is detached, so the sensor will allow electricity to pass 

from a high voltage. The last sensor, load cell sensor, detects 

a pressure on itself, which could be implied as footstep on the 

floor. All sensors have to be attached to XBee module so that 

it is able to send data to the sensor manager via protocol. 

C. Actuator Nodes 

The actuator used to react with the intrusion is an alarm (Pies 

alarm). The alarm is attached to XBee module. XBeemodule 

will be always on to listen to AT commands from thesensor 

manager. 

D. Firebase Application 

Firebase application is developed as an intermediary 

communication between the sensor manager and an Android 

application. All data generated from sensor managers and 

users will be kept in No SQL cloud database in JSON manner. 

Firebase application also provides rule setting feature. These 

rules will be applied for authentication and authorization 

tools for accessing the system. 

E. Android Application 

Android application with Firebase library is a tool for users 

to access and manipulates the systems. Users are able to edit 

sensors and actuators' name, set events and modes, and 

receives notification from events. 

IV. SYSTEM DESIGN 

 
Fig. 2: System Design 

(Amazon &android wireless connection to RL78) 

The microcontroller located at the center of the block diagram 

forms the control unit of the entire project. Embedded within 

the microcontroller is a program that helps the 

microcontroller to take action based on the inputs provided. 

Many embedded systems have substantially different designs 

according to their functions and utilities. 

In this project design, structured modular design 

concept is adopted and the system is mainly composed of a 

single microcontroller, Liquid crystal display (LCD), Passive 

infrared sensor (PIR), Force sensor, Magnetic door switch, 

Buzzer, and General packet radio service (GPRS). The Home 

automation system deploys three intrusion detection sensors: 

a passive infrared sensor (PIR), magnetic switch sensor, and 

load cell sensor. The first sensor, PIR sensor, detects motions 

in a particular area. The next sensor, magnetic switch, detects 

the status of doors or windows. 

There are 2 types of magnetic switch: Normally Open (NO) 

and Normally Close (NC). In Home automation system, NO 

type is used, because the sensor does normally not allow 

electricity to pass. However when the door is opened, the 

magnet is detached, so the sensor will allow electricity to pass 

from a high voltage. The last sensor, load cell sensor, detects 

a pressure on itself, which could be implied as footstep on the 

floor. All sensors have to be attached to Renesas module so 

that it is able to send data to the sensor manager via General 

packet radio service (GPRS) Module. 

Features of Renesas Microcontroller (RL78): 

 16 bit architecture, it has 64 I/O pin (R5F100LE).It has 

11 I/O ports, 

 64kB ROM 

 4kB RAM 1 watch dog timer, I2C protocol, 3 UART’s, 

10 bit ADC, 8 Timers, on chip debug function, high 

speed on-chip oscillator. 

A liquid crystal display (LCD) is a flat panel display, 

electronic visual display, based on Liquid Crystal 

Technology liquid crystal display consists of an array of tiny 

segments (called pixels) that can be manipulated to present 

information. Liquid crystal dispaly (LCD)s are used in a wide 

range of applications, including computer monitors, 

television, instrument panels, aircraft cockpit displays, 

signage, etc. 

http://en.wikipedia.org/wiki/Flat_panel_display
http://en.wikipedia.org/wiki/Electronic_visual_display
http://en.wikipedia.org/wiki/Computer_monitor
http://en.wikipedia.org/wiki/Television
http://en.wikipedia.org/wiki/Flight_instruments
http://en.wikipedia.org/wiki/Signage
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They are common in consumer devices such as 

video players, gaming devices, clocks, watches, calculators, 

and telephones. 

 
Fig. 3: 

 
Fig. 3: Architectural Diagram 

A. Architectural Diagram or System architecture 

R5F100LEA microcontroller from Renesas RL78 series 

which is a 16-bit microcontroller is used to implement this 

project. Microcontroller acts as the heart of this project, 

which controls the whole system. It contains of Flash ROM 

64KB, RAM 4KB and Data Flash 4KB, and it has High speed 

on-chip oscillator, Self-reprogrammable under software 

control, 58 GPIO’s, 3 UART’s, Simplified I2C, 10 bit 

resolution ADC, 28 Interrupt Sources, ISP programming 

support  etc. A prototype module will be developed for the 

project. It includes individual PCB boards for all interfaces 

according to the block diagram. Every PCB will be inter-

connected with jumper wires. 

 PIR sensor, detects motions in a particular area. 

 Magnetic switch, detects the status of doors or windows. 

 Load cell sensor, detects a pressure on itself, which could 

be implied as footstep on the floor. 

V. CONCLUSION 

This paper states the importance of the Home Automation 

System for security and safety purposes, and then describes 

the functionality of Home automation system including 

existing Home Automation Systems, and the comparison 

between Firebase, and other related technologies. This paper 

also presents five modules of Home automation system 

together with their functionalities: (1) Sensor Manager (2) 

Sensor nodes, (3) Alarm actuator nodes, (4) Firebase System 

and Application, and (5) Android or Amazon Application. 

The development methodology is given in two parts of source 

code which are significant functions in our Home automation 

system:  Firebase connector .Finally, this paper reveals that 

after users install Home automation system, if there are any 

new sensors or actuators, they can join the system 

automatically. In order to monitor and configure the 

embedded system of Home automation  system, users need to 

create theirown account after installing the Android 

application, then they can log in to the system, and connect to 

the specific sensor manager. Events to trigger actuators must 

be set, edited, and deleted by users. A mode feature for 

activating those events must be created, edited, and deleted 

by users as well. After users turn on modes, sensors will 

trigger the sensor manager if there is any event occurred, then 

the sensor manager will activate actuators and send a 

notification to users via the Android application. Police 

officers or other authorized users if home users grant, they 

will obtain the forwarding messages from the Home 

automation system. 

VI. FUTURE WORK 

The suggestions to enhance the system are (1) the camera 

should be implemented as an actuator for intrusion scene 

capture, (2) SMS service should be used for notification when 

the Internet connection is not available, (3) Notification in 

web-based service should provide for police officers to be 

monitored, (4) the geolocation system should be attached to 

the sensor manager to provide the home location for police 

officers, (5) the computing workload at sensor manager 

should be considered, so that a light system such as Raspberry 

Pi can be implemented. 
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