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Abstract— A facial recognition system is an application or 

technique which can automatically identify and verify a 

person from an image or a video frame. It can be done by 

comparing some distinctive facial features of the face from 

the image. One of the way is to do this is by comparing 

selected facial features from the image and a facial database. 

It is mostly used in security systems. Recently face 

recognition started attracting attention in the multimedia 

sector. Face recognition helps in securing network access 

control from hackers and also make it more user friendly 

during the identification process. In this paper we focus on 

2D and 3D facial recognition system. 
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I. INTRODUCTION 

Today, the need to maintain security of one’s information is 

becoming very important and as difficult. Day after day we 

hear about crimes like identity theft, credit card information 

stolen, security breach in a big organization, hacking and 

many more. According to a study by IBM and the Ponemon 

Institute, the average cost incurred by Indian enterprises for a 

data breach has shot up to ₹9.73 crore in 2015 from ₹8.85 

crore in 2014, making India the most targeted country for data 

breaches in the world. In 2016, as many as 32 lakh debit cards 

belonging to various Indian banks were compromised 

resulting in the loss of Rs1.3 crores in fraudulent transactions 

as per NPCI. In most of these crimes, the criminals were 

taking advantage of a fundamental flaw in the conventional 

access control systems: as the systems do not grant access by 

"who we are", but by "what we have", such as ID cards, keys, 

passwords, PIN numbers, or mother's maiden name. If 

studied none of these means actually confirm that it is us 

rather they are a medium to authenticate that maybe it can be 

us. If someone steals our details there is a 100% chance he or 

she will be able to access our data or our personal property 

anytime they want. But recent innovations in technology has 

now enabled us to allow verification of "true" individual 

identity and this technology is called “Biometrics". Biometric 

access control is a way of identifying the identity of a person 

on basis of his or her measurement and statistical analysis of 

physical and behavioural characteristics like fingerprints, iris 

or retina scanning. Since biometric systems identify a person 

by biological characteristics, they are difficult to forge. 

There have been many biometric ID methods but the 

most used and stable among all them are fingerprint, face and 

DNA as compared to other ID methods like voice 

recognition, handwriting recognition. 

The reason of them being much stable is that they 

can’t be altered easily or are completely non-alterable, while 

other methods may fluctuate due to stress, fatigue, or illness. 

Face recognition possess the merits of both high 

accuracy and low intrusiveness. Face recognition is one of the 

most flexible biometric method. It can even work when 

subject is unaware of being scanned. It is fast as compared to 

other ID methods on a large scale, as it can search through 

masses of people who were in front of the camera for seconds. 

Numerous algorithms has been designed and new are being 

developed on daily basis for Facial Recognition. For detailed 

survey please refer Chellappa (1995) and Zhang (1997). 

Face recognition has also proven useful in many 

areas which uses process multimedia information. Apple 

recently ditched their fingerprint scanner from new Iphone 

X(2017) and introduced Facial Recognition to determine the 

real owner of phone. Amazon’s selfie-payment using facial 

recognition patent was filed in March 10, 2016. In 2012 

Facebook started its facial recognition journey. When a user 

uploads his/her photos to Facebook servers the facial 

recognition API is able to tag specific users automatically or 

suggest tags. 

II. FACIAL TECHNOLOGY AT A GLANCE 

Face Detection generally starts with the detection of a face in 

an image. First the system decides whether the image 

contains a face or not. After the face is detected, it proceeds 

to extract the distinct features of the face. Finally, the face 

recognition system compares the face to another in order to 

prove the authenticity of the person. The 2D system detects 

facial features and provide a detailed numerical values in 

database. If a new face id provided to system, it checks with 

all the previous data stored in its database. 

Every face has its own set of distinct features, 

different peak, different valleys and many other features. 

These can be defined as nodal points and each human face 

has approximately 80 nodal points. Software work mostly on 

the following: 

a) Distance between the eyes 

b) Width of the nose 

c) Depth of the eye sockets 

d) The shape of the cheekbones 

e) The length of the jaw 

A numerical code is generated to measure these 

nodal points, called a face print which represent a face in 

database. 

Using a 2D mapping system created many problems 

in real life applications. They were easily fooled by another 

picture of the person and even if the lighting was not good 

around, the facial recognition system would fail in detecting 

and recognition the distinct features of a person. If the images 

in database were not taken in controlled environment, the 

tiniest of changes like orientation, position, lighting would 

reduce the numerical computation of the pictures resulting in 

the failure of the system. 

In the next section, we will look at ways to correct 

the problem. 

A. 3D Facial Recognition 

To overcome the limitations of 2D facial recognition system, 

companies started to learn new ways of getting more and 
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accurate data from a picture. This led to the introduction of 

#D facial recognition. This proved to be a major success with 

much higher success rate than previous 2D recognition 

system. 

In 2014 Facebook researchers developed an 

algorithms called "DeepFace" to detect whether two faces in 

different photos are of the same person or not. And they were 

able to get results with the accuracy of 97.25%. To put in 

context human eyes were able to recognize 97.53% in those 

same circumstances. How does it work? DeepFace rotates the 

face of person in the picture so it can face directly towards the 

camera or as per say screen. The angle of the face is corrected 

with the help of a 3D model of an “average” forward looking 

face. DeepFace creates a neural network which searches for a 

number of different descriptions produced in the form of 

numerical description and compares those from both the 

pictures. This whole system involves over 100 million 

parameters from local layers. Facial recognition software is 

based on the ability to recognize a face and then measure the 

various features of the face. Facebook’s DeepFace provide 

the best understanding of that. 

In 3D face recognition, the major factor is depth and 

depth which cannot be affected by lighting or poor 

surrounding. Due to this, 3D facial recognition has ability to 

detect a face even in dark and various different angles. 

Various steps involved in a 3D facial recognition system- 

1) Detection 

Image is acquired by either digitally scanning an existing 

photograph (2D) or by a video to acquire a live picture of the 

person (3D). 

2) Alignment 

After the image is detected, there is a process to align the 

pictures according to the axis. In 3D it is 90 degrees while in 

2D it must be at least 35 degrees towards the camera. 

3) Measurement 

Now the system measures the facial features and scales them 

into a template. 

4) Representation 

Now the system coverts the template into a unique code. This 

code provides a set of numbers which represents the face of 

the person. 

5) Matching 

Now the matching is of two different types, 2D and 3D. If the 

image provided is 3D and the database also has 3D images, 

then there will be no changes made in the image and matching 

will be done. However, if it is a 2D image, then database will 

have some issues in processing the details because of the 

conditions mentioned above. In comparison to 2D images, 3D 

images provide moving subject in place of flat and stable 

content of 2D. During the 3D image recognition many 

different points are examined and identified. For example, the 

depth of eyes, tip of nose, peak of lips and many more. 

Once these measurements are taken, an algorithm 

then converts the 3D image into an 2D image and then it 

searches in database for the potential match. 

 
Fig. 1: Facial Recognition Works 

III. SCOPE IN INDIA 

1) Face Recognition can be used in ATM frauds. Whenever 

a user enters the ATM cabin, after the PIN entering step 

machine will capture a high resolution picture of the 

person and match it with the database. 

2) It can also be used in voting. Various cases are reported 

where duplicity of voter is found. TO prevent this, during 

voting a camera can be installed so whenever a user 

submits his or her final vote camera searches in database 

that whether user is genuine or not. And if the vote is 

done correctly, database can be updated to not allow him 

or her to enter the cabin next time by providing error that 

voter has voted previously. 

3) Verification for visa and passport can be done more 

robustly and correctly with help of facial recognition. 

4) Facial recognition can be used during Driving License 

registration. 

5) It can also be used in identifying national and 

international threats. For example, to identify and verify 

criminals and terrorists on various airports, railway 

stations, bus stops and other public places cameras can 

be installed which can work 24*7 to provide information. 

6) In very secure places which have limited authorization 

for selected personals, facial recognition can be installed 

to check if a person who is not in database is found on 

the campus. 

7) Facial recognition can also be used in various 

examination process. A candidate appearing for the 

examination can be identified and verified by the help of 

this technology. 

8) It can also be used in banks. A person can be verified 

with the help of facial recognition before the final step of 

opening account or vault 
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Other conditions where facial recognition failed to perform 

were poor lighting, change in facial hair, obstruction by a 

minute object like sunglasses, scarf. 

Another problem which arises is change of facial 

expression. If a person is smiling or frowning, database will 

struggle to match it with the previous pic which has neutral 

expressions. 

One example of this problem is in Canada, they 

don’t allow users to have any facial expression in passport 

photos 5 

A. Effectiveness 

The rate of success of facial recognition in finding correct 

match now days is unparalleled to any other technology. It is 

fast, can work live and without any distraction. 

Nevada district police this year used facial 

recognition to catch a suspect convicted in 1980’s. The 

spokesperson also said the system catches fraud attempts 

three or four times a month 

Before the UEFA Champions League final in 

Cardiff earlier this year, South Wales Police stated that they 

will use facial recognition technology to identify the potential 

trouble makers. They were able to reduce the hooligans act 

by atleast 30% because of facial recognition. 

Safehouse International Limited, an Australian 

company, patented software including iMotion and iCount 

systems. The company claimed that the system was able to 

track movement of people and even count the number of 

people in a crowded place 

IV. WEAKNESSES 

Other conditions where facial recognition failed to perform 

were poor lighting, change in facial hair, obstruction by a 

minute object like sunglasses, scarf. 

Another problem which arises is change of facial 

expression. If a person is smiling or frowning, database will 

struggle to match it with the previous pic which has neutral 

expressions. 

One example of this problem is in Canada, they 

don’t allow users to have any facial expression in passport 

photos 5 

V. EFFECTIVENESS 

The rate of success of facial recognition in finding correct 

match now days is unparalleled to any other technology. It is 

fast, can work live and without any distraction. 

Nevada district police this year used facial 

recognition to catch a suspect convicted in 1980’s. The 

spokesperson also said the system catches fraud attempts 

three or four times a month 

Before the UEFA Champions League final in 

Cardiff earlier this year, South Wales Police stated that they 

will use facial recognition technology to identify the potential 

trouble makers. They were able to reduce the hooligans act 

by atleast 30% because of facial recognition. 

Safehouse International Limited, an Australian 

company, patented software including iMotion and iCount 

systems. The company claimed that the system was able to 

track movement of people and even count the number of 

people in a crowded place 

As good as face recognition can be for 

authentication, it still faces some problem in certain 

conditions and environment. According to Ralph Gross, a 

researcher at the Carnegie Mellon Robotics Institute, 

describes one obstacle related to the viewing angle of the 

face: 

"Face recognition has been getting pretty good at 

full frontal faces  and  20  degrees  off,  but  as  soon  as  you  

go  towards profile, there've been problems. "the viewing 

angle of the face: 

VI. CONCLUSIONS 

Face recognition technology has been touted as a gimmick 

fora large period of time. Today, it has changed, the tech is 

being 

The retrieval of images containing human faces 

requires detection of human faces in such images. We 

implemented a new method that segments skin regions out 

and locate faces using template matching in order to detect 

frontal human faces. We used 30 images to test the 

performance of this implementation and we got 76% of 

accuracy. 

The misses usually included regions with a similar 

skin likelihood values and regions that certainly were skin 

regions, but corresponded to other parts of the body such as 

legs and arms. In other cases, misses were found due the 

constrain we set of having one or more holes in a skin region 

to be in considered for the processing described in the 

previous sections. 

Our current implementation is limited to the 

detection of frontal human faces. A possible and interesting 

extension would be to expand the template matching process 

to include sided-view faces as well. 
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