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Abstract— The explosive growth of digital contents continues 

to raise the demand for new storage and network capacities, 

along with an increasing need for more cost-effective use of 

storage and network bandwidth for data transfer. With this 

increase of data production, shared-network multi-user cloud 

storage systems are becoming very popular. Cloud data 

storage service providers such as Mozy, Dropbox, and others 

perform deduplication to save space by only storing one copy 

of each file uploaded. Data deduplication is a process by 

which the storage provider only stores a single copy of file 

owned by multiple users. Cloud data storage clients always 

concern for confidentiality of data [1]. However, Security and 

privacy are among top concerns for the public cloud 

environments. This paper reviews the different schemes to 

perform secure deduplication for cloud storage. 
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I. INTRODUCTION 

STORAGE outsourcing is becoming more and more 

attractive to both industry and academic due to the advantages 

of low cost, high accessibility, and easy sharing. As one of 

the storage outsourcing forms, cloud storage gains wide 

attention in recent years. Many companies, such as Amazon, 

Google, and Microsoft, provide their own cloud storage 

services, where users can upload their files to the servers, 

access them from various devices, and share them with 

others. 

 As more corporate and private users outsource their 

data to cloud storage, recent data breach incidents make end-

to-end encryption increasingly desirable. Unfortunately, 

semantically secure encryption renders various cost-effective 

storage optimization techniques, such as data deduplication 

[1].Data deduplication is a process by which the storage 

provider only stores a single copy of file owned by multiple 

users. Data deduplication can ease the problem of Big Data 

storage by avoiding the storage of redundant data in cloud 

servers and reduces network bandwidth consumption 

associated to transmitting the same contents several times. 

Although deduplication maximizes the storage space and 

minimizes the storage costs, it comes with serious issues of 

data privacy and security. 

 There are four different deduplication strategies i) 

depending on whether deduplication happens at the client 

side or at the server side and ii) according to the basic data 

units they handle that is at a block level or at a file level. 

 Client-side data deduplication is more beneficial 

than server-side[1].It ensures better confidentiality towards 

unauthorized users. That is, every client computes a per data 

key to encrypt the data that he intends to store in the cloud. 

Also, by integrating access rights in metadata file, an 

authorized user can decipher an encrypted file only with his 

private key[4].File-level deduplication is a popular type of 

service in which only a single copy of each file is store. 

Block-level deduplication segments files into blocks and 

stores only a single copy of each block. 

 Researchers have proposed many deduplication 

schemes in single-user and multiuser environment. 

II. EXISTING SYSTEM 

A. Existing System for Single User Environment 

In the single user environment, deduplication process will 

take place within the user’s own data but not with the other 

user’s data. For example, If User A uploads the file F1 to the 

cloud storage and User B tries to upload the file F2 which 

contains the same data present in the F1.It will get uploaded 

because in the existing system deduplication will take place 

within the User a files. Because of this storage space will be 

wasted and also if any updation to the file is made, it will not 

guarantee the integrity of the file. Therefore, deduplication is 

most effective when applied across multiple users. 

 “Enhanced Secure Thresholder Data Deduplication 

Scheme for Cloud Storage”[1] .an encryption scheme for 

single user environments is proposed using  the concept of 

data popularity arguing that data owned by many users do not 

require as strong protection as unpopular data. At the point of 

transferring the documents to the cloud storage, if the 

uploading files reach certain threshold limit then 

automatically deduplication occurs. This scheme allows for 

deduplication as soon as the file becomes popular. However, 

the same scheme cannot be applied in multi user 

environments because of security issues. 

B. Existing System for Multi User Environment 

Deduplication can be performed at file level or block level 

when applied across multiple users. Multi-user cloud storage 

system needs the secure client-side cross-user deduplication 

technique, which allows a user to skip the uploading process 

and obtain the ownership of the files immediately, when other 

owners of the same files have uploaded them to the cloud 

server. In File-level deduplication, two or more files are 

considered identical if they have the same hash value and 

only a single copy of each file is stored. 

 “Side channels in cloud services: Deduplication in 

cloud storage”[4] .Cross-user deduplication has serious 

privacy implications. Some simple mechanisms can enable 

cross-user deduplication while greatly reducing the risk of 

data leakage. The attacks can occur in deduplication 

performed at either the file or block level. If deduplication is 

performed at the file level, there are two features of the 

deduplication service that are crucial for the attacks. 

 The first is source-based deduplication. The result of 

applying this approach is that the client can observe whether 

a certain file or block was DE duplicated. This version of 

deduplication saves bandwidth. 

 The second approach is cross-user deduplication. 

That is, each file or block is compared to the data of other 

users, and is deduped if an identical copy is already available 

at the server. This approach is popular because it saves 
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storage and bandwidth. However, there is an inherent risk in 

entrusting data to the storage cloud. Additional threat is the 

privacy implications of cross-user deduplication that is, 

storage services can serve as a side channel that reveals 

information about the contents of other user files. 

 In File-level deduplication, files are considered 

identical if they have the same hash value and only a single 

copy of each file is stored. Block-level deduplication 

segments files into data blocks (chunks) and then finds exact 

duplicates of these blocks. File level deduplication will store 

the complete document again regardless of whether there is a 

little change in the record content while in block level 

deduplication little semantic changes on archives cause small 

modification of files which suggest high proportion of 

deduplication. 

 “Multi-level comparison of data deduplication in a 

backup scenario”[5].A class of deduplication systems splits 

the data stream into data blocks (chunks) and then finds exact 

duplicates of these blocks. The system could either use fixed-

sized blocks or variable-sized chunks. This paper compares 

the influence of different chunking approaches on multiple 

levels. On a macroscopic level, the chunking approaches are 

compared based on real-life user data in a weekly full backup 

scenario. On a microscopic level, an analysis is made on how 

small changes affect the deduplication ratio for different file 

type. 

 An assumption is made that small semantic changes 

on documents cause small modification of files which imply 

high ratio of deduplication. This assumption is not valid for 

many files type. 

III. CONCLUSION 

Deduplication process is to avoid the redundant data in the 

cloud storage, even though many deduplication 

methodologies are there, they are doing deduplication process 

for the single user and also at the file level. Because of this 

existing deduplication schemes are not efficient in removing 

the redundant data in the cloud and also less efficient in the 

dynamic proof of storage as well as integrity of the file. 

Therefore, deduplication is most effective when applied 

across multiple users and at block level. 

IV. FUTURE WORK 

Based on the review performed in this paper block level 

deduplication is proved to be more advantageous .So as part 

of future work block level deduplication is planned to  

implemented .For  implementation message  digest  hash  

algorithm  (MD5) can be used  to  generate  hash code  and  

Logical  block  addressing  (LBA)  to improve  the  

performance  of  the  proposed  deduplication  scheme .The  

security  of  the  system  can be maintained  by DES(Data 

Encryption Standard) which is a symmetric-key algorithm. 
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