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Abstract— Cryptography techniques are critically important 

for secure storage of data and transmission over exposed 

systems, for example, the web. For high security, encryption 

is one of the approaches to guard the information from 

leakage. Providing security to Image transmitted over the 

network is in demand as data is vulnerable over the 

unprotected medium. Encryption is one of the popular 

approaches for providing such security [5]. In this paper 

generation of key sequence using Espresso algorithm is 

discussed and its application for encryption and decryption of 

gray scale images is presented. Performance of the proposed 

algorithm is analyzed by computing Histogram and Entropy 

of the original and encrypted image. Generation of binary 

sequence using Espresso algorithm corresponding to 256 bit 

key is implemented on Xilinx Spartan II: 5v1x30ff324-3 

(application version) FPGA, ISE simulator using Verilog 

coding and results are discussed. 
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I. INTRODUCTION 

Nowadays, the security of communications becomes more 

important to meet the demands for real-time secure data 

transmission over the open networks. Indeed, in our modern 

life, all our daily transactions and communications are made 

over mobile networks. The Universal Mobile 

Telecommunication System (UMTS), Long Term Evolution 

(LTE), and LTE-advanced standards are    the 3rd and 4th –

generation mobile networks that enable mobile migrations of 

Internet applications. The security of these mobile standards 

is based principally on the SNOW-3G stream cipher which is 

considered as the kernel of the 128-EEAI confidentiality and 

128-EIA1 integrity algorithms  of the 4G LTE security 

replacing the F8 and F9 algorithms of UMTS security[1]. 

128- bit Advanced Encryption Standard (AES) 

algorithm is used by Wireless 4G LTE network for integrity 

protection. The 128-bit AES algorithm is the most preferred 

option in the Wireless 4G LTE network because it has 

undergone closed observation than other encryption 

algorithms. EEA2 and EIA2 is used in LTE-SAE security [2]. 

The 5G is envisioned to have 1000 times higher 

traffic volume compared to current LTE deployments while 

providing a better quality of service [3]. Data rates of the 

order of tens of Mbps are expected to be available in a general 

scenario and multi-Gbps in specific scenarios. Furthermore, 

5G needs to support a low latency of a few milliseconds to 

address use cases such as safety or control mechanisms in the 

process industry, in the electrical-distribution grid, or for 

traffic safety [3]. 

A radically different approach to this issue is 

provided by the Espresso algorithm. Espresso algorithm is 

developed by Brayton et al. at the University of Calfornia, 

Berkeley. Compared with other methods, this one is 

essentially more efficient, reducing memory usage and 

computation time by several orders of magnitude. Espresso, 

the name reflects the way of instantly making a cup of fresh 

coffee. There is hardly any restriction to the number of 

variables, output functions and product terms of a 

combinational function block. Espresso stream cipher is a 

nonlinear determinate system, random-like behavior, higher 

order, these are pseudo-random sequences and their 

structures are very complex to be analyzed. They can improve 

the security of image encryption systems [4]. 

Rest of the paper is organized as follows: Section II 

provides the implementation of Espresso algorithm along 

with the implemented results. Section III discusses the image 

encryption using Espresso algorithm. Section IV presents 

results and discussion, and finally paper is concluded in 

Section V. 

II. IMPLEMENTATION OF ESPRESSO ALGORITHM 

Espresso is a stream cipher, which can accommodate the high 

demand of 5G wireless communication .The two main 

building blocks of Espresso are a 256-bit Non-linear feedback 

shift register (NLFSR) G in the Galois configuration and a 

20-variable nonlinear output function. Feedback function of 

the stage i of G is denoted by gi, and the feedback functions 

of the transformed NLFSR is denoted by F for all i € {0, 1 . . 

. 255}. The feedback tapings are given by the following 

equations[3]. 

g255(x) = x0 ⊕ x41x70 

g251(x) = x252 ⊕ x42x83 ⊕ x8 

g247(x) = x248 ⊕ x44x102 ⊕ x40 

g243(x) = x244 ⊕ x43x118 ⊕ x103 

g239(x) = x240 ⊕ x46x141 ⊕ x117 

g235(x) = x236 ⊕ x67x90x110x137 

g231(x) = x232 ⊕ x50x159 ⊕ x189 

g217(x) = x218 ⊕ x3x32 

g213(x) = x214 ⊕ x4x45 

g209(x) = x210 ⊕ x6x64 

g205(x) = x206 ⊕ x5x80 

g201(x) = x202 ⊕ x8x103 

g197(x) = x198 ⊕ x29x52x72x99 

g193(x) = x194 ⊕ x12x121 

All remaining feedback functions of G are of type 

gi(x) = xi+1. The output function z(x) is specified as follows: 

z(x) = x80 ⊕ x99 ⊕ x137 ⊕ x227 ⊕ x222 ⊕ x187 ⊕ x243x217 ⊕ 

x247x231 ⊕ x213x235 ⊕ x255x251 ⊕ x181x239 ⊕ x174x44 ⊕ x164x29 

⊕ x255x247x243x213x181x174 

In order to reduce the propagation delay of the 

circuit implementing the output function z(x), the pipeline is 

done as follows: 

z1(x) = x80 ⊕ x99 ⊕x137 ⊕ x227 

z2(x) = x222 ⊕x187 ⊕ x243x217 

z3(x) = x247x231 ⊕ x213x235 

z4(x) = x255x251 ⊕ x181x239 

z5(x) = x174x44 ⊕x164x29 
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z6(x) = x255 x247 x243x213x181x174 

z7(x) = z1(x) ⊕ z2(x) ⊕ z3(x) ⊕z4(x) 

z8(x) = z5(x) ⊕ z6(x) 

z(x) = z7(x) ⊕ z8(x) 

A circuit diagram implementing the pipelined 

version of z(x) is showed in Fig 1. As a consequence of the 

pipelining, the output of the stream cipher is delayed by two 

clock cycles, increasing the latency. In addition, the 

pipelining increases the area by 8 flip-flops. However, it also 

increases the throughput by 1.7 times. 

In order to further reduce the propagation delay of 

the presented design, apply De Morgan rule to re-express the 

feedback functions g235 and g197 of the NLFSR, G as follows: 

g235(x) = x236 ⊕ x67x90x110x137 = x236 ⊕ ((x67x90)′ + (x110x137)′)′ 

g197(x) = x198 ⊕ x29x52x72x99 = x198 ⊕ ((x29x52)′ + (x72x99)′)′ 

 
Fig. 1:  A Circuit Implementing the Pipelined Version of 

Z(X) 

Where x′ denotes the Boolean complement of x 

(defined as x′ = x ⊕ 1), and”+” denotes the Boolean OR. 

A. Key & IV Initialization 

The cipher Espresso is initialized as follows. Let ki denote the 

bits of the key k, 0 ≤ i ≤ 127, and IVi denote the bits of the 

initialization value IV, 0 ≤ i ≤95. The key and IV bits are 

loaded into the shift register as follows: 

xi = ki                     , 0 ≤ i ≤ 127 

xi = IVi−128         , 128 ≤ i ≤ 223 

xi = 1               , 224 ≤ i ≤ 254 

xi = 0               , i = 255 

The initialization phase consists of clocking the 

cipher 256 times; XORing the produced output bit with the 

stages x255 and x217. Thus, in this phase the feedback functions 

g255(x) and g217(x) of the NLFSR G are given by: 

g255(x) = x0 ⊕ x41x70 ⊕ z(x) 

g217(x) = x218 ⊕ x3x32 ⊕z(x) 

After initialization, the cipher is clocked for three 

more cycles and then the key stream is produced. The 

Espresso algorithm is implemented on Xilinx Spartan 2 

5V1X0FF324-3 FPGA, ISE simulator using Verilog coding 

and the results are given in Table 1, Table 2, Table 3 and 

Table 4. 

Components Quantity 

Input Output Pins 3 

3 bit Look up Table(LUT3) 8 

4 bit Look up Table(LUT4) 2 

5 bit Look up Table(LUT5) 4 

6 bit Look up Table(LUT6) 1 

Flip Flops/ Latches 257 

D Flip Flop with Asynchronous clear(FDC) 131 

D Flip Flop with Asynchronous preset(FDP) 126 

Clock Buffers 1 

Primary Global Buffer for Driving   

Clocks(BUFGP) 
1 

Input Output Buffers 2 

Input Buffer 1 

Output Buffer 1 

Table 1: Table Design Statistics 

Slice Logic Utilization 

Number of Slice Registers 
257 out of 19200  

1% 

Number of Slice LUTs 
8 out of 19200       

0% 

Number used as Logic 
8 out of 19200       

0% 

Slice Logic Distribution 

Number of Bit Slice used 264 

Number with an unused Flip Flop 
7 out of 264            

2% 

Number with an unused LUT 
256 out of 264        

96% 

Number of fully used Bit Slices 
1 out of 264            

0% 

Input Output Utilization 

Number of Input Outputs 3 

Number of Bonded Input  Output 

Buffers 

3 out of 220            

1% 

Specific Feature Utilization 

Number of BUFG/ BUFGCTRLs 
1 out of 32              

3% 

Table 2: Device Utilization Summary 

Speed Grade -3 

Minimum Period 2.117ns 

Maximum Frequency 472.255MHz 

Total Number of Paths/ 

Destination Ports 
282/257 

Delay 2.117ns(Levels of Logic = 3) 

Source Clock Clock Rising 

Table 3: Timing Report 

Cell: input>output Fan out Gate Delay Net Delay 

FDC: C->Q 3 0.3466 0.756 

LUT3: IO->O 1 0.080 0.387 

LUT6: I4->O 1 0.080 0.387 

LUT5: I4->O 1 0.080 0.000 

FDC: D  -0.024  

Total  2.117ns  

Table 4: Timing Summary 

From Table 2 and 3, it is observed that the maximum 

frequency of operation is 472.255 MHz and device utilization 

is 257 out of 19200 slices which is approximately 1%. 

III. IMAGE ENCRYPTION USING PROPOSED METHOD 

The Block Diagram of the proposed image encryption and 

decryption scheme using Espresso algorithm is as shown in 

Fig 2. Fig 2 illustrates a sender who wants to transfer some 
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sensitive data to receiver in such a way that any party 

intercepting the communication channel cannot extract the 

data. The encrypted image is sent through an unreliable 

medium known as secured channel. 

 
E: Encryption Process 

D: Decryption Process 

Fig. 2:  Block Diagram of Image Encryption and Decryption 

Using Espresso Algorithm. 

The encrypted image is known as cipher image, 

which is received at the end of the medium and decrypted to 

get back the original plain image. The Espresso algorithm is 

used for converting the plain image to cipher image using a 

key, which is essentially a specially generated number (value) 

.To decrypt a secret image (cipher image) to get back the 

original image (plain image), algorithm uses the same key 

generated by Espresso algorithm. The objective of this simple 

cryptosystem is that at the end of the process, only the sender 

and the receiver will know the plain image. 

IV. RESULTS & DISCUSSION 

The 256*256 pixel gray scale images are encrypted and 

decrypted by XORing the bit stream of plain image and the 

key generated by Espresso Algorithm. The image encryption 

and decryption experimental   results are as shown in Fig 3, 

Fig 4 and Fig 5. 

   
Fig. 3: Leena Grayscale  Image Encryption Experimental 

Results: (a) Plain Image,(b) Encrypted Image, ( c) 

Decrypted Image 

   
Fig. 4: Medical Grayscale Image Encryption 

Experimental Results: (a) Plain Image, (b) Encrypted 

Image, ( c) Decrypted Image 

   
Fig. 5: Monalisa Grayscale  Image Encryption 

Experimental Results: (a) Plain Image, 

(b) Encrypted Image, ( c) Decrypted Image 

A. Histogram Analysis 

The plot of statistical information consisting of the frequency 

of data items in continuous interval of equal size is visualized 

by Histogram. Fig 6, Fig 7 and Fig 8 depicts histogram 

analysis of 256*256 pixel grayscale images. It is clearly 

visible that histogram of cipher image is fairly uniform and it 

does not leak any amount of information about the plain 

image. 

   
Fig. 6.Histogram Analysis of Leena Image: (a) Plain 

Image, (b) Encrypted Image, 

( c) Decrypted Image 

   
Fig. 7. Histogram Analysis of Medical Image: (a) Plain 

Image, (b) Encrypted Image, 

( c) Decrypted Image 

   
Fig. 8. Histogram Analysis of Monalisa Image: (a) Plain 

Image, (b) Encrypted Image, 

( c) Decrypted Image 

B. Information Entropy 

Information entropy is defined to express the degree of 

uncertainties in the system. It is well known that h(x) of a 

message source m can be calculated as: 

h(x) = − ∑ (px(i) log2px(i))n
i=1                       (1) 

Where px represents the probability of symbol xi 

occurring n times and the entropy is expressed in bits. 

When the images are encrypted, their entropy should 

ideally be 8. The Entropy value of 256*256 pixels gray scale 

images obtained in Table 5 is very close to the theoretical 

value 8.This means that information leakage in the encryption 

process is negligible and the encryption system is secure upon 

the entropy attack. 

Gray 

Scale 

Image 

Entropy 

of Input 

Image 

Entropy 

of 

Encrypted 

Image 

Entropy 

of 

Decrypted 

Image 

Elapsed 

Time in 

seconds 

Leena 

Image 
7.44 7.99 7.44 3.47 

Medical 

Image 
7.62 7.99 7.62 3.21 

Monalisa 

Image 
7.50 7.99 7.50 2.96 

Table 5: The Entropy of 256*256 Pixels Gray Scale Images 

and the Elapsed Time in Seconds 
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V. CONCLUSION 

The stream cipher using Espresso algorithm is generated and 

is used for the encryption and decryption of 256*256 pixels 

gray scale images. Performance of the proposed algorithm is 

analyzed by computing Histogram and Entropy of the 

original image, encrypted image and decrypted image. 

Generation of binary sequence using Espresso algorithm 

corresponding to 256 bit key is also implemented on Xilinx 

Spartan 2, 5V1X30FF324-3 (application version) FPGA, and 

ISE simulator using Verilog coding. It is seen from the 

histogram and entropy of the cipher image that an encrypted 

image does not have any trace of the original image. Hence, 

Espresso stream cipher can improve the security of image 

encryption systems. 
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