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Abstract— With the rapid growth of various communication 

technologies, distribution of digital media (images, audio 

and video) over the internet has become easier. 

Consequently illegal copying or tampering of the media has 

also increased. In order to secure data for transmission, 

various watermarking schemes are used. Digital 

watermarking is a signal which embeds copyright 

information along with the data to be sent. This paper 

reviews the works done on robust digital Image 

watermarking. 
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I. INTRODUCTION 

The recent developments in information technology, has 

made digital information easily accessible. Due to increased 

access to the internet, people can share different types of 

multimedia files very easily. Digitization has made our life 

easy, but it has its disadvantages too. Anyone who has a 

communication device, can connect to the internet and 

modify, transfer, share as well as delete the digital content 

posted by someone else. This leads to illegal copying and 

distribution of digital content without the consent of the 

owner. In order to prevent copyright violations, various 

watermarking schemes are developed. 

The attacks on the watermarks can be classified 

into two main categories ie. Geometric & noise attacks 

respectively. The attackers make use of such attacks to 

destroy or tamper the watermark image. In some 

applications, the “watermark image” is the actual data to be 

transmitted securely. Geometric distortions are difficult to 

tackle. They cause errors, in the detection of watermark 

image at the decoder. Nowadays, several approaches that 

counter attack geometric distortions have been developed 

[9].In this paper we review various digital image 

watermarking techniques which are robust to noise as well 

as geometric attacks. 

The paper is organized as follows. Section II, gives 

a brief overview of digital watermarking. In section III, 

reviews various robust digital image watermarking 

techniques. In section IV, we discuss the results obtained 

from the reviewed techniques are discussed. Section V, 

describes the conclusion. 

II. DIGITAL WATERMARKING 

The digital watermark is an image which is embedded into a 

host/cover image. The embedded digital watermark is used 

for copyright ident cation and protection of host/cover 

images. According to [1], “Watermarking” can also be 

defined as the process of hiding digital information 

(watermark) in a cover signal. The cover signal and 

watermark signal can be uncorrelated to each other 

[1].Digital watermarking is a technique of embedding digital 

data onto digital multimedia by using a suitable algorithm. 

Digital watermarking is classified as digital video, audio and 

image watermarking. The digital watermark is embedded 

onto the cover image in order to ensure secure transmission 

of data. The embedded watermark can be extracted from the 

cover image for copyright identification and protection 

 
Fig. 1: Conceptual model of Watermarking System [3]. 

According to the conceptual model of Watermarking 

system, any watermarking technique consists of the 

following components: Watermark image, original/cover 

image, Watermark encoder and decoder [3]. Original/ cover 

image is the one in which watermark image is hidden. The 

task of watermark encoder is to embed the watermark onto 

the cover image. Some watermarking schemes, also make 

use of a secret key to enhance the security of the system. 

Watermark decoder is used to extract the watermark image 

from the cover image. Sometimes, the cover image and the 

secret key is required to extract the watermark at the 

decoder as shown in figure 1.The watermark image is 

susceptible to various attacks while on the communication 

channel[3]. 

A. Classification of Watermarking Techniques 

The digital image watermarking techniques can be classified 

on the basis of their characteristics and applications. 

On the basis of their characteristics they are 

categorized as under [4]: 

1) Robustness 

According to [4], a watermarking scheme is said to embed a 

fragile watermark, if it is not estimated at the watermark 

decoder even if it‟s slightly altered. These type of 

watermarks, are mainly useful for tamper detection 

applications [4]. 

A watermarking technique is said to embed a semi-

fragile watermark, if it‟s tolerant to benign transformations, 

but are intolerant to malignant transformations. Semi-fragile 

watermarks are used to detect malignant transformations. 

A digital watermarking technique is said to be robust if the 

watermark embedded by this technique is resistant to a 

certain geometric or noise attacks [4]. 

2) Perceptibility 

A digital watermarking technique is said to embed a 

perceptible watermark if the cover image and watermark 

image are perceptually indistinguishable [4]. 

3) Embedding Technique 

In time/ spatial domain watermarking schemes, gray values 

of the cover image are replaced by encapsulating the gray 

values of the watermark image, without applying any 

transformations. Whereas in frequency domain 
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watermarking techniques, the watermark bits are embedded 

onto the frequency domain transform coefficients of the 

cover image, using the commonly used frequency domain 

transforms such as DFT, DWT etc. 

4) Capacity 

The capacity of any watermarking technique is independent 

of the algorithm used. Capacity of any watermarking 

technique can be defined as the amount of information bits 

(bits of the watermark image) that are used to convey the 

desired message [11]. 

On basis of application areas they are classified as under [5]: 

1) Copyright Identification:  The embedded watermarks 

contain information regarding copyrights and hence can 

be therefore used of proof of ownership to prevent 

infringement of copyrights [5]. 

2) User Identification or fingerprinting: The identity of 

local users can be encoded in watermarks and used to 

identify sources of illegal copies [5]. 

3) Authenticity determination: The presence of watermark 

can guarantee that an image has not been altered-

assuming the watermark is designed to be destroyed by 

any modification of the image [5]. 

4) Automated monitoring: Watermarks can be monitored 

by systems that track when and where images are used. 

5) Copy Protection: Watermarks can specify rules of 

image usage and copying and copying. (eg. DVD 

Players) [5]. 

B. Performance Measures 

1) Mean Square Error (MSE) 

MSE is one of the widely used performance measure that 

makes comparison between the two images on Pixel-by-

Pixel ground [10]. 
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Where W is the Watermark image and C is the cover image 

[10]. 

2) Peak Signal to Noise Ratio (PSNR) 

PSNR is another important performance measure used in 

calculating the distortion between the images [10]. 

PSNR=10log10  
           

                   
                   (2) 

Where, Peak value denotes the maximum range of 

pixel intensities in an image and Mean Square Error is 

computed by using equation (1). 

3) Correlation Coefficient 

Correlation coefficient is calculated in between original 

watermark and extracted watermark[8].To ensure high 

perceptual fidelity, correlation coefficient should have  

values close to 1[3]. 
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Where, X and Y denotes watermark and extracted 

watermark and   ̅      ̅  denote their corresponding mean. 

III. REVIEW OF ROBUST DIGITAL IMAGE WATERMARKING 

TECHNIQUES 

Digital Image Watermarking techniques were developed for 

secure transmission of images over the network. In order to 

make, the cover image noise tolerant and also resistant to 

various types of geometric attacks such as rotation, motion 

blurring, cropping and scaling various robust watermarking 

techniques were implemented. This Literature attempts to 

review a few robust digital image watermarking techniques 

used for secure transmission of data ie. Digital images. 

In  [6] Ramesh et al .(2012) proposed a key 

dependent Feature point based Watermarking technique, to 

prevent illegal distribution of digital images over any public 

network such as the internet. This algorithm was primarily 

used for copyright protection. In their approach, they 

embedded the watermark bits in the transform using Haar 

wavelet. In this technique, discrete wavelet transform 

(DWT) is used to decompose cover image into four different 

subbands and then using response of Harris detector and key 

dependent algorithm as reported in [6] to extract all the 

feature points in the Host/cover image. The watermark is 

embedded onto the cover image by extracting blue 

component of cover image. Then level 3 DWT 

decomposition is performed on the blue component and then 

extraction of feature points is done by using combination of 

Harris detector and key dependent algorithm. Watermark is 

embedded on extracted from the generated feature points 

with the help of secret key. The watermark is embedded 

only on the diagonal coefficient of the blue component of 

the cover image in order to obtain a high PSNR value [6]. 

Secret key is nothing but a generated pseudo random 

sequence. The presence of secret key at the encoder and 

decoder provides a high degree of security, the algorithm 

was tested using standard color test images such as Lena, 

Baboon, Airfield and peppers having dimension of 512×512 

pixels. The watermark image is also having dimensions of 

512×512 pixels. Both the cover image and watermark were 

24bit color images. It is a blind watermarking scheme, and 

is found to be robust after computing its PSNR values and 

subjecting the watermarked image to various noise and 

geometric attacks [6].The watermark embedded using his 

technique was imperceptible. This approach can be applied 

to color images. 

Akshaya and Mehul.(2012) proposed a robust 

digital image watermarking technique and based on singular 

values replacement[3].In their method, they used DWT to 

decompose the watermark image and cover image into four 

subbands namely (HH,HL,LH,LL).In their method, 

watermark image is embedded onto the  HH band of the 

cover image. Hence singular values of the HH band of the 

cover image were replaced with the singular values of the 

watermark. Are replaced with the singular values of the 

watermark. After that, inverse SVD is applied to the 

modified HH band of the cover image, followed by inverse 

DWT to obtain the final watermark image. To enhance 

security of this method, they    developed a signature based 

authentication algorithm at the decoder Singular values of 

the HH band are used as they provide high perceptual 

transparency and robustness[10]The algorithm was tested 

using 512 ×512 8 bit grayscale test images namely Lena, 

Bubble, cameraman and Building.256×256 gray scale DA-

IICT sample logo was used as the watermark[10].Several 

performance metrics such as PSNR, Correlation coefficient 

and image histograms were calculated. This algorithm was 

found to be robust against print scan attacks [10].The only 

limitation is that this technique can be applied to grayscale 

images only [10]. 
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In [7], K Manikantan et al.(2012) proposed a 

Robust digital Image watermarking algorithm in DWT-

DFT-SVD domain was proposed for color images. In their 

approach they utilized the properties of three transforms in 

order to achieve robustness. The properties of DFT such as 

scaling, shift invariance, properties of SVD such as rotation 

invariance and use of DWT to obtain infrequency subbands 

and its robustness to compression are used to perform secure 

transmission of data through this watermarking technique 

[7].In their approach, watermark is embedded into the HL 

subband, DWT is used for the selection of HL subband, then 

SVD is applied to the DFT transformed host. Then, singular 

values of watermark onto the singular values of host image. 

In this manner, a host image is watermarked using this 

technique. In this method, strength of the watermark can be 

controlled by varying the value of scale factor „α‟The 

algorithm was tested using standard test images such as 

Lena ,Cameraman, Airfield ,peppers etc. The host and as 

well as watermark images were of 256 x 256 pixels. The 

performance measures such as PSNR, correlation coefficient 

values were also calculated. This technique can be applied 

to color as well as grayscale images [7]. The reported 

algorithm was found to be robust to geometric attacks such 

as rotation, cropping, blurring, motion blurring, Gaussian 

filtering and averaging filter. This method was also found to 

be robust to illumination attacks such as Histogram 

equalization and Gamma Intensity correction [7] 

In [8], K.Manikantan et al. (2015) reported a new 

robust digital image watermarking using combination of 

DWT and SVD approach. This technique is a modification 

of the algorithm as described in [7].In their approach, HL 

subband of the cover image and then apply SVD to the 

DWT transformed host image. The Singular matrix of 

watermark image is then added to the singular matrix with a 

suitable scale factor to get watermarked image[8].The 

proposed algorithm was implemented for nine different 

combinations of watermark and host images.512 × 512 is 

the size of each host and watermark of color image[8].The 

various performance metrics such as PSNR values, 

correlation coefficient values and image algorithms .The 

reported algorithm was found to be robust to geometric 

attacks such as rotation, gaussian filtering and motion 

blurring attacks[8]. 

Parameters 

Techniques Used 

Feature 

Point 

Based[6] 

Singular 

Values 

Replacement[3] 

Using DWT-DFT-

SVD[7] 

Using DWT+ 

SVD 

[8] 

Size of images 512×512 pixels 512×512 pixels 256×256 pixels 512×512 pixels 

Type of 

images 
24 bit color images 8 bit grayscale images 24 bit color images 24 bit color images 

Mathematical 

tools 
DWT,Harris detector 

Singular Value 

Decomposition (SVD) 

DWT, 

DFT,SVD 

DWT, 

SVD 

Application Copyright protection Copyright protection Secure transmission Secure transmission 

Salient 

Featurres 

Watermark 

embeedded on blue 

component 

Additional signature is 

embedded for enhanced 

secuirity 

Watermark embeedded 

on all 3 channels 

ie.R,GB 

Watermark embeedded 

on all 3 channels 

ie.R,GB 

Limitations 
Applicable to color 

images alone 

Applicable to grayscale 

images alone 

Robust to geometric 

attacks only 

Robust to geometric 

attacks only 

PSNR Upto 35 dbs Upto 50 dbs Upto 70 dbs Upto 32 dbs 

Table 1: Various Robust Watermarking Techniques At  A  

Glance 

IV. RESULTS & DISCUSSIONS 

In this paper, we have reviewed robust digital image 

watermarking techniques. On reviewing this techniques, one 

could easily compare the performance of one algorithm over 

another. As all the algorithms discussed in this literature are 

robust each of them are resistant to various noise and 

geometric attacks. 

The technique as described in [6] gives value of 

PSNR for watermarked Lena image (without attack) as 

38.91dbs [6]. It is also observed that when the watermarked 

image is subjected to poisson noise it‟s PSNR values drops 

down to 28.04 dbs. When the watermarked Lena image is 

subjected to geometric attacks such as JPEG 1:19 

compression and sharpening the PSNR values are obtained 

in the range of 32 -35 dbs [6].So, in general this technique is 

more robust to geometric attacks than noise attacks [6]. 

The technique as described in [3] gives values of 

PSNR for watermarked Lena image (without attack) as 

43.3374 dbs. Later, the watermarked lena image was 

subjected to various noise, geometric attacks and 

illumination attacks and later correlation coefficient values 

are are calculated. These, correlation coefficient values 

range from 0.5057 (for JPEG Compression, QF=20) to 

0.7962(For median filtering).This technique is found robust 

to print and scan attack for which the computed correlation 

coefficient value is 0.5231[3].As per their approach, the 

obtained correlation coefficient values are in the range of 

0.4 to 0.9 and therefore used as a measure of perceptual 

similarity between original watermark image and the 

extracted watermark image [3]. 

The watermarking scheme as described in [7], can 

be applied to colour images and grayscale images. It jointly 

exploits the properties of transforms it uses ie. the properties 

of DFT such as scaling, Shift invariance, the properties of 

SVD such as rotation invariance and DWT to obtain 

infrequency bands and its robustness to compression makes 

the watermarked image robust. The PSNR values obtained 

by this method are in the range of 70 to 80 dbs. The 

correlation coefficient was calculated when the host image 

was subjected to various geometric attacks and the obtained 

correlation values very close to 1, indicating excellent 
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perceptual fidelity. The histogram of „Lena‟ and 

„watermarked Lena‟ were obtained and they were quite 

similar which shows that perceptual is only slightly 

altered[7]. 

The technique as described in[8], is an extension or 

improvement over algorithm [7] using only DWT-SVD 

approach. The PSNR values and correlation factors show 

significant improvement as compared to [7]. 

V. CONCLUSION 

Due to recent advancements in telecommunication 

technologies, has increased internet accessibility. As a 

result, it has become easier to share multimedia files on the 

internet. Due to this fact, developing various tools for 

copyright protection and identification has become a 

necessity. Robust digital image watermarking techniques are 

one of tools used for copyright protection of images and 

secure transmission on data ie. Digital image. After 

reviewing a few robust watermarking techniques, it was 

found that the featured point based watermarking technique 

performed well, when subjected to various noise attacks and 

a few geometric attacks. Whereas the techniques based on 

SVD and frequency domain transforms performed well only 

for geometric attacks alone. 

In future, efforts should be made in order to 

improve,    watermarking techniques which are more robust 

to various types of noise and geometric attacks in order to 

prevent illegal distribution of digital images and prevention 

of tampering of the watermarks by the attackers. 
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