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Abstract— In the modern world secure transmission of the 

data is very important. Many modern day cryptographic 

methods can be used to encrypt the message before 

transmitting in the secured medium. In certain situations like 

when there is matter of national security the information 

encrypted has to be decrypted, it is where the cryptanalysis 

comes into play. Cryptanalysis is the field of Cryptography in 

which various types of Cryptographic techniques are 

carefully studied in order to reverse engineer the encrypted 

information in order to retrieve the sensible information. The 

main aim and function of the Decryption tool is to take the 

input as the encrypted text given from the user and 

cryptanalyze it and give the output as the decrypted text in 

case more than one sensible decrypted text found it will 

output all the possible decrypted texts.  
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I. INTRODUCTION 

Cryptanalysis means “to untie” or “to loosen” various 

information systems are analyzed in order to study different 

hidden aspects of the system. Cryptanalysis is a kind of attack 

to retrieve the intended message from rubbish text retrieved 

by the attacker or the unintended recipient. Cryptanalysis is 

attack is used to override a secure system and gain control to 

enciphered messages even if the secure key is unknown. The 

motivation of cryptanalysis being the same .the techniques of 

cryptanalysis have changed to a great extent from earlier 

times. Past techniques included pen-and-paper methods or 

through machines like turning machine to mathematically 

advanced computational schemes in the modern time. 

Solving pure mathematics problems designed carefully 

includes in methods for breaking modern day crypto systems 

[1]. 

Cryptanalyst or the attacker is the person who tries 

or decrypts the encrypted message. 

II. PROBLEM FORMULATION 

At present, the conventional encryption algorithm works by 

sending data to the receiver who has just one private key to 

decrypt the data. 

The entire process is as follows: 

A. Key Generation 

The receiver who wishes to get message, chooses a large 

prime number p, a random number g which is also prime and 

less than the prime number initially chosen and a random 

integer x from 0 to (p-1). He then calculates the public key of 

the sender is (p, g, y) and his private key is x. 

y = gx mod p 

B. Encryption by the Sender 

The sender generates an integer k lying between 0 to (p-1). 

He then calculates 

r = gk mod p 

C. Decryption of the Cipher-text 

The receiver with his private key calculates 

t. r−x 
which gives the plaintext. 

But in this algorithm, as there is just one private key, it can 

be guessed by any intruder and is thus not reliable. 

III. PROBLEM SOLUTION 

In this project we are modifying the existing conventional 

encryption algorithm by dividing the private key and 

assigning them to 2n+1 authorized receivers individually. 

The persons will be able to decrypt the message received 

from the sender only if they are together, separately this 

operation being impossible for them. It has the following 

operations. 

A. Key Generation 

A large prime number ‘p’ and a random number ‘g’ which is 

also prime and less than the initially chosen prime number is 

taken into consideration. Then after from {0,…,p-1} there are 

chosen the elements x1, x2, … … x2N+1, preferably distinct , 

then there are being calculated y1 = gx1 mod p, y2 = gx2  

mod p,…, y2N+1=gx2n+1 mod p. The public key is 

{p,g, Y1, Y2,……., ,…, y2N+1} and the private key consists of 

{x1, x2,…, ,…, x2N+1}. 

B. Encryption of a message 

The sender encrypts message m knowing the public key as 

follows: 

He chooses a random element k from {0 ,…, p-1} and 

calculates c1= gk mod p, C21= m. x1^k mod p,  C22 = 

m. x2^k mod p,… , . C22n+1 = m .x2n+1^k mod p,  C2= 

C21. C23. C25. C27…./C22. C24. C26…. then sends the 

encrypted message (C1,C2) to the recipient. 

C. Decryption of the message 

In order to decrypt the message (C1,C2), the receiver use p and 

the private keys {X1}, {X2}.…… {X2n+1} respectively, 

computing together 

 

IV. SPECIFICATION OF ENCRYPTION TECHNIQUES 

A simple type of substitution cipher was used by Julius 

Caesar. This involves replacing each letter of the alphabet 

with three places further down the alphabet. For example, 

Plain:  meet me after the toga party 

Cipher:  PHHW PH DIWHU WKH WRJD SDUWB 

Here the alphabet has linked start and end so that letter 

following Z is A. Let us assign a numerical equivalent to each 

letter. 
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If plaintext letter p is substituted by ciphertext letter C then 

the algorithm can be expressed mathematically as 

C = E (3, p) = (p+3) mod26 

If it is known that encryption is done using Caesar 

cipher, then brute-force cryptanalysis is easily performed. 

Three important characteristics of this problem enabled us to 

use brute-force attack [2]. 

The encryption algorithm is known. 

The language of the plaintext is known. 

There are only 25 keys possible. 

A. ROT 13 

“Rotate by 13 places” is abbreviated as ROT13 or ROT-13 is 

another type of substitution cipher in which the plaintext 

letter is replaced with the letter 13 letters after it in the 

alphabet and also alphabets are circular in manner meaning 

that A comes after Z. It is a special case of anciently 

developed Caesar cipher. 

ROT13 has variety of application in online forums 

as a means to hide puzzle solutions, spoilers, offensive 

materials etc. from casual glance. ROT13 has encouraged a 

wide range of letter and word games online [3]. 

ROT13 replaces each letter by its partner 13 letters 

ahead in the alphabet series. For example HELLO becomes 

URYYB. 

 
Fig. 1: Shifting of ROT 13 [6] 

Cryptanalysis can be done if it is known that ROT13 

has been used by simply encrypting the cipher text again by 

the same algorithm i.e. by replacing cipher-text letter by letter 

13 places further in the alphabet sequence [4]. 

 
Fig. 2: Example of ROT 13 [6] 

B. Playfair Cipher 

The Playfair cipher also known as Wheatstone cipher or 

Wheatstone-Playfair cipher or Playfair square is best- known 

multiple-letter encryption technique. This cipher technique 

treats diagrams in the plaintext as single unit.  Playfair cipher 

is using multiple words instead of the single letters unlike in 

simple substitution cipher. The diagram is encrypted using a 

5*5 key matrix generated by the key used by the originator. 

 
Fig. 3: Key matrix having keyword 

The algorithm of encryption using Playfair cipher can be 

depicted as below: 

 Repeating plaintext letters that are in the same pair are 

separated with the filler letter. such as it. So that balloon 

would be treated as bar lx lo on. 

 Two plaintext letters that fall in the same row of the 

matrix are each replaced by the letters to the right. With 

the first element of the rows circularly following the last. 

For example. ‘Ar’ is encrypted as RM. 

 Two plain text letter that fall in the same column as are 

each replaced by the letters beneath with the top element 

of column circularly following the last. 

For e.g. ‘mu’ is encrypted as CM 

 Otherwise each plaintext letters in a pair is replaced by 

the letters that lies in its own rows and the columns 

occupied by the other plaintext letter. Thus the ‘hs’ 

become BP and ‘ea’ becomes IM as the encipherer’s 

wishes. 

For example, the key word MONARCHY. The plaintext used 

is balloon in case a diagram having same letters the fillers like 

x is used 

ba   lx  lo   on 

Using the key matrix for encryption .the plaintext is 

converted to ciphertext as 

Ib  su  pm  na. 
The final ciphertext obtained is  ibsupmna. 

Cryptanalysis of Playfair cipher is slightly more 

complicated as that of  compared to other types 

monoalphabetic cipher as there are 26*26 = 676 diagrams 

possible The attack on cipher text can be simplified by using 

a general keys size of size 7.  The key generated is used to 

apply the same algorithm as in encryption but in the very 

reverse manner to decrypt the cipher text and test for the 

meaningful plaintext in the dictionary [4]. 

V. PROJECT MODULES 

A. Software requirement 

 Windows XP 

 DEV C++ / Any C compiler 

B. Hardware requirement 

 Intel Pentium IV Processor 

 RAM Size 256 MB 

 Disk space: 1 GB of free disk space 

VI. DESIGN DESCRIPTION 

Software design is a process of problem solving and planning 

for a software solution. After the purpose and specifications 

of software are determined, software developers will design 

or employ designers to develop a plan for a solution. It 



Designing of Decryption Tool 

 (IJSRD/Vol. 6/Issue 03/2018/080) 

 

 All rights reserved by www.ijsrd.com 325 

includes low-level component and algorithm implementation 

issues as well as the architectural view. 

Software design can be considered as putting 

solution to the problem(s) in hand using the available 

capabilities. Hence the main difference between Software 

analysis and design is that the output of the analysis of a 

software problem will be smaller problems to solve and it 

should not deviate so much even if it is conducted by different 

team members or even by entirely different groups. But since 

design depends on the capabilities, we can have different 

designs for the same problem depending on the capabilities 

of the environment that will host the solution (whether it is 

some OS, web, mobile or even the new cloud computing 

paradigm). The solution will depend also on the used 

development environment (Whether you build a solution 

from scratch or using reliable frameworks or at least 

implement some suitable design patterns). 

A. Use of Case Diagram 

It abbreviates to unified modeling language. It includes the 

detail design of the project. 

 
Fig. 4: Use of case diagram [6] 

B. Activity Diagram 

Activity diagrams are a loosely defined diagram technique for 

showing workflows of stepwise activities and actions, with 

support for choice, iteration and concurrency. In the Unified 

Modeling Language, activity diagrams can be used to 

describe the business and operational step-by-step workflows 

of components in a system. An activity diagram shows the 

overall flow of control. 

An activity diagram shows the overall flow of 

control. In system the activity diagram has been extended to 

indicate flows among steps that convey physical element 

(e.g., gasoline) or energy (e.g., torque, pressure). In UML 1.x, 

an activity diagram is a variation of the UML State diagram 

in which the "states" represent activities, and the transitions 

represent the completion of those activities. Activity 

diagrams are typically used for business process modeling. 

They consist of initial node, activity final node, activities. The 

starting point of the diagram is the initial node, and the 

activity final node is the ending. 

 
Fig. 5: Activity diagram [7] 

VII. RESULTS 

Once the system is fully designed it has been put into testing 

and has been tested using all methodologies. To validate and 

verify that the tool is fulfilling all its requirements it was 

deployed to check if it is able to decrypt the basic cipher texts 

used in military services . It performed as expected without 

any major shortcomings and displayed the correct and 

expected plain text with respect to the given cipher text. Thus 

the correctness of the tool is well verified. 

 
Fig. 6: This represents decryption using Caeser Cipher 

Technique Key = 13 

 
Fig. 7: The represents decryption using Playfair Cipher 

Technique Key = drizzly 
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Fig. 8: This represents decryption using ROT 13 Cipher 

Technique Key = 13 

VIII. CONCLUSION 

The tool has been successfully designed in C language and 

uses Command Line Argument (CLI) for taking inputs as the 

encrypted message. Along with this we have completed of 

cryptanalysis for the three algorithms of Caesar, ROT 13 and 

Play Cipher encryption techniques. So in the cryptanalysis a 

series of attempt are used to decrypt the code using Brute-

Force technique. The tool can be well used with versatility in 

military field and other complex ciphers which have been 

encrypted using the known encrypting techniques.  The 

proposed comparison is performed on the given encrypted 

sentence that is composed of cipher texts. It can be applied on 

the audio and video stream for more comparative analysis. 

Also we can implement a number of other algorithms such as 

Hill Cipher, Affine Cipher, Atbash Cipher etc in the designed 

tool for better and accurate result everytime. 

ACKNOWLEDGEMENT 

We express our deep sense of indebtedness to Mr. Vineet 

Shrivastava, our mentor and guide for his excellence 

guidance and encouragement towards the completion of the 

project. 

REFERENCES 

[1] https/learncryptographv.com/ 

[2] https://wikipedia.org/wiki/Caesar cipher 

[3] https://en.wikipedia.org/wiki/ROT 13 

[4] https://en.wikipedia.org/wiki/Plavfair cipher 

[5] Cryptography & Network Security: Principles and 

Practice by William Stallings 

Image References 

[6] https://en.\\wikipediaiorg/wiki 

[7] Cryptography and Network Security: Principles and 

Practice by William Stallings. 

https://en./wikipediaiorg/wiki

