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Abstract— The use of Wireless Sensor Network (WSN) in 

institute applications is growing rapidly because it has got 

several advantages over the traditional wired systems such as 

ease of use, reduced risk of infections, reduced risk of 

failures, reduced user discomfort and it provides enhanced 

mobility, but providing security and privacy is a major 

concern. There are several solutions in order to protect the 

institute data during transmission, but it cannot stop the inside 

attacker from revealing the institute sensitive data. The inside 

attacker can be a user database administrator. The main aim 

of this paper is to prevent the inside attack by distributing the 

institute data securely in multiple servers and to employ the 

AES cryptosystem to carry out statistic analysis on the 

institute data without compromising the privacy of the 

institute’s data. Algorithm which is use in the technology is 

Advance Encryption Standard (AES).The more popular and 

widely adopted symmetric encryption algorithm likely to be 

encountered now a days is the Advanced Encryption Standard 

(AES). AES is found at least six times faster than triple DES.   
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I. INTRODUCTION 

The Privacy Protection development for institutional 

database was motivated by business applications; today such 

networks are used in many organizational, consumer 

applications and educational such as business process control 

and monitoring, and so on. What has received less attention, 

however, is the critical privacy concern on information being 

collected, analyzed and transmitted. Like this private 

information may include payload data transmitted through the 

network to a server for centralized data processing. The main 

scopes is securely distributing the data in multiple data 

servers and employing the ElGamal cryptosystems and AES 

to perform statistical analysis on the data without 

compromising the information privacy. For protecting the 

data privacy as long as the number of the compromised data 

servers is at most one. The data privacy can be preserved as 

long as at least one of three data servers is not compromised. 

If two data servers are compromised but one data server is not 

compromised, our solution is still secure. The different 

security threats are as follows: 

Eavesdropping-It is a common threat to the patient 

privacy where an adversary can easily discover the institute 

information from communication channels. An 

eavesdropper, consists of a powerful receiver antenna, and 

will be able to capture the institute confidential data and 

thereby knows the institute health condition. 

Data modification-The attacker can change a part or 

delete or all of eavesdropped information and send the 

modified information back to original receiver to achieve 

some illegal purpose. Institute data are most important. 

Modifying the data may result in serious problems. 

II. PROPOSED SYSTEM 

We propose a practical approach to prevent the inside and 

outside attack by using multiple data servers to store users 

data. Securely distributing the user data in multiple data 

servers. AES is algorithm of symmetric-key that use the same 

cryptographic keys for both encryption of plaintext and same 

key for decryption of cipher text. AES is more secure than its 

predecessors such as 3DES and DES, as the AES algorithm 

is stronger and uses longer key lengths. AES is built for three 

key sizes 192,128,256 bits. The communication between the 

each data server and user is through a secure channel. 

Because the user’s computing device and three data servers 

are usually much more powerful in communication and 

computation. By using AES, we can achieve data 

authenticity, confidentiality and integrity between the user 

and each data server. The sensitive institute data which is 

stored in the database is encrypted using AES algorithm and 

it is stored in multiple servers. 

 
Fig. 1: System Architecture  

A. ElGamal Public-Key Cryptosystem 

The ElGamal encryption scheme [10]. 

ElGamal algorithm is invented by Taher ElGamal in 1985,it  

is a probabilistic public key algorithm. It is composed of key 

generation, encryption and decryption algorithms as follows. 

1) Key Generation 

The key generator works as follows. 

_ Generate a cyclic group G, of large prime order 

q, with generator g. 

_ Choose a random x 2 f1; : : : ; q � 1g and 

compute 
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y = gx (3) 

The public (encryption) key pk is (G; q; g; y). 

The private (decryption) key sk is x. 

2) Encryption 

The encryption algorithm works as follows. 

_ Let m be a message to encrypt, where m 2 G. 

_ Choose a random r 2 f1; : : : ; q � 1g. 

_ Compute the ciphertext c = (A;B), where 

A = gr (4) 

B = m _ yr (5) 

3) Decryption 

The decryption algorithm works as follows. 

_ Let c = (A;B) be a ciphertext to decrypt. 

_ Compute 

m = B=Ax (6) 

The decryption algorithm produces the intended 

message, since 

B=Ax = m _ yr=grx 

= m _ gxr=grx 

= m 

 
Fig. 2: Architecture Diagram 

III. METHODOLOGY 

A. User:  

In our system user first get registration and then logged in 

system then upload and download the data on server .The 

uploaded data will be encrypted and split into the three server 

then generate the hash tag to  authenticate then save tag on 

database .  

B. Admin:  

Admin has its own username and login in this module admin 

authenticated data and view user data entry and if while 

authentication tags are not matched then he request to the 

proxy for recover the data.  

IV. CONCLUSION 

Different scheme have been prescribed to implement the 

Institute Architecture but the security and privacy of the 

institutional data is still a concern. Maintenance of the server, 

upgrading the server, providing storage capacity updating the 

Software used and their licensing is also a big concern. 

Providing security and privacy of the institutional 

data can be achieved by keeping the institutional data in 

Cloud Servers where sensitive data are stored in encrypted 

format and it is shared with authorized users only. To improve 

the privacy and security, Proxy Re-encryption technique is 

used where the intent is to transform the cipher data that the 

owner uploads into cipher text that the user of the data can 

decrypt using his or her own private key. The queries 

forwarded by these users are evaluated on the encrypted data 

such that the cloud server does not learn any useful 

information other than the query output. The server is 

maintained by the cloud service provider itself. Storing the 

institutional data in cloud servers can quicken and improve 

data transmission and enable remote data collection which 

can help the institutional to take a better decision in case of 

emergency. 
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