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Abstract— As we know that in today’s modern and advanced 

world of technology of photography it is really very easy to 

manipulate and modify the images in order to deceive the 

user. This has resulted in wide social issues, ranging from the 

reliability of the images reported by the media to the 

doctoring of photographs of models in order to improve their 

looks or body image. Due to the increase the amount of image 

modifications from the original image forgery detection has 

become a growing area of research and professional as well 

as academics. The results of this research will be of great use 

in order to improve the credibility of images used within the 

media. Image forgery is an ever increasing issue in modern 

society, and there have been instances where forged images 

have been used by mistake, or when images have specifically 

doctored in order to be misleading.  

General Terms: Error Level Analysis, Algorithm, Clone 

Detection, Resampling 

Key words: ELA (Error Level Analysis), Splicing, Cloning, 

Quantization 

I. INTRODUCTION 

Image forgery means manipulation of the digital image to 

conceal some meaningful or useful information of the image. 

There are cases when it is difficult to identify the edited 

region from the original image. The detection of a forged 

image is driven by the need for authenticity and to maintain 

the integrity of the image.[1] 

Although if image forgery until and unless used for 

a meaningful and useful purposes there is no drawback and 

any issues. For example, there are various fields where image 

manipulation and image modification are done in order to 

alter it whether for entertainment purpose like for photo 

editing, extra beautification mainly used by fashion models 

for enhancing their body look or another purpose like an 

advertisement. These uses don’t have any issues but if this 

image forgery is being misused such as in any criminal cases 

where the original identity of the criminal is hidden or altered 

is the case the alarm rings to take the action. Thus various 

methods have to be find out to detect the image which has 

been modified. 

In order to simplify these task of image forgery 

detection this has been classified into five distinct algorithms 

implemented in MATLAB which are: 

 JPEG Compression Quantization 

 Edge Detection 

 Clone Detection 

 Resampling Detection 

 Light & Color Anomaly Detection 

Image forgery is an ever increasing issue in modern 

society, and there have been instances where forged images 

have been used by mistake, or when images have specifically 

doctored in order to be misleading. Despite the importance of 

the issue, there is still no widely recognized method in order 

to detect image forgeries, and certainly no industry standard. 

This represents an opportunity to provide an insight that will 

benefit one of the largest industries in the world, and 

potentially improve the reliability and credibility of the 

images presented by the media. This also allows individuals 

the opportunity to determine the credibility of the images 

provided to them, either through official, credible sources or 

elsewhere, such as on an internet message board or shared by 

a friend on social media. 

For example, CCTV images are often used in a court 

of law in order to provide solid evidence either by the defense 

or by the prosecution. If the confidence in these images are 

put into doubt and the jury is unable to put their utmost trust 

in them, then the trial is put in to repute. Detecting 

manipulation and forgery within these images is therefore of 

the utmost importance. Similarly, forged images are 

extensively used within the media, either deliberately or 

accidentally. Tabloid newspapers, magazines and marketing 

campaigns routinely modify images of models or famous 

figures in order to make them look more aesthetically 

pleasing to the viewer.[2] 

II. IMAGE FORGERY AT A GLANCE 

The large increase in the use of social media, individuals 

would also benefit greatly from being able to detect forgeries 

within images. Convincingly manipulated images are widely 

circulated on social media platform and are able to be spread 

rapidly within communities who believe them to be true. 

To detect these forgeries implementation will be 

created within MATLAB, due to its efficiency in dealing with 

images and its support for more complex mathematical 

functions. Version R2014a on Windows will be used for 

development and testing, however as no new version specific 

features are being utilized it should be backwards compatible 

with previous version of MATLAB.  

In order to detect these image forgeries, it is required 

that we understand some typical methods used in order to 

manipulate images. 

A. These include 

 Copy-paste Cloning- This is where existing areas within 

an image are cloned, allowing regions to be covered or 

objects to be duplicated. 

 Image Splicing-It means when objects are spliced or 

added from another place which results in an image 

which has an additional object which was not present 

earlier. 

 Modification of existing regions-It is similar like 

duplication but here the existing regions. 

Fig1-Photoshopped image 

III. SPECIFICATION AND DESIGN 

The system design and specification basically depend on the 

algorithms used. The methods are as follows: 
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 JPEG Compression Quantization 

 Edge Detection using Standard Deviation 

 Image resampling Detection 

 Color and Light Anomalies 

A. JPEG Compression Quantization 

One technique that can be used for detecting JPEG 

Compression artifacts is Error Level Analysis. This operates 

by re-compressing an already compressed JPEG image at a 

known error level and comparing the two, pixel by pixel. 

Legitimate images generally show an equal error level 

throughout the entire image, creating one shade without much 

variance. As forged areas have been re-compressed at a 

different level, their quantization levels are unlike the rest of 

the image; creating an area that has a much larger margin of 

error in comparison to any legitimate sections.[4] 

First of all, in this procedure the image is being 

imported then the image is being re-compressed after re-

compression of this image is being imported again and finally 

the two images are being compared and finally, displays the 

error level image. 

The higher the error margin, the larger the overall 

difference between the two images. However, it’s important 

to note that this value cannot be used to fundamentally 

determine the forgery level of an image; newly compressed 

images will tend to have a much larger error level overall, 

compared to an image that has been re-compressed many 

times. Instead, this value should be used in conjunction with 

any visual indicators within the image of potentially forged 

areas. 

B. Clone Detection 

It is computationally expensive algorithm. There are 

following subsequent steps:- 

1) Image Importation: 

Importing an image for various operations on it. 

2) Overlapping Window Scan: 

A compromise to this pixel by pixel method is to use an 

overlapping window instead, however, caution must be used 

in order not to utilize a window too large that potential 

forgeries are missed. JPEG compression, as mentioned 

above, operates by utilizing a quantization matrix on each 8 x 

8 block within the image. Because of this, using an 8 x 8 

window would run the risk of being affected by the 

quantization process, and potential duplications could be 

recorded as being different purely because of the quantization 

used. A 16 x 16 window is therefore optimal, as being double 

the size of the traditional quantization block allows JPEG 

compression errors to be included in the comparison. 

3) Discrete Cosine Transform: 

The discrete cosine transform (DCT) represents an image as 

a sum of sinusoids of varying magnitudes and frequencies. 

The function computes the two-dimensional discrete cosine 

transform (DCT) of an image. The DCT has the property that, 

for a typical image, most of the visually significant 

information about the image is concentrated in just a few 

coefficients of the DCT. For this reason, the DCT is often 

used in image compression applications. For example, the 

DCT is at the heart of the international standard lossy image 

compression algorithm known as JPEG. 

 

4) Quantization: 

Quantization, involved in image processing, is a lossy 

compression technique achieved by compressing a range of 

values to a single quantum value. When the number of 

discrete symbols in a given stream is reduced, the stream 

becomes more compressible.[] 

5) Lexicographical Sorting: 

In mathematics the lexicographic or lexicographical 

order (also known as a lexical order, dictionary order, 

alphabetical order or lexicographical) product) is a 

generalization of the way words are alphabetically order. 

6) Matching Row Detection: 

The consecutively matching blocks are the strong indication 

of image forgery. 

7) Distance Vector Calculation: 

Distance vectors that have enough matches to push them over 

a pre-determined threshold are flagged as potentially 

duplicated areas, and the coordinates of the 16 x 16 blocks 

that made up those distance vectors are highlighted within the 

original image. 

8) Detect Blocks over Threshold: 

The value of the threshold will vary depending on the 

complexity of the image, and its tenancy to already include 

repeating patterns. Such an image will require a higher 

threshold value than that of a simpler image. 

C. Image Resampling Detection 

Resampling detection aims to be both computationally quick 

and robust in detecting forgeries in a variety of situations. A 

major advantage is that it is both scale and rotation 

independent, which is simply not possible with traditional 

pixel block comparison methods. 

The methods followed are: 

 Image Importation 

 Generate High Passed Image 

 Select Regions of Interest 

 Compute Discrete Fourier Transforms  

 Scale Values & Plot Spectograms. 

D. User Interface 

Whilst the user interface is still rather rudimentary at this 

stage, it is simple, easy to use and allows direct comparisons 

of the results of different algorithms. As we are dealing with 

images, graphical user interfaces assist in displaying 

information and highlighting differences where a simple 

command line interface would undoubtedly fail. Developing 

the UI into a fully featured, consumer-friendly and polished 

interface would be entirely possible. 

IV. APPLICATIONS 

1) Evidence in court. 

2) Forensic science. 

3) News related to supernatural activities. 

4) Restoring originality of the picture. 

V. CRITISISM 

A. Weakness 

It is clear that this project has an algorithm that would not 

always work flawlessly in every situation, however the 

variety of images used has allowed the user to decide on the 
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algorithm best suited for their needs. Therefore, whilst the 

detection rate of each algorithm varies widely depending on 

the specific type of forgery contained within the image, 

utilizing all three methods provides a robust detection rate on 

a wide variety of forged images. 

B. Advantages 

Whilst the results of the project aim to be both comprehensive 

and clear, it’s important to note the scope of the research 

involved. The research will be undertaken on algorithms and 

methods that have been discussed in existing academic 

papers. Improvements and changes can and will be made to 

these methods, however no new algorithms will be created or 

tested as part of this project. The aim is to implement pre-

existing algorithms, improving and comparing them, not to 

conduct research on generating potentially new algorithms. 

This would require much more time than is feasible, 

impacting the testing stage, and ultimately reducing the 

effectiveness of the research. Determining new algorithms 

are therefore beyond the scope of this project. 

VI. FUTURE WORK 

This project compares the overall performance of three 

distinct image forgery detection algorithms. However, the 

scope for further research within this field is huge, as there 

are numerous new and emerging forgery detection techniques 

that can also be researched and tested. For example, work was 

put into researching methods that operate on detecting 

anomalies within the lighting and color levels of the image, 

which appeared to be an emerging yet promising new 

technique. However, it was found rather early on that these 

techniques would have taken far too much time to implement, 

and it was unfortunately decided that they were beyond the 

scope of this project in its current form. Future work would 

primarily be based around implementing this kind of cutting-

edge technology and evaluating its performance compared to 

the more grounded methods demonstrated within this project. 
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