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Abstract— As we are accessing the data on cloud so 

authentication is very important. User authentication of any 

application is most important. Nowadays we are using only 

single factor authentication and multifactor authentication. In 

base paper, single mode & parallel mode used. The password 

base authentication and authentication token base mechanism 

is mostly used. If we talk about the higher-level security then 

we used biometric authentication. In biometric mostly 

fingerprint authentication is variously used. Hence, it 

provides the higher-level security. In some cases, the 

authentication token and fingerprint authentication can break 

by using SMS forwarding and the fingerprint data can capture 

by using rubber cement or silicone gel, Gelatin (aka gummy 

finger), Tap etc. In our scheme, we are improving the security 

level by using the dual finger and authentication token. In our 

scheme the authentication mechanism will done in three 

phases hence the security will increase. In first phase, the user 

will give input of any of the five-finger, which is registered. 

If it will match then in second phase authentication token will 

verify the registered number. In third phase, the system will 

decide which ginger you have to give out of five-registered 

finger. The scheme will improve the security level and also it 

will resolve the problem of finger matching like: - dirty 

finger, any cut on the finger etc. The main goal is improve the 

security for cloud Software as a Service (software as a 

service). It means the application, which is provided by 

software as a service can protect. Ex. Banking website, ATM, 

Research Industry, Cloud data. 

Key words: Multi-Factor Authentication, Biometric, 

Authentication Token, Cloud Computing 

I. INTRODUCTION 

Cloud computing security is very fast-growing service. Cloud 

computing includes protecting critical information from data 

leakage, deletion, theft. Most important area is authentication, 

if we are taking any of the service of cloud, then everyone 

wants security of data. It mean an unauthorized person can’t 

use access it. Cloud security does not change the approach on 

how to manage security from preventing to defective and 

corrective action. The user authentication is a very important 

part of many information system. 

The following methods is showing for authentication 

 Password-based Authentication 

This is the most popular way, which quite insecure. 

 Hardware based Authentication 

This mechanism is provide the higher level security to data as 

compare to password base authentication but there is one 

disadvantage which is, will lost, stolen, This is happening in 

daily life. So due to this reason it cannot used mostly. 

 Biometric based authentication 

The human being has some physical property like finger, iris, 

face etc. hence it can use for authentication 

 
Fig. 1.1: Single-Factor Authentication 

The diagram shows that single-factor authentication 

mechanism. In this system only id and password is used. Only 

single factor is used. As in fig. 1.1 shows that the user is 

giving the password and network server is checking the 

password from the data base. If it matched completely then it 

give the access. Network objects are showing in diagram. 

A. Multifactor Authentication 

MFA is a security system. This system requires more than one 

method of authentication. It mean multiple method like 

password base, hardware base, biometric base. 

 
Fig. 1.2: MFA (Password & Biometric Both Used) 

The most important characteristic of the biometric properties 

showing below: 

1) Biometric property cannot be lost or forgotten. 

2) Biometric properties are very tough to distribute. 

3) Biometric properties are very difficult to copy and share. 

4) Biometric property cannot be guess easily as compare to 

password. 

In biometric mostly fingerprint authentication is 

variously used. Hence, it provides the higher-level security. 

In some cases, the authentication token and fingerprint 

authentication can break by using SMS forwarding and the 

fingerprint data can capture by using rubber cement or 

silicone gel, Gelatin (aka gummy finger), Tap etc. 

B. Authentication 

One of the important key aspects of the cryptography is 

authentication. Authentication helps to identified the user is 

authorize or not .there are very kind of authentication 
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mechanism is available. In proposed system, this issue has 

been resolved 

If we will discuss about previous way to authenticate 

a user then there was many mechanism available. 

Traditionally user ids and passwords have used but the 

password id is not full fill the full security. Password can 

travel in clear text or can be stored in clear text on the server. 

Hence there is chance to hack the password, 

In modern password based authentication, 

technology uses cryptography mechanism to encrypting the 

passwords, So that it can travel in server. 

The authentication token also used for this. The 

authentication token is small piece of hardware used in 2-

factor authentication mechanism. 

Certificate-based authentication has also used in 

modern authentication mechanism which is based on PKI 

technology. Smart card can also be use with this technology 

Now the latest technology is announcing the 

biometric authentication and iris authentication, 

The SAMSUNG, describe the now security 

mechanism which is the fingerprint sensor, face recognition 

and latest iris scanners. In iris scanner, there is a sensor, which 

scan the eye but it also not accurate in low light, hence the 

finger print sensor is best in nowadays security system for 

normal uses. 

In the proposed system fingerprint is implemented, 

the dual fingerprint scanning mechanism is used as a 

multifactor key exchange mechanism. In the proposed 

authentication scheme, the authentication token mechanism 

also used which will also provide a higher-level security. In 

this scheme, there is multi finger. 

Mechanism is working like-when the finger is dirty, 

can have cuts other mark or the finger’s position on the reader 

can be different, and so on 

Hence it will provide to give any of the finger, but 

the second finger will be decide at the run time, 

C. Objective 

The Main aim of the proposed work is to improve the 

authentication. 

 The world is converting day by day in digital. Hence the 

main objective is protect the data and provide the high 

level security to user for the authentication, 

 Implementation of biometric authentication and provide 

a batter and simple way to protect the cloud software as 

a service. 

 To provide the protection to banking transaction. The 

person is also sing the credit cards, debit cards, etc, hence 

we are improving the authentication when we are doing 

higher transaction 

D. Motivation 

The main motive is that, the Biometric Multi-Factor 

Authenticated Scheme for Cloud SaaS Authentication system 

is very powerful to protect the data. 

We are using the banking application, but us 

ignoring the fraud. Hence, we are losing our data and money. 

In this real world, thousands of the users are facing this kind 

of trouble but government has not the 100% solution, 

regarding this. Hence, to provide secure transaction, we have 

proposed the Biometric Multi-Factor Authenticated Key 

Exchange Scheme for Cloud SaaS Authentication. This 

mechanism provides the dual fingerprint mechanism and 

authentication token. 

E. Why Dual Finger Authentication? 

As in the current technology, we are authenticating by only 

single fingerprint but there is some week point, which 

showing following, 

1) If the registered finger is dirty then user cannot login 

easily. Hence, this is very big issue for fingerprint 

authentication. 

2) If there is only cut on the registered finger, then it will 

not give the access to application or account. Hence, this 

is also a big issue. 

3) But the issue will also resolve by the Biometric Multi-

Factor Authenticated Scheme for Cloud SaaS 

Authentication 

In this system, we can enter any finger out of five-

finger, which is registered. After that authentication token 

mechanism will provide the OTP code base authentication, 

the system will provide the instruction that which finger we 

have to put for next authentication. The proper mechanism is 

show in solution chapter. 

II. LITERATURE REVIEW 

The chapter will describe the work done by the other 

researcher related to fingerprint, pores extraction, verification 

system and matching system. In this chapter description of all 

the researcher is summarized. 

 Point cheval-Zimmer et al [1] 

He has proposed the first multifactor authentication scheme. 

He used a tuple which contain some properties for 

authentication 

C :- clients. 

tc = ( wc, skc, pwdc
 ) 

Where Wc= is a biometric, skc a private key and pwdc is a 

password 

The servicer s holds a related tuple tc for C 

For protecting biometric data, the scheme uses, ElGamal 

encryption to encrypt each bit. 

 Lee et al [1] 

He proposed an efficient multi-factor authentication scheme 

using elliptic curves, but this is also it is insecure. He et al. 

gave an attack on the lee et al proposed system. He told on 

the data which is stored in the device, by exploiting it. So he 

used fuzzy extractor to resolve it. 

 He et al [1] 

He has improved Lee et al by using Fuzzy Extractor. He used 

fuzzy extractor to deal with biometric templates, but their 

scheme is still insecure because technology is changing day 

by day. The week point of the he et al model is An attacker 

who obtains a device and a valid biometric template of a user 

then he can launch attack on the registration phase and 

recover the user’s password. 

 Huang et al [1] 

He has proposed a generic framework of above problem, 

which upgrades a secure smart-card-based password 

authentication to three-factor authentication by adding two 

building blocks: fuzzy extractor and message authentication 

code (MAC). In Huang et al scheme, authentication for pass- 
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word and smartcard just simply call one time underlying 

smart-card-based password authentication. 

 Qijun Zhao et al [2] 

He has proposed an adaptive pore model for fingerprint pore 

extraction. He has first proposed the system which can 

capture the fingerprint by using pore of fingerprint which is 

showing on diagram. 

 
 Moheb R. et al. [7] 

He has proposed an method to image extraction and accurate 

skin detection from web pages. He has proposed a system to 

extract images from web pages 

In the  previous proposed  system,  using  

BandObject  control,  they  build  a Tool  bar  and the name 

of tool bar is  “Filter  Tool  Bar  (FTB)”, by  modifying  the 

Pavel  Zolnikov  implementation.  In  the  proposed  system,  

they introduce  three  new  methods  for  extracting  images  

from  the web  pages. These methods overcome the drawback 

of the regular expressions method for extracting images 

suggested by Ilan Assayag. 

The second  part  of  the  proposed  system  is  

concerned  with  the detection of the  skin color regions of  

the extracted images. So, they studied two famous skin color 

detection techniques.  The first technique is based on the RGB 

color space and the second technique   is   based   on   YUV   

and   YIQ   color   spaces. They modified  the  second  

technique  to  overcome  the   failure  of detecting complex 

image’s background by using the saturation parameter  to 

obtain  an  accurate  skin  detection  results. 

 Hoi  Le  et  al. [2] 

He has proposed online fingerprint identification with a fast 

and distortion tolerant hashing mechanism. National Discard,  

electronic  commerce,  and  access  to  computer  networks 

are  some  scenarios  where  reliable  identification  is  a  must. 

Existing  authentication  systems  relying  on  knowledge-

based approaches  like  passwords  or  token-based  such  as  

magnetic cards  and  passports  contain  serious  security  risks  

due  to  the vulnerability  to  engineering-social  attacks  and  

the  easiness  of sharing  or  compromising  passwords  and  

PINs. 

Biometrics such  as  fingerprint,  face,  eye  retina,  

and  voice  offer  a  more reliable   means   for   authentication.   

However,   due   to   large biometric database and complicated 

biometric measures, it is difficult   to   design   both   an   

accurate   and   fast   biometric recognition. Particularly, fast 

fingerprint indexing is one of the most challenging problems 

faced in fingerprint authentication system.  In  this  paper,  

they  present  a  specific  contribution by introducing a new 

robust indexing scheme that is able not only to  fasten  the  

fingerprint  recognition  process  but  also  improve the 

accuracy of the system 

 David  G.  Lowe  [2] 

He has proposed an approach to distinctive image   features.  

This  paper presents  a  method  for  extracting  distinctive  

invariant  features from  images  that  can  be  used  to  perform  

reliable  matching between different views of an object or 

scene. The features are invariant to image scale and rotation, 

and are shown to provide robust matching across a substantial 

range of affine distortion, change in 3D viewpoint, addition 

of noise, and change in illumination.  The  features  are  highly  

distinctive,  in  the  sense that  a  single  feature  can  be  

correctly  matched  with  high probability  against  a  large  

database  of  features  from  many images.  This  paper  also  

describes  an  approach  to  using  these features  for  object  

recognition. 

III. BASIC THEORY 

A typical authentication process involving biometric, firstly 

involves the creation of the users samples. It means that firstly 

the users fingerprint data will store in database. 

This will take a pattern. For example if we are taking 

the fingerprint data then the scanner will contain the pattern 

of finger and this data will store in database. 

At the time of authentication, the user is required to 

provide the sample of finger (input) of the same nature (e.g. 

Retina or a finger). This data is usually sent an encrypted 

session) e.g. by sing SSL) to the server. On the server, the 

user’s current sample is decrypted and the compare with 

stored sample. If the two sample will match to the expected 

degree on the basis of particular value FAR (false accept 

ratio) or FRR (false reject ratio), 

If the Value full match then the user is considered as 

authenticate successfully. Otherwise the user considered as 

invalid. 

A. False Acceptance Rate (FAR) 

The false acceptance rat, or FAR is the measure of the 

potential that the biometric will incorrectly accept an access 

attempt by an unauthorized user. 

The ratio of the number of false acceptance divided 

by the number of identification attempts is known as the FAR 

(false acceptance rate). 

B. False Recognition Rate (FRR) 

The FRR is the potential that the biometric security will 

incorrectly reject an access attempt by an authorized user. 

The ratio of the number of false recognition dived by the 

number of identification attempts. 
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C. Identification v/s Verification 

The biometric system can operate in two different modes, 

first one is identification, and second one is verification. 

Identification is the process, which can trying to find 

out a person’s identity by examining a biometric pattern 

calculated from the human biometric features. 

In identification case, the system is experienced with 

the patter of several humans. For each of the human. The 

biometric template is calculated in this stage. The system 

creates pattern and match it. 

In verification case, a person’s identity is claim a 

primarily. The pattern is compared with the person individual 

templates. 

D. Thresholding (False Acceptance/False Recognition) 

We uses weights to define the similarity between a pattern 

and a biometric template. If the similarity will be higher as 

compare to original sample then the value will be true and 

pattern will matched correctly. 

  In proposed work this scheme is implemented as 

multifactor, Biometric Technique: - The biometric technique 

has been generally classified in two sub categories, which is 

showing following. 

1) Physiological 

2) Behavioral 

1) Physiological 

The word physiological suggests, these techniques are based 

on this physical characteristics of human beings. 

Hence the main target is to identify humans 

uniquely. And these characteristic must be very prominent 

and distinguishable from on person to another person. 

2) Face 

In this technique, the idea is to check and measure the 

distance between various types of facial features like eyes, 

nose, and mouth. This face reorganization used geometrical 

techniques. Hence it based on this geometrical technique. 

3) Voice 

The human voice is a unique identity which is based on this 

characteristic of the sound waved of a voice and also some of 

the characteristic are the pitch tone. AS we know that the 

voice is based on the sound waves. Hence when the sensor 

records the sample then, at the time of the registration it stored 

the data in waves. Hence when it required to match then the 

sample compares with the stored sound waves, witch and 

tones. 

4) Fingerprint 

Medical science describe that every human being has unique 

fingerprint, at least after a specific age. 

The fingerprint-based authentication uses two techniques. 

1) Minutiae-based approach 

2) Image-based approach. 

 Minutiae-based approach 

In this technique a graph of the individual ridge position is 

drawn. Like it will create a map by sensing the ridge. 

 Image-based approach 

In this technique the image of this fingerprints is taken and 

stored in this database for subsequent comparison. 

In case if fingerprint can change due to ageing or 

diseases, they have been used extensively for authentication. 

5) Iris 

Amazingly, each human being has a unique pattern of the iris. 

The iris is very most uses for power full security. The 

technique is based on the identifying a person uniquely based 

on this patter, in this technique usually laser beam are 

employed. 

6) Retina 

This is not very common, this technique is very costly, and 

hence the implementation is very less in use. 

In this mechanism, the vessels carrying blood supply 

at the back of human eye are examined. They provide a 

unique pattern, which is used to authentication. 

The Basic biometric system made by the following 

component: 

 The sensor is used to capture the biometric characteristic 

 There is a computer unit to process and eventually save 

the biometric data and store in database. 

 There is need of application and a application for which 

the user's authentication is necessary. User will interact 

with the biometric mechanism. 

IV. PROBLEM DOMAIN 

 The existing multi-factor protocols did not provide 

enough security and efficiency simultaneously. 

 In Base paper password and biometric both is taking 

parallel but the biometric also can capture via Rubber 

Cement or silicone Gel , Gelatin (aka gummy Finger) , 

Tape , A photocopy , Printed Circuit board , software 

Based Attack. 

 So there is need to protect the authentication of any 

application which is provided by cloud. Mostly for 

Banking Transaction. 

Now a day’s every websites or software verify one-

time-password (2-factor mechanism) via massage. This 

mechanism provides a good security so the user cannot hack 

easily. 

Now we can say that it is secure but it may break 

.Yes “there is chance to break the OTP code” The One time 

password is not good security for a big transaction. 

There is small procedure to hack the OTP. 

 We all know about the call diverting or call forwarding. 

This feature is available in every mobile phone. 

But we don’t think about the massage diverting or 

massage forwarding. 

Any ways, no mobile operator supports SMS 

diverting yet. In Android phone there is chance to do this by 

unauthorized way, 

1) Step 1: Go to in Google play store, 

2) Step 2: Search for an application of SMS forwarding” 

download it and install application, This application 

provide some feature 

Like: SMS forwarding, miscalls and SMS forwarding or 

SMS divert to another mobile no. or Email address, 

3) Step 3: In these apps you will have to divert the phone 

number to another no. 

If we will install this application as malicious 

software then it can automatically divert the no. on another 

no. 
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Hence if our no. will divert on another no. and if it 

will support the sms forwarding then the OTP code will 

transfer easily to the hacker. 

 If the sim is GSM then hacker might cloned the SIM and 

receive the text massage. 

Especially it can possible in android phone. 

If you permit an application to access forward the massaging. 

It will be able to forward the massage to third party. 

So it is entirely possible thinks that is a sim can be 

hacked with the OTP, If you are installing any apps the first 

it will ask for the permission and if we will give the 

permission then the massage can forward. 

If we talk about the fingerprint base system there is 

also some weakness which is showing below 

For fingerprint biometric based system: This system 

is secured but there is some chance to break it. Some ways to 

break the fingerprint based authentication system is showing 

below. 

 
Fig. 4.1: Finger Print Image 

First the Apple produce the fingerprint scanning Technology. 

 
 Rubber cement Silicone Gel 

Rubber cement is used in elementary school Arts class is on 

of the most saleable ways to make a copy of a fingerprint we 

can capture the fingerprint sample by using the Plaster of 

Paris. 

 
Fig. 4.2: Silicon Gel 

 Gelatin (AKA gammy finger) 

If we can create a fake or false finger by using silicone Gel 

and it works you can fool the fingerprint scanner and get 

access and this is happening very easily in the real world so 

we have to secure all the things. If we are using scanner then 

by using the Gelatin gel we can access by making the fool to 

the scanner. 

Fig. 4.3: Gummy Finger 

 Tap & Photocopy 

If there are no good product only good development we can 

capture the fingerprint data by using the tap as we know that 

on the tap there is some gel like material so if we will put the 

finger on the tap then it will create a small image on the tap. 

Hence by using this copy image, we can make a fool to the 

scanner so there is a chance to create an artificial finger by 

using the copy of the fingerprint lines which is capture via 

tap. 

 
Fig. 4.4: Fingerprint Photocopy 

 Software Base Attack 

In the authentication system there are two areas, there are 

most common attack can happen which is session-hijacking 



Biometric Multi-Factor Authenticated Scheme for Cloud SaaS Authentication 

 (IJSRD/Vol. 6/Issue 03/2018/055) 

 

 All rights reserved by www.ijsrd.com 234 

or person-in-the-middle attack. In this attack, the attacker 

manages to impersonate legitimate users. 

 
Fig. 4.5: Software Base Attack on Fingerprint 

The attackers will record the detail that is Computer 

Based conversation between two genuine users, serves their 

combinations. A attacker will make fool to one side this type 

of a attack maybe passive or active. 

The main conclusion is there is need to create a 

mechanism which can provide the higher level security to the 

application which is provided by the cloud software as a 

service. The single finger authentication is not providing the 

higher level security. 

In our system we are providing the dual finger 

authentication by using some method. The system working 

and methodology is showing in chapter 5. 

V. SOLUTION DOMAIN 

Mantra is optical fingerprint scanner and this is STQC 

certified sensor. This is a single scanner MFS100. This used 

for desktop or network security this is high quality USB 

fingerprint sensor which is used for provide the 

authentication. 

It having some features like Impact, scratches and 

electronic shock. Lowest FAR and FRR NIST compiled 

interoperable template format standards 

(ANSI378/ISO19794-2) 

Mantra MFS100 has the capability to store image 

raw data and minutiae of the fingerprint captured. The speed 

of this sensor is 1:100,000 within a second genuine matching 

on Intel Core (2.13 GHz). It support by 2.0 high speed 

interface. 

A. Supported Operating System 

Windows 98, Me, 2000,xp,7,vista, window servicer 

(2003/2007/2008) and Linux. It support all the platform 

which is showing above (32bit/64bit). 

 
Fig. 5.1: Graph of Single Fingerprint System vs Our Dual 

Biometric System 

B. Algorithm 

In this mechanism, first we have proposed a FMA algorithm 

to exactly matched the unknown fingerprint with fingerprints 

sample saved in the data. The set of finger print of registered 

user is denoted by f, and the user who will enter the finger at 

the time of authentication is denoted by a , If there exist a 

fingerprint which belongs f € F that can exactly matched with 

a, 

Input: fingerprint in the set f, unknown fingerprint a 

Output: Matched fingerprint y 

1) y   null (first) 

2) for f € F do 

3) if a and f are exactly matched then 

4) { 

5) y € f 

6) return y ( it has been matched) 

7) } 

This algorithm will verify the fingerprint data one 

time and after that the system will decide which finger is need 

for next authentication. 

C. Methodology 

In this section, a basic overview of the user authentication 

system based on a fingerprint dynamics. The process of 

described mechanism is showing below. 

1) System Overview 

The authentication system, the proposed system works in two 

faces first one is Enrollment and Verification. The enrollment 

stage is known as registration phase. Enrollment stage 

includes the user registration where the user will provide the 

credential and other supplementary information along with 

biometric data and this will in form of multi instance finger 

swipe action. 

 
 A Feature Extraction  

This unit is applied to extract useful information, representing 

user characteristic in more suitable form of classification. 

 Feature selection module 

 It is used to automatically select a subset of the 

discriminating features. 

 Training this is performed in order to obtain user 

template which are subsequently stored in the storage 

device (database). 
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For authentication a similar process is repeated with 

exactly, some parameter extracted as in the training model the 

user provides some preliminary samples (information), in 

addition to the biometric data, to verify the user’s identity. 

 
 Matching the users stored sample is retrieved and it 

matched against the recently entered multi-instance 

fingerprint data if the matching score Falls above the 

threshold (t) then the system will shows or acknowledge 

the user has verified. 

 

VI. CONCLUSION 

The complete work concludes that for authentication, there is 

need to protect the access of application by unauthorized 

person., the system provides the high level security to 

application which is provided by cloud computing . 

In the digital world, the technology is increasing day 

by day. The technology is totally based on the software so this 

strategy will provide the high level security to the application. 

The privacy will be increase. 

In this paper, we have used dual finger biometric. 

The name of the new algorithm is Dual finger authentication. 

The Dual finger authentication algorithm is generated to 

provide the authentication. This newly algorithm is mostly 

used for banking security where we are doing higher-level 

transaction by using RTGS. Hence, by this strategy the RTGS 

transaction can safe. 

Authentication token is also use in the proposed 

system. Combination of fingerprint F element is arrange by 

using include and exclude every element. 

The implementation of the proposed system is 

develop in android technology. As the real word is increasing 

on mobile phones and most of the person is using the android 

phone. Hence, we decided that we should implement this 

mechanism in android technology. 

The servicer is also required to implementation. 

Service is used <company tame>. 

Proposed approach help to provide the higher level 

of security to the application. This mechanism can be 

implement on the entire authentication machine for batter and 

higher-level security. 

Time complexity is higher but the security level is 

very high. Hence, the main purpose is to provide the security 

to application, which is provided by the cloud software as a 

service. 

VII. APPLICATIONS 

A. Banking Transaction 

The proposed authentication scheme is very useful for the 

banking transaction where we need to give very high level 

security. For user authentication it will very secure. 

B. ATM 

Nowadays money transaction by ATM is increasing very fast 

so in ATM if we apply this scheme then it will very secure. 

C. Cloud Data Authentication 

The data which is stored on cloud, this authentication method 

provide a bast security. Unknown person cannot access the 

files 4. Cloud Software as a Service: Application which is 

provided by cloud. 

D. Research Centre 

In the research Centre like ISRO, there is very important data 

so easily any unauthorized person cannot access. 

E. Employee Authentication in MNC. 
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