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Abstract— Security plays a very important role in everyone's 

life. A huge amount is spent on security guards and night 

watchmen everywhere. But there is no check whether the 

money is worth the expenses or not. This may come about 

only because there is no overseer for night guards. This 

breach encouraged us to work in this area and hence we have 

come up with “Spy guard using RF-ID” as our academic 

project in the final year. Keeping an eye on the night 

watchmen is very necessary as ignorance here may cause a 

big loss and it may come up to life. RF-IDs available in the 

market are generally used in the security systems. Here in our 

project also we will design a device in which with the help of 

RF-IDs and zigbee we can record the way or route of the night 

watchman and force him to give the duty/round sincerely. 
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I. INTRODUCTION 

As a college campus contains many numbers of branches, 

means Theft becomes more intelligent and it is very hard to 

detect But College’s security awareness is relatively weak, 

which results in frequent campus thefts and has bad effect on 

teachers, students and the society. To solve the problem, we 

design a Digital campus security system based on RFID, 

Zigbee and GSM which has full range of protection on 

campus that has small flow of people. RFID (Radio 

Frequency Identification), which identifies targets within the 

target area and obtains relevant data automatically through 

RF, signals. The recognition process can resist harsh 

environments without human intervention. 

Based on the technology characteristics and strength 

of RFID, we combine RFID and campus security system, and 

use SCM control technology and wireless network 

technology, to develop an intelligent anti-theft system with 

networking capability. By combining RFID and Zigbee we 

build a wireless network. With the help of wireless 

technology we can reduce the complexity of arranging wires 

and cost of wiring and maintenance. There is no need to a 

person to maintain this system because we implemented 

GSM network to get message alerts to in charge person. 

Based on RFID and Zigbee, the intelligent campus security 

system uses physical methods and electronic technology, 

automatically detects theft in monitoring areas and generates 

message alerts to in charge person. We can implement this 

system to prevent unauthorized persons entering into 

particular sections (Account section and Examination branch) 

and into the Campus also. If any other person wants to come 

into campus then he should get permission from particular 

section. Anti-theft system constitutes a security system 

together with import and export control system, closed circuit 

television monitoring system visitor intercom systems and 

electronic patrol system. 

II. EXISTING APPROACHES 

Some of the currently available approaches for the 

development of mobile apps or web pages are discussed as 

follows: 

A. Existing System 

This area remained untouched by the technology so far. 

Hence there is no automation made, resulting this field 

without any system. It was mere belief of the people on the 

night watchman. 

B. Drawbacks of Existing system 

As there was no check on the night watchman, the guard on 

the duty can easily show irresponsibility and can sleep 

somewhere. It may result theft, any unpredictable problems 

like fire etc. We cannot avoid or prevent the uncertain events 

but an alert watchman can take necessary action immediately 

to reduce losses or to prevent more damages. 

III. PROPOSED SYSTEM 

In our proposed system there will be a handheld device given 

to guard. This system includes RFID reader and Zigbee 

Modem. Each wall of the campus will have RFID tags 

installed on it. Each guard will show the reciever device on 

the RF-ID tag. The receiver device will convey the 

information to the control room via zigbee communication 

link. This will be done throughout the day as well as on night. 

The day, date and time will be recorded which can be checked 

later in the remote pc. In this way the guard will do his duty 

sincerely and will not show irresponsibility. 

 Reasons for using rfid 

Considering the mentioned information the reason for using 

RFID are listed as follows 

1) Ease of use. 

2) Easy monitoring process. 

3) Generation of log file. 

 Characteristic of the proposed system 

1) Easy to use 

The entire process requires just one administrator and 

minimum of one user. The data is stored in the database in 

MySql. 

 Secure Connection 

The data is transmitted wirelessly using ZigBee module 

which is very secure and is very easy to understand. 

 Security 

Security is provided as both the user and administrator login 

using face detection technology which makes the process 

very safe as only authenticated personnel are allowed to 

access the system. 

A. Power Supply 

This unit will supply the various voltage requirements of each 

unit. This will be battery operated. 
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Fig. 1: System Overview 

B. RFID Reader Module 

RFID is abbreviation of Radio Frequency Identification. The 

job of this module is to read 10 digits ID of the card presented 

near to its antenna and send them to the connected device 

using serial link at 9600bps. This module is read only. That 

means it can be used to only read the card ID. The working 

frequency is 125 KHz. This can detect card from 10 cm 

distance and the type of card will be passive. 

C. Zigbee Modem 

Zigbee Modem acts as a mediator which helps in 

communicating devices like embedded system and Zigbee 

communication system. It has in-built protocol for serial 

communication. Basically it is used in message-handling 

between applications on different devices. It Describes the 

logical components and their interface. There is no code 

associated with it. It is mainly used to provide interoperability 

between different manufactures. Thus it is an ideal solution 

for developers who want to integrate Zigbee wireless 

technology into their design. 

1) PC Serial Port Controlling 

Serial Port of PC is also referred as RS232 Port. The 

connector is of type 9 pin D-Type Male connector. Generally 

we will use only pin-2 (Rx), pin-3 (Tx) and pin-5 (GND) for 

any type of communication system. 

IV. SYSTEM ARCHITECTURE & FLOW CHART 

As shown in below fig. the whole system includes two levels 

of design: hardware and software. Information between 

Hardware and Software transferred by RS232 protocol. 

Hardware includes RFID readers and ZigBee wireless 

transmission module, and actually micro-processors of RFID 

& ZigBee nodes are responsible for connecting those two. 

First read the RFID tag data within the RFID reader 

sensor area, and then send it to PC node by using wireless 

transmission protocol. On the other hand, micro-processors 

in the location of access control should receive message from 

the computer and give the prompt warning when mismatched 

RFID tag passes the system. Overall, the workflow of the 

system can be described by the following steps. 

 
Fig. 2: System Architecture 

RFID & ZigBee nodes sense the RFID (master • / 

slave) labels, send information in the labels to the ZigBee 

network real time, which is then transferred to the PC nodes. 

PC checks the label information in the database, when master 

label and slave label match or only master label appears, the 

system recognizes it as legal input. But when only slave label 

appears or master label and slave label don’t match, the 

system recognize it as illegal input, then go to step 2. 

 Record the position changes of RFID (slave) the tags, 

track the slave tags, and show warning at PC nodes. Then 

query the database, look for the owner of items and send 

confirming information to the owner through the system. 

 The owner logins WEB to search for items. He can see 

the real-time location of his valuables according to the 

hints. After confirmation, the valuables will be stopped 

at the entrance guard. As for false information, the owner 

can cancel this warning. 

Data Flow of the diagram is as follow: 

 
Fig. 3: System Flow Chart 
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V. FEATURES 

The Following are the prominent features of the above 

discussed system. 

 RFID based system design, 

 Low cost RFID tags so that multiple no of tags can be 

installed in campus, 

 Real time logging, 

 Report printing of user time stamp path, 

 Handheld device 

VI. TECHNOLOGY & PROGRAMMING LANGUAGES 

The followings are the various Programming Languages & 

Technologies that are going to be used in the proposed system 

A. Hardware 

1) RFID Reader(EM18) 

2) XBee module(S-2) 

3) GSM module(SIM 300) 

4) 9V Battery 

5) Regulator (2 pcs) 

6) USB-TTL 

B. For PC System 

1) VB.net 2008 Based Application Software, 

2) Serial Communication Protocol, 

3) MSAccess2007 Based Database, 

4) Crystal Reports 

VII. ENHANCEMENTS 

A. Limitations 

As generally all systems have some limitation, here are some 

listed for the proposed system. 

 Requires Charging of device regularly, 

 Presently device is not facilitate with inbuilt memory. 

B. Drawbacks 

This system has certain drawbacks also as listed… 

 RFID cards may get corrupted with environment 

condition and may need to replace, 

 This systems is only monitoring system and not 

controlling. 

VIII. FUTURE MODIFICATIONS 

There is always chance to improve the any system as research 

& development is an endless process. The following 

improvements can be done 

 Inbuilt memory can be adopted in this system, 

 More reporting features can be added in the system. 

IX. FINAL PROJECT 

 
Fig. 4: RFID Module with Zigbee 

 
Fig. 5: Software Part of System 

X. CONCLUSION 

This system studies campus safety and security. By 

identifying the tags information of master and slave RFID, it 

not only achieves tracking valuables real time and giving 

early warning, but also supports users to view the state of their 

valuables. As people’s awareness of property safety 

improves, the system can also provide personnel tracking 

feature to support services related to geographical location. 

We will also learn the software development 

strategies and various programming techniques for PC based 

applications. 
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