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Abstract— Developments in image and video technologies 

enabled easy access to a new type of sensor- based networks 

called Visual Sensor Networks (VSN). Sensor nodes are able 

to collect large volumes of images, process them and send 

extracted data to each other and to the base station for further 

analysis. Visual sensor networks (VSNs) are extraordinarily 

vulnerable to attacks due to their open deployment in possibly 

unattended environments. To enhance the network security of 

VSNs, an intrusion detection system (IDS) is an effective 

countermeasure. Different intrusion detection techniques are 

used in VSN. First method is a multimedia intrusion detection 

application which appears as a promising application of 

multi-tier Wireless Multimedia Sensor Networks, where the 

lower tier can detect the intruder using scalar sensors, and the 

higher tier camera nodes will be woken up to send real time 

video sequences from the detected area. Forward Error 

Correction (FEC) can be regarded as a best solution to 

improve video quality level from the user point-of- view. 

Quality of Experience (QoE)-aware FEC mechanism for 

WMSNs, creates redundant packets based on impact of the 

frame on the user experience. The QoE aware FEC 

mechanism is applied on a big data analytic architecture. This 

method uses a three layered big data analytic architecture 

which is designed to analyze the data generated and detection 

of the intruder using camera sensors. Aim of this paper is to 

analyze various intrusion detection techniques in VSN.   

Key words: Wireless Sensor Network, FEC, QoE, Visual 

Sensor Network, Intrusion Detection, Big Data 

I. INTRODUCTION 

Wide area of challenges point to the need for sensor networks 

deployments capable of sharing the network resources. 

VSN(Virtual Sensor Networks) must demand protocol 

support for the formation, adaptation, maintenance and usage 

of sets of sensors collaborating on specific tasks. Virtual 

Sensor Networks consists of applications that involve 

dynamically moving nodes to achieve the desired outcomes, 

while relying on the remaining nodes to overcome the 

deployment and resource constraints and to achieve 

connectivity. This analysis explores the mechanisms, 

concept, and benefits of intrusion detection in VSN. VSNs 

will facilitate resource sharing, reduce the complexity 

application deployment and scalability, enhance 

performance, and provide a degree of physical topology 

independence in wireless sensor networks. VSNs consist of 

battery-operated, tiny, visual sensor nodes that integrate the 

embedded processor, image sensor, and wireless transceiver. 

VSNs are able to capture the image, process, and transmit 

visual data over the network. The difference between VSNs 

and WSNs lies in the type of data processed and collected. 

Sensors in WSNs capture scalar measurements such as 

sounds, temperature readings, vibration, or pressure; all of 

which are somehow limited compared to VSN data. Imaging 

sensors in VSNs comprise a wide number of photosensitive 

cells that capture 2-D sets of images or data points. VSNs thus 

produce much richer description of a situation of interest. 

Local processing extracts information about the scene so the 

node transmits only important data to the central station. 

WMSNs (Wireless Multimedia Sensor Networks) 

have emerged and shifted focus from the typical scalar 

wireless sensor networks to networks with multimedia. 

WMSNs have also additional characteristics and challenges, 

in addition to those of WSNs, because of the nature of the real 

time multimedia data such as high bandwidth demand, 

tolerable end-to-end delay, real-time delivery, and proper 

jitter and frame loss rate.  

There are different resource constraints in WMSNs 

involving data rate, bandwidth, energy, buffer size, memory 

and processing capability because of the physically small size 

of the sensors and the nature of the multimedia application 

that is typically producing a huge amount of data. The 

relatively high redundancy in the visual sensor data, WMSNs 

have additional requirements such as in-node multimedia 

processing techniques (e.g., data compression and distributed 

multimedia source coding), application-specific QoS 

requirements, and multimedia in-network processing 

techniques (e.g., storage management, data fusion and 

aggregation). 

A. Architecture of VSN 

A VSN is formed by a set of nodes of a wireless sensor 

network (WSN), with the set dedicated to a task or an 

application at a given time limit. In sensor networks, all nodes 

in the network collaborate less or more as equal partners to 

achieve the end result. In contrast, the set of nodes belonging 

to VSN in the set collaborate to carry out a given application. 

Thus VSN depends on the remaining nodes providing VSN 

support functionality to maintain, create and operate VSNs 

[3]. Multiple VSNs may exist simultaneously on a physical 

WSN(wireless sensor network), and the membership of a 

VSN may change over time. As the nodes in a Visual Sensor 

Network may be distributed over the network, they may not 

be able to communicate directly with each other. Fig. 1 is an 

example of two Virtual Sensor Networks over a physical 

sensor network infrastructure. Next use two examples to 

introduce the concept of VSN and explain the VSN support 

functionality required for their realization. 



Analysis on Intrusion Detection Techniques in Visual Sensor Network and its Applications 

 (IJSRD/Vol. 6/Issue 02/2018/943) 

 

 All rights reserved by www.ijsrd.com 3493 

 
Fig. 1: Architecture of VSN 

Attacks on VSNs can be classified based on their 

goals, and the level at which the attack is carried out. We 

distinguish passive attacks that aim to illegitimately collect 

data from a Visual Sensor Network; active attacks where 

(partial) control over the Visual Sensor Network 

infrastructure is achieved; and then, attacks that aim at 

disrupting the services provided by VSNs. 

Illegitimate Data Access: In this scenario, an 

attacker is interested in eaves dropping the information that is 

exchanged in the VSN. The goal of the attacker is to use the 

information for her or his own purposes, such as scouting a 

certain region of interest while remaining undetected. 

Consequently, this type of attack is usually passive and is 

performed by, for example, overhearing the communication 

channel. 

As a part of fulfilling standard monitoring duties, 

insiders usually require access to video and image data 

delivered by the cameras. That means that the same protection 

mechanisms, such as data encryption, cannot be used as those 

used against outsiders. Legitimate operators require at least 

partial access to unprotected video data to fulfill their duties. 

It must be ensured that only the minimal required amount of 

information is disclosed. For most monitoring purposes, 

behavioral information is sufficient while identities can be 

hidden. Technical precautions must be taken such that 

legitimate users cannot disclose any information to outsiders. 

Software versus Hardware Attacks: By software attacks, we 

mean all types of manipulation that target the software stack 

of a VSN node. These attacks are performed typically from 

remote via the wired or wireless communication channels of 

VSNs. Although hardware support can substantially increase 

the overall security of an embedded system, it provides only 

limited protection against physical attacks on VSN nodes 

such as node capture and hardware tampering. Prevention of 

these attacks is inherently difficult, but at least detection 

mechanisms should be incorporated into VSN devices. 

B. Architecture of WMSN 

This section describes the network architectures for WMSN. 

The network architecture of WMSN is shown in Fig 2. and 

can be classified into three categories depending on the kind 

of targeting application. The single-tier flat architecture 

which is consists of sensor nodes with similar sensing, 

communication and computational capability than the same 

video sensors. The middle part of Fig. 2. shows the single-tier 

clustered architecture, with heterogeneous sensor nodes. 

 
Fig. 2: Architecture of a Wireless Multimedia Sensor 

Network 

This architecture can address the wide range of 

application. The right parts of the Fig. 2 shows the multi-tier 

architecture and this is comprised of three tiers. The first tier 

is consisting of scalar nodes, middle tier consist of medium 

resolution video sensor nodes and the final tier consist of 

visual sensor nodes for recognizing and tracking the object. 

C. Objective 

Security is one of the main concerns in every field also in 

wireless sensor networks. There are many security threats 

which are affecting the, functionality, security and network 

life time of and wireless sensor networks. Main objective of 

this paper the security threats, security goals, various attacks, 

classification of these attacks are discussed. Analyze the 

different intrusion detection techniques to various parameters 

in visual sensor networks. Intrusion detection schemes are 

categorized based on techniques used in the scheme: 

Specification based scheme, computational intelligence and 

data mining based scheme, game theory approach based 

intrusion detection scheme, probability distribution based 

detection scheme. 

The motivation for this analysis specifically on VSN 

security and privacy stems from two main observations. First, 

a primary issue with visual information is that it can be 

analyzed easily by non- experts. Humans are trained to 

interpret and rely on visual information in their daily lives and 

their capabilities in this area go beyond those of state-of- the-

art computer vision systems. Consequently, protection is 

required not only against outside attackers but it also must be 

ensured that insiders get only limited access to sensitive 

information. The second motivation is the lack of a 

systematic review of VSN security and privacy. To present a 

classification scheme based on four different classes: 

 Security and privacy protection for collected data; 

 Security concerns of monitored people and the 

requirement for providing transparency about the 

purpose, the tasks, and security properties of VSNs; 

 Device security; and finally 

 Network security. 

Based on the classification scheme, a profound 

overview of existing work is given. From the analysis of the 
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state of the art, prospective future research topics and open 

challenges are derived. The audience of this survey is not 

limited to security experts. To describe VSN security and 

privacy in a way that makes these topics accessible to the 

sensor network, computer vision, and embedded systems 

communities. 

II. LITERATURE SURVEY  

Comprehensive studies have been carried out on barrier 

coverage issues in WSN. Directional sensor networks use 

directional sensors to construct the strong barrier. The 

objective was to diminish the total number of sensors and 

save the energy by minimizing the maximum rotation angle. 

Sensors with controlled mobility can enhance the deployment 

strategy, adaptive sampling, hole detection and repair 

capability and event detection mechanism can even become 

better. Using those mobile sensors, we can build the barrier 

network in an efficient ways. Now-a-days, many camera 

sensors are available for constructing the wireless sensor 

networks to detect the intruders. The coverage problem of 

three dimensional objects by enabling the tilt, zoom and pan 

functionalities of the camera sensors is investigated. In their 

proposed solution, a circular target model is used to determine 

the full coverage. The object coverage problem with rotating 

capabilities of camera sensors is explored. In order to reduce 

the redundant image data, they map the proposed problem to 

the set coverage problem. Analyzed the angle coverage 

problem in visual sensors and propose an algorithm to achieve 

full view of the target. By preserving 3600 angle, they propose 

an energy efficient algorithm, which tries to minimize the 

transmission cost over the network. 

In “Wireless multimedia sensor networks: A 

survey”[4], authors have focused on a smart city vision as an 

application of Internet of Things (IoT). The main goal is to 

collect environmental data and monitor the public street light. 

However, the massive IoT data storage is not considered. A 

cloud based data storage framework for both structured and 

unstructured data. The data are collected by sensors and RFID 

readers and the main advantage of this framework is to 

combine and extend multiple databases with Hadoop to store. 

In WMSNs, with camera sensors that provide additional 

capabilities and functionalities, the amount of packets to be 

transmitted is much higher than in scalar sensor networks, and 

thus, this fact implies higher energy consumption and needs 

of larger buffers and memories. Therefore, traditional WSN 

architectures should be reconfigured in a way that the network 

can be more scalable and more efficient depending on 

different application requirements. The main objective of the 

system is to use multiple, cooperative video sensors for 

continuous tracking and coverage. A framework for a single-

tier multi-camera surveillance applies in multi-source spatio-

temporal data fusion for efficient tracking. Almalkawi et 

al[1], summarize different network architectures, of which 

the multi-tier one is of great interest. A multi-tier architecture 

includes three tiers of sensors: in the lowest tier, scalar 

sensors perform simple tasks, e.g. motion detection. A second 

tier of camera sensors performs more complicated tasks such 

as object detection or recognition. At the top tier, high end 

video sensors are connected to wireless gateways. In this way, 

the high-tier nodes are only woken up by low-tier nodes when 

necessary. 

P.Kulkarni, D. Ganesan and P. Shenoy, [9] 

demonstrate that in a surveillance application a multi- tier 

network can achieve an order of magnitude reduction in 

energy usage when compared to a single- tier network 

without sacrificing reliability. Regarding the transmission of 

the video stream, Investigates issues associated with the 

transport of multimedia streams across WSNs, introducing a 

flow control algorithm based on pipelined transmission to 

increase network performance. Propose a scheduling 

algorithm for transmitting video packets over multiple paths 

according to their importance (high priority packets over high 

bandwidth paths), including a power-aware packet scheduling 

mechanism that selectively drops the least significant video 

packets prior to transmission in order to save energy. Designs 

a QoS- enabled dynamic path formation algorithm to produce 

throughput-aware video delivery over WSNs by distributing 

a limited number of mobile sinks to the bottleneck location 

for each video stream. Chen et al[10]. Propose a real-time 

video surveillance system composed of two IP cameras and 

sixteen low-cost wireless sensors in a multiple-tier 

architecture. The sensor network can detect and track an 

object and wake up the IP cameras to record these events. 

While in that work the communication between sensor nodes 

and IP cameras are via a sink controller, it is not a 

distributed solution and therefore cannot scale well. 

In the context of FEC, Jeong et al.[5] introduced a 

FEC mechanism into WSNs and remarked that FEC is more 

preferable than Automatic Repeat request (ARQ) in a power 

scarce environment. Investigated the potential of FEC 

mechanisms and dynamic/run- time adaptive FEC variants in 

WSNs. Error compensation technique, which uses FEC and 

multipath transmission. The FEC technique employs a 

modified version of the wavelets based error concealment 

algorithm. Yang el al [6].propose a cross- layer FEC scheme 

for reliable block transfer of variable length coded data in 

WMSNs. The proposal combines the iterative joint source 

channel fountain codes FEC at physical, transport and 

application layer. However, such proposal does not take into 

account the video content to create redundant information. 

From the related work analysis it is evident that multi-tier and 

video-aware FEC mechanisms are required to enhance the 

video quality without increasing the network overhead, and 

thus minimizing the usage of network resources and saving 

energy. 

Intrusion detection systems are used to detect 

intrusions in a certain network or an area under surveillance. 

Intrusion is defined as an unauthorized (unwanted) activity in 

a network. In an efficient IDS has been proposed in the field 

of healthcare for prevention against intrusions. On the basis 

of detection methodology, IDS are traditionally classified 

into 3 models: Anomaly based, Signature based and Hybrid 

Based IDS. The signature based IDS have predefined set of 

rules that are designed on the basis of previously known 

security attacks. Intrusion detection system monitors trace of 

the sensor nodes and detect abnormal behavior of the nodes. 

The major approaches that in Intrusion Detection System can 

used to specify attacks are: 

1) Anomaly Detection: Checks whether the behaviour of the 

nodes can be consider normal or not. First describes the 
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feature of the normal node. Then any activity that is not 

describe into the feature behaviour of node is considered 

as anomalous. It can detect novel attacks, this is the main 

advantage of this method. Disadvantage of this method is 

false alarm rate is high. 

2) Misuse Detection: It is rule-based method, rules are 

defined on the basis of the signature of known attacks. 

The behavior of nodes is checking with known attacks. If 

behavior matches with rules then attack detected. This 

method works efficiently if the attack is known, but fails 

if the attack is novel attack. 

3) Specification-based Detection: It is combination of 

anomaly detection and misuse detection. This method 

focus on discovering deviation from normal behaviour. 

In this mechanism the behaviour that can be consider 

normal is defined manually by human. 

Some of the detection techniques that can be 

optimized using our optimization framework can be found. 

There are various optimization techniques that can assist in 

WSN design and usage. The node placement problem has an 

attention from the research community because of its 

significant impact on the functionality of WSNs and 

influences the detection accuracy of IDSs as well. The 

primary objectives are specified as follows: network 

connectivity, area coverage, network longevity and data 

fidelity where the network connectivity is particularly 

important for the detection accuracy and lifetime of an IDS. 

III. METHODOLOGY 

The security is a major component in wireless sensor 

networks. It degrades the performance of the network. The 

intrusion detection system is the solution to detect different 

kinds of attacks occurring on sensor nodes. Wireless sensor 

networks are a group of tiny devices. These tiny devices have 

few energy, computational power, transmission range and 

memory. Wireless sensor networks was developed for 

military applications such as battlefield surveillance. 

Nowadays such networks are mostly used in industrial and 

consumer applications, such as industrial process monitoring 

and control, machine health monitoring and so on. Wireless 

Sensor Network has been used in many applications such 

smart grid, habitat monitoring, building monitoring, and 

pipeline monitoring. Intrusion detection model takes 

advantage of cluster-based architecture to reduce energy 

consumption. The use of different security measures, such as 

firewalls and encryption algorithms, many organizations and 

enterprises fall victims of different cyber-attacks. Attackers 

might launch different types of attacks, which vary on their 

effect, over the organizations and enterprises, from low to 

high significance. Attackers may deliberately exploit systems 

vulnerabilities in order to sneak into the system and ultimately 

control it. 

Virtual Sensor Networks (VSN) to provide protocol 

support for the adaptation, formation, usage and maintenance 

of sets of sensors collaborating on specific tasks. VSN also 

enhance applications varying nodes collaborating tightly to 

achieve the desired outcomes, while relying on the remaining 

nodes to achieve connectivity, overcome the deployment and 

resource constraints. For nodes to leave and join VSNs, to 

include broadcast within a VSN, support merging of VSNs 

are examples of VSN support functionality. 

A. Big Data Analytic Architecture 

Recently, inadequate research have accomplished on the 

architectural design of big data and its aspects refereeing to 

the border surveillance applications. Big data is an emerging 

solution for the sensor data analysis as it deals with very large 

sets of complex data originating from microwave sensors and 

camera, which become very difficult to process using 

traditional database management tools. We have pointed out 

the requirements of a new approach to design the big data 

platform in an innovative way such that it would address the 

major challenges related to the big data applications in 

security domain with existing technologies. Big data 

architecture in border surveillance applications that will be 

supported by extended cloud computing platform [1]. Cloud 

based big data architecture for analyzing the camera sensor’s 

data, which is used in the purpose of border surveillance. In 

order to get efficient results in terms of storage, analysis and 

performance in border security applications, big data 

architecture to integrate the wireless network of camera 

sensors, big data and cloud platform altogether.  

The whole architecture is divided into Wireless 

sensor layer, Cloud layer and Big data layer. Each layer not 

only addresses the data flow in big data but also emphasizes 

on the efficient way of data collection, optimum storage and 

effective way of data analysis. Wireless sensor layer is the 

first layer, where sensors are deployed to form the barrier and 

also to collect the data time to time. This layer is further 

divided into wireless directional camera sensor and wireless 

microwave sensor sub-layers. In microwave sensor sub-layer, 

barrier is constructed with help of microwave sensors to sense 

the presence of intruder. Once microwave sensors sense the 

presence of any intruder, the signal is passed to the camera 

sensor sub-layer to activate them. Upon receiving signal from 

the microwave sensors, the camera sensors are activated and 

are enabled to take the image of the intruder. The barrier is 

constructed with help of the camera sensors to capture the 

image of the intruders. The image captured by the camera 

sensors are sent to the sink for analysis. Basically, the wireless 

sensor layer is responsible for the collection of data through 

the camera sensors. 

Big data layer is the 2nd sub-layer of the 

architecture, which is responsible for the streaming data 

processing, analysis and identifying the intruders. In this 

layer, the data collected by the camera sensors are managed, 

analyzed and integrated so that the functionalities of the big 

data analysis is performed on the collected data. A Spark 

platform is used to process the streaming camera data, where 

a Streaming Request Handler (SRH) is used as an interface 

between the wireless sensor layer and big data layer to manage 

the flow of large volume of streaming data. The continuous 

streaming video frames are divided into sub frames based on 

the data processing response time, which could be less than 

one second. In Spark, the sliced Streaming Data Frames 

(SDFs) known as Resilient Distributed Data sets (RDDs) are 

transferred to the local cache present in the Spark workers 

through Spark manager. 
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B. ID and Data Acquisition Phase 

Intruder detection is a major activity under security 

monitoring along with habitat monitoring. k- barrier coverage  

model, which uses  mobile sensors to detect the moving 

intruder. Prior to this work all others have used the static 

sensor for target detection. The classical kinematic theory to 

establish a relationship between the moving intruder and 

moving sensors as gas molecules. In this formulation, 

detection depends on sensor’s moving speed (Vm), sensing 

range (Rs) and time duration (τ ). Both sensors and intruders 

move with a constant velocity where intruders path intersect 

with the sensor’s traveling path. In this process, an intruder is 

detected, if it intersects with the sensor’s path along with the 

sensing range of the visual sensors. However, it could be 

possible that an intruder is undetected, if it is not within the 

sensing range of a sensor and otherwise the intruder is 

detected, the sensor cannot communicate instantly with other 

sensors to pass the information. 

C. Intruder Data Analysis Phase 

The intruder data are processed and analyzed in the Spark 

Executor present in the core module of the Spark as shown in 

Fig. 3. In the processing phase, we also intend to eliminate the 

background image of the captured border images by the 

camera sensors. The streaming data processing is 

accomplished in two stages, i.e. Transformation and Action 

[1]. The background of the video frames are eliminated in the 

stage 1 of transformation phase to identify the intruder and 

reduce the data volume as the interest is on object rather than 

the background scene. The filter method is used during this 

background subtraction process. 

To get rid of this problem, the partial image of the 

trespasser is combined together by using the join function to 

get the complete picture. Hence, only the intruder image is 

sent to the stage 2 for intruder analysis. The intermediate data 

are stored in the local cache to achieve the data locality in the 

next stage. This in-memory execution reduces the processing 

time of large streaming data. In stage 2, the intruder image is 

compared with the suspected person by using the map as a 

transformation. If we want to compare the image with 

multiple targets, then flatmap is used. We can also use any 

existing face detection algorithms as our map or flatmap 

function. Eventually the analyzed data are transferred to the 

output phase for storage purpose. All analyzed data are stored 

using save method present in the Spark output. 

 
Fig. 3: Intruder streaming data analysis [1] 

Wireless Multimedia Sensor Networks (WMSNs) 

has made it possible to send multimedia data on small sensing 

devices. The multimedia content in such networks increase 

the level of information collected from the monitored field, 

enlarging the range of coverage, and multi-view support. It is 

proved by researchers that the multi –tier network 

architecture is more beneficial than a single-tier in terms of 

reliability, energy efficiency and scalability for multimedia 

data transmission. Intrusion detection is an important 

application of WMSNs. Lower tier can detect the intruder 

with scalar sensors, but the higher tier camera nodes will be 

woken up to send real time video sequences detected from the 

monitoring area. 

In this method to improving the quality of image by 

introducing the method is called QoE Aware FEC 

mechanisms. The last method intruder data analytic phase 

which is replaced by QoE aware FEC mechanism and it also 

compresses the streaming data. In Big data Analysis 

architecture efficiently collect the data about intruder and by 

applying this method to catch the clear image of intruder. 

1) QoE-Aware FEC Mechanism for WMSNs     

Multimedia   data are different from the scalar data, it 

generated   in   Wireless Sensor Networks (WSNs), which 

demands real time delivery of data target to increase the 

Quality of Service (QoS) [2]. The QoS aware routing 

protocols for Wireless Multimedia Sensor Networks are 

surveyed with different types of issues and design challenges 

of each protocol for WMSNs to recover these problems is a 

difficult task. A multimedia intrusion detection application 

appears as a promising application of multi-tier WMSNs, 

where the lower tier can detect the intruder by scalar sensors, 

but higher tier camera nodes will be woken up to send real 

time video sequences from detected area. 

The transmission of multimedia content requires a certain 

quality level from the user perspective, while network 

overhead and energy usage should be minimized. Among the 

existing mechanisms for improving video transmissions, 

Forward Error Correction (FEC) can be regarded as a  better 

solution to improve video quality level from the user point-of 

view. Quality of Experience (QoE)-aware FEC mechanism 

for WMSNs, which creates redundant packets based on 

impact of the frame on the user experience. A multi-tier 

architecture have a considerable advantages with respect to a 

single-tier architecture in terms of better scalability, less 

energy consumption, lower loss, higher functionality, and 

better reliability. A multi-tier WMSN architecture of only two 

tiers, because for the intrusion detection application, a third 

tier of high resolution cameras is not really necessary to detect 

intruders. In the lower tier, scalar sensors perform simple 

tasks, such as detecting the scalar physical measurements. 

Resource-rich camera sensors in higher tier are responsible 

for complex tasks. The architecture is shown in Fig 4. 

 
Fig. 4: Two-tier architecture [2] 
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Scalar sensors to sense the scalar physical 

measurements in an omnidirectional way. On the other hand, 

the sensing range of a camera node is called of Field of View 

(FoV)[2]. FoV is defined as a triangle, which depends of the 

direction (V), angle of view and a depth of view (d). Thus, 

the sensing range of a camera node is limited, and depends on 

the direction of the camera and its features for angle and depth 

of view [2]. The scalar sensor nodes perform intrusion 

detection, for example the vibration sensors. The camera 

sensors can be woken up on-demand to retrieve real-time 

video of the intruder that has been detected previously by the 

lower tier (scalar sensor), and send the video stream to the 

Base Station (BS). 

The visual node is selected based on the higher value 

of the Link Quality Indicator of the Hello message, which is 

periodically sent from the camera node during the setup 

phase. The visual nodes receive and store this information. 

When the camera node receives a wake up message from a 

scalar sensor node, it is possible to change the direction of its 

FoV to the location of the scalar sensor node that reports the 

detection of an intruder. decoding a received video stream; (i) 

Intra (I-frame) and (ii) Predictive-coded(P-frames), provide 

an increased rate of compression compared to I-frames; and 

(iii) Bi-directionally predictive-coded, or B frames, use the 

previous and next I-frame or P-frame as their reference points 

for motion compensation. The frame sequence that depends 

on an I-frame is called Group Of Pictures (GOP). A GOP 

length of 10 frames means that the GOP starts with an I-

frame, followed by 9 P or B frames. A compressed video will 

apply spatial and temporal compression. Thus, the errors will 

be propagated by other frames until a new I- frame reaches 

the receiver, i.e., the error will be propagated within the 

whole GOP. For the case of loss of a P-frame, the error will 

be propagated by the remaining P and B-frames in a GOP. 

Finally, if a loss of a B-frame happens, the error will not be 

propagated, since the B-frames are not used as a reference for 

other frames. QoE-aware FEC Mechanism for WMSNs. The 

QoE-aware FEC mechanism considers the frame importance 

and its impact from the user point-of-view to create 

redundancy. On the other hand, B-frames do not need 

redundant packets, since they are not used as a reference for 

other frames. Finally, the redundancy of P-frames can be 

applied based on their position within the GOP from a video 

application. Fig. 5 shows how proposed QoE-aware FEC 

mechanism is applied to a set of source multimedia packets 

that will be transmitted through a wireless channel to a 

destination node. Due to the low computational complexity as 

expected for WMSNs, Reed-Solomon (RS) coding was used 

to create redundant packets. 

 
Fig. 5: QoE-aware FEC Mechanism [2] 

N given original packets are encoded into a group of 

k coded packets, and denoted as RS(k, n). The proposed QoE-

aware FEC mechanism should have a default value of the 

amount of redundancy (r), the GOP size (s) and the position 

(p) of each frame in the GOP (line 1 to 3). Each video frame 

is divided into n original packets according to the fragment 

size (line 4). Then, redundant packets are created for the n 

original packets, depending on the type of the frame, and the 

location of the frame inside the GOP, as described in 

Algorithm: 

1) Let r = redundancy 

2) Let s = GOP size 

3) Let p = frame position inside a GOP 

4) Let n = number of packets after frame fragmentation 

5) if Frame Type = I then 

6) k Compute Redundancy (n, r); //using RS coding, RS(k, 

n) 

7) Send With FEC(k, n) 

8) end if 

9) if Frame Type = P and p <s/2 then  

10) k Compute Redundancy (n, r); //using RS coding, RS(k, 

n) 

11) Send With FEC(k, n) 

12) end if 

13) if Frame Type = P and p >s/2 then 

14) Send Without FEC(n) 

15) end if 

16) if Frame Type = B then 

17) Send Without FEC(n) 

18) end if 

I-frames and the first 50% of P-frames of each GOP 

will have their packets encoded using redundancy r. Thus, 

their transmission needs redundancy to enable the recovery 

of the lost packets. On the other hand, the last 50% of P-

frames and B-frames are sent without due to the fact that the 

loss of these packets are not sensitive from the user 

perspective. The Video flows provide more precise 

information than simple scalar data. 

IV. ANALYSIS OF METHOD 

Intrusion detection depends on different parameters to 

analyze various techniques. Parameters like image quality, 

frame rate, cost, architecture, overhead, packet drop, type of 

storage, energy are compared. 

METHOD 
TRAFFIC 

MODEL 

QOE AND 

FEC 

BIG DATA 

ANALYTIC 

IMAGE 

QUALITY 
low High high 

FRAME RATE low Medium high 

COST 

cheaper 

components 

are available 

medium 

cost 
expensive 

ARCHITECTURE multi-tier two-tier multi-tier 

OVERHEAD 
lesser      

overhead 

fixed frames 

are   

transmitted 

higher amount 

of data 

transmission 

cache 

PACKET DROP 

infinite 

capacity no 

packet drop 

lesser 

packet 

drop 

high 
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TYPE OF 

STORAGE 

infinite 

buffer 
cache cloud layer 

Table 1: Analysis of methods 

V. APPLICATIONS 

The applications for VSNs involve tracking, monitoring and 

controlling. VSNs are mainly utilized for habitat monitoring, 

object tracking, nuclear reactor control, fire detection, and 

traffic monitoring. Intrusion detection is a passive approach 

to security as it monitors information systems and raises 

alarms when security violations are detected. It is refers to 

check of large volume of data for trends and patterns. Mainly 

military applications are used the intrusion detection in VSN. 

 Healthcare monitoring: 

 Traffic Avoidance and Control 

 Multimedia Surveillance System 

 Forest fire detection: 

 Natural disaster prevention 

The invention of low power computational and low 

cost audio sensor created many new applications, which 

enhance the functionality if an existing VSNs. A well -

established domain of VSNs are enforcement applications 

where they are used to collect evidence of law violations. 

Large networks of cameras are deployed in cities and public 

places such as train stations, airports, or shopping malls. In 

many of these systems, data are captured proactively and 

transmitted continuously to a central monitoring and 

archiving facility. Captured videos contain the identities of all 

persons in the field of view of the camera even though their 

behavior would be sufficient for most safety applications. 

VI. CONCLUSION 

The challenge of intrusion detection system in VSN is to 

identify or capture the attacks with high accuracy and 

satisfied the required constraints to prolong the lifetime of the 

entire network. A big data analytic architecture is to analyze 

the data generating from the camera sensors to detect the 

intruders. The intruder detection mechanism is also 

introduced with cloud layer to store the data about the 

intruders. The multi- tier energy-saving architecture consists 

of static scalar sensors and camera sensors. The camera 

sensors are only woken up by scalar sensors on demand. The 

QoE-aware FEC mechanism targets on reducing redundant or 

unwanted packet transmission while keeping videos with an 

acceptable quality level. 
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