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Abstract— A Distributed Denial of Service Flooding attack is 

one kind of the most highlighted and most important attacks 

of today’s cyber world. This attack is characterized by an 

explicit attempt by attackers to prevent legitimate users of a 

service from using that service. The flexible nature of 

network always suffers from DDoS flooding, spoofed source 

address and packet or content forgery. In this paper we 

present a comprehensive survey of DDoS attack and its 

prevention techniques that will help to build a better and new 

security for future network architecture. Very few methods in 

our survey could actually detect a DDoS flooding attack 

beforehand and prevent it whereas there were quite a number 

of algorithms designed to prevent the server after the attack 

has been launched. We could try to propose solution to the 

best of our knowledge.  
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I. INTRODUCTION 

Internet security is of critical importance to our society, as the 

government and economy increasingly rely on the Internet to 

conduct their business, and people use the Internet as a 

convenient vehicle for simplifying a wide range of tasks, 

from banking to shopping. Unfortunately, the current Internet 

infrastructure is vulnerable to a DDoS attack. Because DDoS 

attacks typically rely on compromising a large number of 

hosts to generate traffic to a single destination, the severity of 

DDoS attacks will likely increase as greater numbers of 

poorly secured hosts are connected to high-bandwidth 

Internet connections. A Distributed Denial of Service attack 

is commonly characterized as an event in which a legitimate 

user or organization is deprived of certain services, like web, 

email or network connectivity, that they would normally 

expect to have. DDoS is basically a resource overloading 

problem. The resource can be bandwidth, memory, CPU 

cycles, file descriptors, buffers etc. The attackers bombard 

scare resource either by flood of packets or a single logic 

packet which can activate a series of processes to exhaust the 

limited resource. 

Currently, there are two main methods to launch 

DDoS attacks in the Internet. The first method is for the 

attacker to send some malformed packets to the victim to 

confuse a protocol or an application running on it (i.e., 

vulnerability attack). The other method, which is the most 

common one, involves an attacker trying to do one or both of 

the following: 

1) disrupt a legitimate user’s connectivity by exhausting 

bandwidth, router processing capacity or network 

resources; these are essentially network/transport-level 

flooding attacks ; or 

2) disrupt a legitimate user’s services by exhausting the 

server resources (e.g., sockets, CPU, memory, 

disk/database bandwidth, and I/O bandwidth); these 

essentially include application-level flooding attacks . 

Today, DDoS attacks are often launched by a 

network of remotely controlled, well organized, and widely 

scattered Zombies or Botnet computers that are 

simultaneously and continuously sending a large amount of 

traffic and/or service requests to the target system. The target 

system either responds so slowly as to be unusable or crashes 

completely. Zombies or computers that are part of a botnet 

are usually recruited through the use of worms, Trojan horses 

or backdoors. Employing the resources of recruited 

computers to perform DDoS attacks allows attackers to 

launch a much larger and more disruptive attack. 

Furthermore, it becomes more complicated for the defense 

mechanisms to recognize the original attacker because of the 

use of counterfeit (i.e., spoofed) IP addresses by zombies 

under the control of the attacker. 

A. Denial-of-Service (DoS) and Distributed-Denial-of-

Service (DDoS) attacks 

Denial-of-Service (DoS) and Distributed-Denial-of-Service 

(DDoS) attacks pose a grave danger to Internet operation. 

They are, in essence, resource overloading attacks. The goal 

of the attacker is to tie up a chosen key resource at the victim, 

usually by sending a high volume of seemingly legitimate 

traffic requesting some service from the victim. The 

overconsumption of the resource leads to degradation or 

denial of the victim’s service to its legitimate clients. In the 

absence of effective defense mechanisms, the denial-of-

service effect lasts for the entire duration of the attack (i.e., as 

long as key resources are being tied with malicious traffic), 

and vanishes quickly once the attack is aborted. Since 

machine resources are usually shared among many 

applications, the DoS effect inflicts significant damage — not 

only on client transactions with the victim, but on the victim’s 

total operation. The victim experiences a significant 

slowdown in all applications sharing the targeted resource, 

and frequently also connectivity disruption.  

Both DoS and DDoS attacks are seemingly simple 

in design and operate without requiring any special skill or 

resource for their perpetration. The attack tools can be 

obtained easily online and the attack goal (resource 

exhaustion) is attained whenever a sufficiently large amount 

of malicious traffic is generated. The main difference 

between DoS and DDoS attacks is in scale — DoS attacks use 

one attack machine (to generate malicious traffic) while 

DDoS attacks use large numbers of attack machines. The 

scale difference also invokes differences in operation modes. 

The large number of attack machines allows DDoS 

perpetrators a certain recklessness, they frequently trade 
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sophistication for brute force, using simple attack strategies 

and packet contents to overload victim resources. However, 

the simplicity in both attack types arises from convenience, 

not necessity. The lack of effective defense mechanisms, 

even for simple attacks, offers no motivation for perpetrators 

to design more sophisticated ones.  

 
Fig. 1:  Denial-of-Service attack scenario 

A Denial-of-Service (DoS) attack occurs when the 

victim receives a malicious stream of packets that exhausts 

some key resource; this results in denial-of-service to the 

victim’s legitimate clients.  

Fig.1 depicts a typical denial-of-service attack 

scenario in which an attacking machine A sends a stream of 

malicious packets to victim V, denying its service to 

legitimate clients P1 and P2. Attackers rarely use their own 

machines to perform attacks, so machine A is, in fact, an 

agent machine, an unwitting participant subverted by the 

attacker. The attack may exhaust a key resource by misusing 

some vulnerability in the software running at the victim 

(vulnerability attacks) or by simply sending a higher volume 

of traffic than the victim is provisioned to handle (flooding 

attacks).  

Vulnerability attacks usually contain packets of a 

special type or content to perform the exploit. As 

vulnerabilities can frequently be exploited by a few packets, 

vulnerability attacks are of a low-volume. Both of these 

features (special type packets and low volume) simplify 

handling of vulnerability attacks - the victim can either patch 

its vulnerability or detect the special-type packets and handle 

them separately. Flooding attacks overwhelm the victim’s 

resource by sheer volume. This strategy is more difficult to 

counter, as malicious packets can be of any type or content 

and the high volume hinders detailed traffic analysis. As DoS 

attacks involve only one attacking machine, a common 

approach to defending against flooding attacks is to equip the 

victim with abundant resources. The attacker then needs to 

find and subvert a better-provisioned machine to perform a 

successful attack. 

 
Fig. 2:  Distributed Denial-of-Service attack scenario 

Distributed denial-of-service (DDoS) attacks are 

simply Denial-of-Service attacks performed from multiple 

subverted machines (agents). In the strawman and most 

frequently used scenario, all machines are engaged 

simultaneously and start generating as many packets as they 

can toward the victim. A large number of participating agents 

enable the attacker to overload resources of very highly 

provisioned victims, with modest capabilities of agent 

machines.  

Fig.2: depicts a simple distributed denial-of-service 

attack scenario in which attacking machines A and B send 

streams of malicious packets to victim V, denying its service 

to legitimate clients P1 and P2. 

II. LITERATURE SURVEY 

A. DOS Attacks in MANET 

Mobile Ad hoc Networks includes dynamic topology, 

wireless radio medium, limited resources and lack of 

centralized administration; so as a result there is a higher 

chance of affecting the MANET by different types of attacks 

in different layers. Here each node are capable of acting as a 

router, the routing has various security concerns. Here the 

route can be determined without holdup. This paper is 

focused on different types of DOS attacks like Warmhole 

attack, Blackhole attack, Grayhole attack.  

B. MANET Attacks  

Compared to the wired network, due to the lack of a trusted 

centralized authority MANETs are more vulnerable to 

security attack. Here in a MANET, nodes within each other 

wireless transmission ranges can communicate directly; 

however, nodes outside each other range relied on some other 

nodes to relay messages. This shows how routing protocol 

encapsulates an essential set of security mechanism. These 

mechanism prevent, detect and respond to a security attack.  

C. Intrusion Detection System  

The Intrusion Detection System (IDS) is used to discover the 

intrusion from the network packet data or system audit data. 

The major problem is packet data are overwhelming. So, 

there was a necessary to reduce the size of the data. The 

intrusion Detection System is distributed in nature. So, each 

node of a MANET are equipped with an IDs. Some IDS have 

the ability to respond to detected intrusions. Systems with 

response capabilities are typically referred to as an intrusion 

prevention system. Noise can severely limit an intrusion 

detection systems effectiveness. 

D. DOS Attack on VANET  

VANET is a lifesaving factor which has more attention on 

automotive industries and researchers. The paper is based on 

survey of attack on network availability and its security 

environment. Here the nodes are represented as self-

organizing and self-managing information. The working is 

based on combining the equipped devices along with 

computer equipment, sensor and wireless communication. 

Therefore the vehicle nodes on the roads can know the speed 

of the neighbor vehicle. So, the vehicle could send the 

warning messages to its neighbor to predict the speed in order 
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to avoid the chance of accidents on the road. DOS attack on 

VANET has no fixed access point. 

E. Capability Based Designs  

One of the fundamental limitations of the Internet is the 

inability of packet flow recipient to halt disruptive flows 

before they consume the recipient’s network link resources. 

By using SIFF, a Stateless Internet Flow Filter, allows an end-

host to selectively stop individual flows from reaching its 

network. By dividing all network traffic into two classes, 

privileged (prioritized packets subject to recipient control) 

and unprivileged (legacy traffic).Privileged channels are 

established through a capability exchange handshake. 

Capabilities are verified statelessly by the routers in the 

network, and can be revoked by quenching update messages 

to an offending host. SIFF is transparent to legacy clients and 

servers, but only updated hosts will enjoy the benefits of it. 

The routers simply discard the packet when it is not accepted 

by an end host. In the capability-based architecture sources 

must first obtain”permission to send” from the destination. 

Basically, destination provides tokens, or capabilities, to 

sources whose traffic it agrees to accept. The sources then 

include these tokens in their packets. The verification points 

are distributed around the network to check if the traffic has 

been certified as legitimate by destinations and the path in 

between, and to discard unauthorized traffic.  

F. Color  

An information-centric Internet architecture called CoLoR 

couples the service location and inter- domain routing while 

decoupling them from forwarding. Implementation and 

analysis shows that CoLoR is promising since it satisfies 

many requirements of the future Internet, including being 

information-centric, encouraging innovations, and providing 

efficient support for mobility, multicast, multi-homing, and 

middleboxes.  

G. Dynamic Path Identifier  

This paper is based on dynamic path identifiers instead of 

using static path identifiers. By using the static path identifier 

makes the attackers to launch the distributed denial of service 

attack. To overcome this path identifiers are kept secret 

during every transmission of packets and then updated 

dynamically. The communications are initiated by means of 

receivers in dynamic path identifier. It is based on content 

granularity and it can easily mitigates the DDOS attacks.  

H. Traceback Mechanism  

This paper is based on the applications which includes space 

research, military application, e governance, e-health care 

system. In these applications, computing resources for 

particular organization spread and communication is 

achieved through the internet. Therefore the resources must 

be protected against the security attacks. A survey on the 

Arbor network reveals that approximately 1200 DDOS 

attacks occur. To counter these attacks in a collaborative 

environment, all the routers need to work by exchanging its 

caveat messages with their neighbor. The process of tracing 

back the forged IP packets to their true sources rather than the 

spoofed IP addresses that was used in the attack is called 

traceback. There are various IP traceback mechanisms that 

have been proposed to date. Most of the traceback 

mechanisms have heavy computational, network or 

management overheads. 

I. Defense Mechanism against DDOS  

This paper is focused on the scope of the DDOS flooding 

attack problem and attempts to combat it. The main primary 

intension of this work is to stimulate the research community 

on developing creative, efficient, effective, prevention, 

detection and response mechanism that addresses the DDOS 

flooding problem before, during and after the actual attack. In 

distribution, detection and response are deployed by means of 

various locations; Here the detection usually occurs at 

intermediate network and destination, and response usually 

occurs at the sources & upstream routers near the sources. 

J. Off By Default 

This paper is focused on a reachability control protocol that 

covers the space defined by most previous access control 

approaches. Routers should not forward packets unless 

explicitly directed to do so by the destination host, in contrast 

to the current Internet where routers forward packets unless 

prevented by an operator-configured ACL rule. The off-by-

default policy is thus similar to that of typical firewalls, but 

applied globally to the whole network. A direct consequence 

is that to receive unsolicited traffic, a host must now 

proactively inform the network of its willingness to do so. 

K. Named Data Networking 

In Named Data Networking (NDN), a content consumer 

sends out an Interest packet when it wants a piece of content. 

The Interest is routed (by the content name) to the content 

provider by routers in the Internet. When a router forwards 

the Interest toward the content provider, it inserts an entry 

into its pending Interest table (PIT) that stores the content 

name and the incoming interface of the Interest packet. When 

the content provider receives the Interest packet, it sends the 

corresponding Data packet back to the subscriber. The routers 

then forward the Data packet back to the content consumer 

according to the PIT entries stored by them. 

Author & Paper Concept of Paper Advantages Issues 

R. H. Jhaveri [1]: 

DOS Attacks in 

Manet 

Using a common neighbors acting 

as a watchdog to detect the attack 

and discover the new route if there 

is a blackhole present. 

Common neighbor listening 

and 

Route confirmation request 

reply ; 

Route can be selected without 

any kind of holdup. 

Doesn’t work if two consecutive 

nodes are malicious ; 

Routing control overhead; 

Increase average end to end delay. 

P. M. 

Jawandhiya [2]: 

Manet Attacks 

Verifying the authenticity of the 

node by sending the reply packet 

and wait for reply packets from 

more than one node. 

Reply packet authenticity 

Last packet sequence number ; 

Discovers secure route of 

nodes. 

Longer time delay; 

The malicious nodes can listen to 

the channel and update the tables for 

the last packet sequence number. 
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N. Justin [3]: 

Intrusion 

Detection System 

IDS are distributed in nature, each 

node of a MANET are equipped 

with an IDs. 

Signature based intrusion 

detection ; 

Doesn’t require prior 

information of the node ; 

Reduce the limitation problem. 

If there is an attack and its signature 

is not in the IDS database then IDS 

cannot detect. 

 

V. Raghuwanshi 

[4]: 

DOS Attack on 

VANET 

Life critical messages must be 

transmitted from node to node in 

theVanet network in reliable and 

timely manner. 

Autonomous; 

Self-organizing; 

Self-managing. 

Less Network availability. 

A. Yaar [5]: 

Capabillity Based 

Designs 

Sender gets permission upon 

sending data packets. 

 

Communications are initiated 

by receivers in D-PID ; 

The routers simply discard the 

packets when it is not accepted 

by the end host. 

Capability-based approaches are 

vulnerable to “denial of capability” 

attacks. 

H. Luo [6]: 

CoLoR 

It is based on coupling 

Service location and inter-domain 

routing while decoupling them 

from forwarding the packets. 

Receiver-driven information 

centric network architecture ; 

CoLoR assigns every content a 

persistent and unique SID 

which is application-

independent. 

CoLoR needs to choose the path 

identifiers if there are multiple path 

identifiers between two domains. 

 

H. Luo [7]: 

Dynamic Path 

Identifier 

Information-centric network 

architecture with D-PID 

 

Content granularity; 

PIDs are kept secret and 

change dynamically in D-PID. 

Routing scalability & multi-path 

routing issues arises ; 

 

P. Arun [8]: 

Traceback 

Mechanism 

Routers are need to work by 

exchanging its messages with 

their neighbor. 

Encodes the information and 

reconstruction process is done 

by mark recognition and 

recovery ; 

Little scalability to high attacker 

population ; 

Poor Performance. 

S. Taghavi 

Zargar [9]: 

Defense 

Mechanism 

Against DDOS 

Detection and response are 

deployed at various locations. 

 

Detection occurs at destination 

& intermediate nodes ; 

Response usually occurs at the 

sources & upstream routers. 

Need trusted communications 

among various distributed 

components to collaborate/cooperate 

; 

H. Ballani [10]: 

Off By Default 

Two hosts are not permitted to 

communicate by default. 

 

IP-Prefix granularity ; 

Unwanted communication is 

eliminated. 

This technique cause significant 

routing dynamics; 

The allowed IP-prefixes of an end 

hosts change often. 

P. Gasti [11]: 

Named data 

networking 

Each router needs to maintain a 

unique or an aggregated entry in 

its routing table for each name. 

Low networking workload with 

caching; 

Verification of data packets. 

Unclear organization and 

management of namespace; 

Lack of access control. 

Table 1:  Analysis Model 

III. CONCLUSION 

Efficiency and scalability are the main key requirements in 

design of defense against DDoS flooding attacks. The whole 

process of reviewing research papers gave us an in depth 

knowledge of existing methodology to defend against DDoS 

flooding attack. With the evolution of attacks, it is observed 

that various techniques are proposed and are implemented. 

This survey study will help security professionals to analyse 

the attack strategies and to come up with robust security 

solutions. 
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