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Abstract— Security problems have become obstacles in the 

practical application of wireless sensor networks (WSNs). 

Wireless networks are susceptible to many attacks. Security 

issues occur because of the openness of the deployed 

environment. There are different types of attacks in WSNs. In 

this work the attackers are found by using trust analysis and 

it uses reverse-back tracing mechanism. In this paper reverse 

tracing technique to help in achieving the stated goal. 

Proposed system helps us in defending against the attacks 

without any requirement of hardware.     
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I. INTRODUCTION 

With the rapid development and advancement of wireless 

sensor technology, wireless sensor networks (WSNs) are 

widespread in a variety of areas, including environmental 

monitoring, battlefield observation, intelligent home systems, 

forest fire detection, and health monitoring [1]. Due to the 

self-organizing, dynamic and data-centric characteristics of 

WSNs, they are deployed in more and more data observation 

fields, and the nodes in WSNs should cooperate with each 

other for communication and support of high-level 

applications.  

However, security issues have accompanied the 

wide use of WSNs. Because of the openness of the deployed 

environment and the transmission medium, WSNs suffer 

from various attacks, including hijack attacks, tampering 

attacks, DoS attacks, selective forwarding attacks, and 

sinkhole attacks. It is impossible to solve all the security 

problems by adapting prevention-based technology; thus, 

detection and reverse back tracing methods are an effective 

supplement. Therefore, intrusion detection and elimination in 

WSNs is proposed, and it plays an irreplaceable role as an 

important branch in the field of security mechanisms.  

II. PROPOSED APPROACH 

Black hole is an attack in wireless network in which 

malicious node falsely claiming itself as having the fresh and 

shortest path to the destination attract traffic towards Itself 

and then drops it. The proposed approach attempts to resolve 

this issue by designing a dynamic source routing [2](DSR)-

based routing mechanism, which is referred to 

The scheme comprises of three steps: 

1) The initial enticement step 

2) The reverse-back tracing step and 

3) The shifted to reactive defense step 

A. Initial Enticement Step 

The aim of this enticement phase is to entice a malicious node 

to send a reply RREP by sending the bait RREQ’ that it has 

used to advertise itself as having the shortest path to the node 

that detains the packets that were converted. To achieve this 

goal, the following method is designed to generate the 

destination address of the bait RREQ’. The source node 

stochastically selects an adjacent node, i.e., nr, within its one-

hop neighborhood nodes cooperates with this node by taking 

its address as the destination address of the bait RREQ’. Since 

each baiting is done stochastically and the adjacent node 

would be changed if the node moved, the bait would not 

remain unchanged. This is illustrated in Fig. 1.1. 

If nr not gives any reply RREP, it would be directly 

listed as an attack list by the source node. If only the nr node 

had sent a reply RREP, it means that there was no other 

malicious node in the network, except the route that nr had 

provided; in this case, the route discovery phase of DSR will 

be started. DSR is a routing protocol for wireless networks, 

similar to AODV in that it forms a route on demand. The 

route that nr provides will not be listed in the choices 

provided to route discovery process. 

 
Fig. 1: Enticement process 

B. Reverse-Back Tracing Step 

The reverse-back tracing step is used to detect the behaviors 

of malicious nodes through the route reply to the route request 

message. If a malicious node has received the RREQ, it 

would reply with a false RREP. Accordingly, the reverse-

back tracing operation will be conducted for nodes receiving 

the RREP, with the goal to deduce the hesitant path 

information and the temporarily trusted zone in the route. 
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Fig. 2: Reverse-Back Tracing Process 

C. Reactive Defense Step 

After the above initial proactive defense such as enticement 

step and reverse-back tracing step the dynamic source routing 

[10] route discovery process is then activated. When the route 

is established and if at the destination it is found that the 

packet delivery ratio significantly falls to the threshold, the 

detection scheme will be triggered again to detect for the 

continuous maintenance and real-time reaction efficiency. 

The threshold value is a varying value in the range of [85%, 

95%] that we can be adjusted according to the current 

network efficiency. 

The initial threshold value is to be set at 90%.We 

have designed a dynamic threshold algorithm that will 

controls the time when the packet delivery ratio falls under 

the same threshold. If the descending time is shortened, it 

means that the malicious nodes are still present in the 

network. 

 
Fig. 3: Overall Process of System 

III. SIMULATION AND RESULTS 

The proposed approach is compared with IDSHT and the 

given simulations are obtained .results shows that the 

proposed approach is better than IDSHT. 

 
Fig. 4: Average trust value 

 
Fig. 5: Individual Trust Value 
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Fig. 6: Storage Over-head 

 
Fig. 7: Communication Overhead 

IV. CONCLUSION 

In this approach, we have proposed a new mechanism 

Reverse-Back tracing for the prevision and extirpation of 

malicious nodes in wireless sensor networks. This method is 

efficient than IDSHT .The proposed method improves better 

throughput and fast processing. Any detected malicious node 

is kept in the attackers list so that all other nodes that 

participate to the routing of the message are alerted to stop 

communicating with any node in that list. 
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