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Abstract— An Intrusion Detection System (IDS) is a gadget 

or programming application that screens a system or 

frameworks for malignant action or strategy infringement. 

Any distinguished action or infringement is normally 

revealed either to a head or gathered halfway utilizing a 

security data and occasion administration (SIEM) 

framework. A SIEM framework consolidates yields from 

different sources, and uses alert sifting procedures to 

recognize vindictive action from false cautions. 
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I. INTRODUCTION 

In the IT business, the expression "security" continued the   

inclination either it’s for a report or activities or customer's 

subtle elements. Using the utilization of information 

interloper identification, we are giving the unique private get 

to cloud which will be gotten to by those exclusive who have 

given the rights. Just those mac address locations will be 

permitted to get to that IP which have advantaged access to it 

which is given by administrator of the application. 

The purpose of this project is to protect the files from 

unauthorised access, generally it has been seen that many of 

the employees in the firm share office data on their personal 

emails, in such conditions the secure files also got shared, in 

our proposed solutions we are providing a platform through 

which employee can only share files through this proposed 

platform and restrict our employees to access their personal 

emails, in such scenario our file will be more secure and can 

only be access inside our organisation. 

 
Fig. 1: IDS System 

 
Fig. 2: Proposed cloud model 

II. BRIEF LITERATURE SURVEY 

Ahmed Patel, QaisQassim, 2010 is to address the issues of 

information security and describes the security needs of an 

organization to protect their critical information from attacks. 

A well train staff and analysts are required to continuously 

monitor the system. 

OludeleAwodele, 2009 provides a multilayer 

approach in IDPS to monitor a single host. Multilayer 

approach consists of three layers. File Analyzer, System 

Resource Analyzer and Connection Analyzer. The advantage 

of this technique is that it provides both signatures based and 

anomaly-based detection and prevention. The drawback in 

Multilayer approach is that the IDPS require a large amount 

of memory to store the data of the system and network traffic. 

III. ALGORITHM 

A. AES Algorithm 

In December 2001, a symmetric-key block named as 

Advanced Encryption Standard (AES) was published by 

National Institute of Standards and Technology (NIST). It 

uses 128 -bit block size with the key size of 128, 192 or 256 

bits. As we are using AES-256 in this project. Each full round 

consists of 4 separate functions named as byte substitution, 

permutation, arithmetic operation over a finite field and XOR 

with a key. AES has been adopted by the U.S. government 

and is now used worldwide. The same key is used here for 

encrypting and decrypting data. This is known as a secret key. 

By using the same key, messages are encrypted by the sender 

and decrypted by the receiver. 

Asymmetric algorithms use different keys. One key 

which is known as yha public key is used for encryption and 

other keys which is known as private key used for decryption. 

Nowadays, no attack against AES exists. Therefore, AES is 

considered as one of the most preferred encryption standard 

high- security systems around the world.  A Public key is 

known to the public and the private key is known to the user. 

AES is most frequently used encryption algorithm. Today this 

algorithm is based on several substitutions, permutations and 

linear transformations. The Hash functions use a 

mathematical transformation to irreversibly "encrypt" 

information. It contains algorithms like Message Digest, 

Secure Hash Algorithm. 

B. Algorithm 

1) The First Step 

 AddRoundKey 

2) The Following Four Functions Are Periodically 

Repeated 

 SubByte 

 ShiftRow 

 MixColumn 

 AddRoundKey 
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3) Final Step 

 SubByte

 ShiftRow

 AddRoundKey 

 

C. Byte Substitution (Sub Bytes) 

The 16 input bytes are substituted by looking up a fixed table 

(S-box) given in design. The result is in a matrix of four rows 

and four columns. 

 
Fig. 2: Byte Substitution (Sub Bytes) 

D. Shift Rows 

Each of the four rows of the matrix is shifted to the left. Any 

entries that ‘fall off’ are re-inserted on the right side of row. 

Shift is carried out as follows 

 First row is not shifted. 

 Second row is shifted one (byte) position to the left. 

 Third row is shifted two positions to the left. 

 Fourth row is shifted three positions to the left. 

 The result is a new matrix consisting of the same 16 bytes 

but shifted with respect to each other. 

 

E. Mix Columns 

Each column of four bytes is now transformed using a special 

mathematical function. This function takes as input the four 

bytes of one column and outputs four completely new bytes, 

which replace the original column. The result is another new 

matrix consisting of 16 new bytes. It should be noted that this 

step is not performed in the last round. 

2  3  1  1 

1  2  3  1 

1  1  2  3 

3  1  1  2 

F. Addroundkey 

The 16 bytes of the matrix are now considered as 128 bits and 

are XORed to the 128 bits of the round key. If this is the last 

round then the output is the ciphertext. Otherwise, the 

resulting 128 bits are interpreted as 16 bytes and we begin 

another similar rou 

IV. SPLIT ALGORITHM 

In File splitting and clubbing algorithm, we will be splitting 

the file into different portions then encrypt of those split units 

are to be done and then store it on different cloud server by 

sharing over the cloud to another user. File clubbing or 

merging can be done with another file portion. The password 

is used here by an algorithm to encrypt the different file 

portions with a unique number that creates an encrypted file. 

Now the same password is used to decrypt the file to enable 

the feature of maximum security 

A. Algorithm 

The encryption is done through the following steps 

1) Step 1: Start the process 

2) Step 2: file name and password is accepted 

3) Step 3: The random number which is generated from the 

password is unique, as that will serve as a key 

4) Step 4: File and key are split into n parts. 

5) Step 5: The First split of the key is used to encrypt the 

first split of the file, the second split of the key to encrypt 

the second split of the file and so on. 

6) Step 6: All splits are Combine to get the file 

7) Step 7: Process is stop 

V. CONCLUSIONS 

In this paper, we propose a secure data storage strategy which 

can address the problems of traditional data protection, its 

methods and improving their security issue and reliability in 

cloud computing. The two mechanisms that are being 

followed here are -split algorithm and AES algorithm to 

provide data security in cloud storage. The function of 

preventing data from being hacked is done by the split 
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algorithm into different data units. Necessary security is 

provided by AES before uploading the data. 

VI. FUTURE SCOPE 

As mentioned their square measure several security 

algorithms that square measure presently employed in a cloud 

computing setting. Excluding this their square measure still 

there too several areas that need any enhancements like a lot 

of economical algorithms may be developed which may 

increase the safety level within the setting. In future we'll 

implement the advanced split formula during a cloud setting. 

I have discussed novel approach for security of 

authentication, but threshold cryptography divides secret and 

store in different server. 
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