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Abstract— Now a Day’s cloud computing is emerging field 

because of its performance high availability at low cost. 

Many services are provided to the client by cloud. Data store 

is main feature that cloud services provides to the big 

organization to store huge amount of data. Still many 

organizations are not ready to implement cloud-computing 

technology because of security issues. Such as Data loss, 

Authentication issue, Confidentiality etc. In This Paper, focus 

on security policies for Cloud storage Data Access.  
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I. INTRODUCTION 

Cloud computing is an architecture for providing computing 

service via the internet on demand and pay per use access to 

a pool of shared resources namely networks, storage, servers, 

services and applications, without physically acquiring them. 

Therefore, it saves managing cost and time for organizations. 

Many industries, such as banking, healthcare and education 

are moving towards the cloud due to the efficiency of services 

provided by the pay-per-use pattern based on the resources 

such as processing power used, transactions carried out, 

bandwidth consumed, data transferred, or storage space 

occupied etc.  

Cloud computing is a completely internet dependent 

technology where client data is stored and maintain in the 

data center of a cloud provider like Google, Amazon, 

Salesforce.com and Microsoft etc. Limited control over the 

data may incur various security issues  

In addition, threats which include data leakage, 

insecure interface, sharing of resources, data availability and 

inside attacks. 

 
                             Fig. 1: cloud model [15] 

II. CLOUD DEPLOYMENT MODEL 

A cloud deployment model represents a specific type of cloud 

environment, primarily distinguished by ownership, size, and 

access. 

There are four common cloud deployment models: 

1) Public Clouds 

2) Community Clouds 

3) Private Clouds 

4) Hybrid Clouds 

A. Public cloud 

Public Cloud is the most common and well-known 

deployment model. A Public Cloud is a huge data Centre that 

offers the same services to all its users. The services are 

accessible for everyone and much used for the consumer 

segment. Examples of public services are Facebook, Google, 

Amazon web Services, Microsoft Azure, Rackspace and 

LinkedIn. For consumers, Public Cloud offerings are usually 

free of charge, for professionals there is usually a pay-per-use 

pricing model. The Public Cloud is always hosted by a 

professional Cloud supplier. 

B. Private Сlоud 

A private сlоud infrаѕtruсturе is рrоviѕiоnеd fоr еxсluѕivе uѕе 

by a ѕinglе оrgаnizаtiоn соmрriѕing multiple соnѕumеrѕ (е.g., 

buѕinеѕѕ units). It mау bе оwnеd, mаnаgеd, аnd operated bу 

the оrgаnizаtiоn, a third раrtу, оr ѕоmе соmbinаtiоn of thеm, 

аnd it mау еxiѕt оn оr оff premises.[13] 

C. Community cloud 

The Community Cloud is a type of cloud hosting in whiсh thе 

setup iѕ mutually ѕhаrеd bеtwееn mаnу оrgаnizаtiоnѕ thаt 

bеlоng tо a раrtiсulаr community, i.e. bаnkѕ and trаding 

firmѕ. It iѕ a multi-tеnаnt ѕеtuр thаt is ѕhаrеd among ѕеvеrаl 

organizations thаt bеlоng to a ѕресifiс group which hаѕ 

ѕimilаr соmрuting apprehensions. The mаin intеntiоn оf thеѕе 

communities iѕ to асhiеvе thеir buѕinеѕѕ-rеlаtеd objectives. A 

community сlоud may bе internally mаnаgеd оr it can bе 

mаnаgеd by a third-party provider. It саn bе hosted externally 

or intеrnаllу. The cost iѕ ѕhаrеd bу thе specific оrgаnizаtiоnѕ 

within thе соmmunitу, hence, соmmunitу сlоud has cost 

ѕаving сарасitу.[13] 

D. Hybrid Cloud 

The Hybrid Cloud is a combination of both Private and 

Public. This setup is much used for large companies. Vital 

data is usually preferred in a Private Cloud and supporting 

services in Public, for instance search, email, blogs, CRM etc. 

In other words strategic applications are run separately. [14] 

III. CLOUD SERVICES 

Most cloud computing services fall into three broad 

categories: [16] 

http://whatiscloud.com/cloud_deployment_models/public_clouds
http://whatiscloud.com/cloud_deployment_models/community_clouds
http://whatiscloud.com/cloud_deployment_models/private_clouds
http://whatiscloud.com/cloud_deployment_models/hybrid_clouds
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1) Infrastructure as a service (IaaS) 

2) Platform as a service (PaaS) 

3) Software as a service (Saas).  

A. Infrastructure –as-a-service (Iaas) 

The most basic category of cloud computing services. With 

IaaS, you rent IT infrastructure—servers and virtual 

machines (VMs), storage, networks, operating systems—

from a cloud provider on a pay-as-you-go basis. 

B. Platform-as-a-service (Paas) 

Platform-as-a-service (PaaS) refers to cloud computing 

services that supply an on-demand environment for 

developing, testing, delivering and managing software 

applications. PaaS is designed to make it easier for developers 

to quickly create web or mobile apps, without worrying about 

setting up or managing the underlying infrastructure of 

servers, storage, network and databases needed for 

development.  

C. Software-as-a-service (SaaS) 

Software-as-a-service (SaaS) is a method for delivering 

software applications over the Internet, on demand and 

typically on a subscription basis. With SaaS, cloud providers 

host and manage the software application and underlying 

infrastructure and handle any maintenance, like software 

upgrades and security patching. Users connect to the 

application over the Internet, usually with a web browser on 

their phone, tablet or PC. 

IV. RELATED RESEARCH WORK 

 Diao Zhe, Wang Qinghong, Su Naizheng, Zhang Yuhan 

presented data security of cloud storage and to formulate 

security policy. Analysis of security Risk and Research on 

security strategy of user data.[1] 

An Xiaoguang, Lu Xiaofan describe all about 

background and knowledge of cloud security policies 

comparison between network security policies and cloud 

security policies. Also describe mapping of cloud security 

policies in multidimensional space and propose a policy 

conflict detection algorithm using multidimensional integer 

space.[2] 

Haoyong Lv, Yin Hu present concept and main 

features of cloud computing, and analyze security of cloud 

computing. Also describe some problem of cloud computing. 

And Proposed some security strategies.[6] 

Ran Shuanglin describe about cloud computing data 

security such as Authentication technology, Security 

Gateway Technology in the Cloud, Virtualization sensitive 

information. And Also Cloud based data Security strategy.[7]  

Sourya Joyee De, Asim K. Pal  propose a 

decentralized, dynamic and evolving policy-based security 

framework that helps an organization to derive such 

perceptions from knowledgeable and trusted employee roles 

and based on that, choose the most relevant security policy 

specifying the security measures necessary for outsourcing 

data and computations to the cloud.[3]  

Cristina Basescu, Catalin Leordeanu, Alexandru 

Costan Alexandra Carpen-Amarie, Gabriel Antoniu   propose 

a generic security management framework allowing 

providers of Cloud data management systems to define and 

enforce complex security policies. This security framework 

is designed to detect and stop a large array of attacks defined 

through an expressive policy description language and to be 

easily interfaced with various data management systems. [8]  

Randeep Kaur, Supriya Kinger  discuss number of 

existing techniques used to provide security in the field of 

cloud computing on the basis of  different parameters such 

techniques are Symmetric like DES, BLOWFISH, RC5, 

3DES, AES and Asymmetric like RSA,DSA ,Diffie-

Hellman, EI Gamal.[5] 

Shakeeba S. Khan, Prof. R. R. Tuteja proposed RSA 

and DES as a Multilevel Encryption and Decryption 

algorithm. Multilevel provide more security than single level 

Encryption.[4] 

Varsha D. Mali  Implement to protect the privacy of 

data it is stored in the cloud , cryptographic Role based access 

control. This paper Ensure that data can be accessed by only 

those who are allowed by access polices. [10]  

Rushikesh Nikam , Manish  Potey  focus on cloud 

security issues such as confidentiality and access control. 

Used CP-ABE technique for provide Confidentiality and 

provide user Authentication with MFA.[11] 

V. PROBLEM STATEMENT 

A. Basic problems in cloud computing 

 Data loss/Leakage 

 Difficult to evaluate reliability 

 Authentication mechanism are weak 

 Confidentiality 

 Unsafe API 

B. Use of cloud computing 

In cloud computing there are so many cloud storage security 

policies proposed and applied in current scenario, this 

research work is about analyzing and improvising the current 

security policies for the improvement of the cloud 

environment.  

VI. CONCLUSION  

Cloud Computing is very broad field and it is still growing. 

Research on which we are working is present in the market 

but we can achieve Confidentiality and Access Control. In 

this paper, some introduction about Cloud Security and its 

models. Confidentiality and Access Control is the main 

security issues cloud model. Related work is described. 

Basically some basic information about Cloud Security and 

its Models are given in this paper. 
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