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Abstract— A Mobile Ad-hoc Networks (MANETs) is a 

wireless network that has no fixed access point (or) 

centralized infrastructure.  MANETs can change locations 

and configure itself because MANETs have both fixed and 

mobile nodes. In the existing method, by grouping the nodes 

and using the similarity of the information, malicious nodes 

are detected and identified based on the information among 

the groups and eventually malicious nodes are separated.  In 

MANETs, if a normal node becomes an attacker, the 

malicious node tries to disrupt the operations of the system.  

The main drawback in the above existing method that it 

doesn’t address the critical Liar Nodes (LNs) responsible for 

the network insecurity. In this proposed work, malicious 

nodes are identified by the top-k-query processing methods 

and the liar nodes are identified by the message authentication 

code separately. In this method it consumes more time in 

terms of minutes. So we use the technique such as Weighted 

trust evaluation scheme to identify both the malicious and liar 

nodes simultaneously. Trust value is taken as the common 

factors to identify both the malicious and liar nodes 

simultaneously. When the trusted value is lower than the 

threshold value, then it is identified as the malicious nodes.  

When the trusted value is greater than the threshold value, it 

is then represented as the liar nodes. After the identification 

and the removal of the malicious and liar nodes, the message 

can be sent with more security by using the RSA algorithm 

and Secure Hashing Algorithm. To analyse the following 

parameters such as Packet Delivery Ratio (PDR), Energy 

consumption, Throughput, Packet loss and time delay were 

simulated through Network simulator-2 (NS-2). In the 

proposed work, the output produced promising results to 

identify and eliminate the problematic nodes and thereby 

improving security.    

Key words: Ad-Hoc Networks, Malicious Nodes, Attacker, 

Liar Nodes, Query Processing 

I. INTRODUCTION 

A wireless ad- hoc network is a broadcast type of wireless 

network.  The network is Ad- hoc because it does not rely on 

a pre-existing infrastructure, such as routers in wired 

networks or access points in managed (infrastructure) 

wireless networks. Ad-hoc networks do not have a certain 

topology or a central coordination point. Therefore, sending 

and receiving packets are more complicated than 

infrastructure networks. 

Nowadays, with the immense growth in wireless 

network applications like handheld computers, PDAs and cell 

phones, researchers are encouraged to improve the network 

services and performance. One of the important issues in 

wireless Ad-hoc networks is supporting mobility in Mobile 

Ad-hoc Networks (MANETs). The mobility of nodes in 

MANETs increases the complexity of the routing protocols 

and the degree of connection’s flexibility. Mobile Ad- hoc 

Networks (MANETs), nodes are equipped with wireless 

transmitters and receivers, which may be highly directional, 

omni directional, probably steerable, or some combination. 

Recently, there has been an increasing interest in MANET, 

which is constructed by only mobile nodes.  Since such self-

distributed networks do not require pre-existing base stations, 

they are expected to apply to various situations such as 

military affairs and rescue work in disaster sites. In MANETs, 

since each node has poor resources (i.e., the communication 

bandwidth and the battery life of mobile nodes are limited), it 

is effective to retrieve only the necessary data items using 

query, in which data items are ordered according to a 

particular attribute score. On the other hand, in MANETs, if 

a normal node becomes malicious and liar nodes owing to an 

attack from outside the network, the malicious node and liar 

nodes tries to disrupt the operations of the system.  In this 

case, the user whose network contains the problematic nodes 

will typically continue to operate the system normally, 

unaware of the threat, while the problemetic nodes may 

execute a variety of attacks (e.g. Denial of Service (DoS) 

attack such as blackhole attack).  

II. RELATED WORK 

 W.T.Balkey et al. [1] suggested the advantages of best top-k 

queries in the context of distributed peer-to-peer information 

infrastructures and show how to extend the limited query 

processing in current peer-to-peer networks by allowing the 

distributed processing of top-k queries, while maintaining a 

minimum of data traffic. 

Kejun Liu et al. [2] focus on the nodes which drop 

the information to send forward considered as a malicious 

nodes. Specifically, nodes may participate in the route 

discovery and maintenance process but refuse to forward data 

packets. To detect such misbehavior and more efficient 

detection process, the 2ACK technique is analysed. The main 

idea of the 2ACK scheme is to send two-hop 

acknowledgement packets in the opposite direction of the 

routing path. 

Minji Wu et al. [3] exploits the semantics of top-k 

query and developed an energy-efficient monitoring 

approach called FILA. The basic idea is to install a filter at 

each sensor node to suppress unnecessary sensor updates. 

Filter setting and query re-evaluation upon updates are two 

fundamental issues to the correctness and efficiency of the 

FILA approach. They develop a query re-evaluation 

algorithm that is capable of handling concurrent sensor 

updates and also present optimization techniques to reduce 

the probing cost. 

R.Zhang et al. [4] suggested three schemes whereby 

the network owner can verify the authenticity and 

completeness of fine-grained top-k query results in tired 
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sensor networks, which is the first work of its kind. This 

schemes are built upon symmetric cryptographic primitives 

and force satisfied master nodes to get both authentic and 

complete query results to avoid being caught.  

P.Dewan et al. [5] developed reputation systems for 

peer-peer networks to protect the network without using any 

central component, and thereby harnessing the full benefits of 

the peer-peer network. The reputations of the peers are used 

to determine whether a peer is a malicious peer (or) good 

peer. Once detected, the malicious nodes are obstracized from 

the network as the good nodes do not perform any 

transactions with the malicious peers. This technique allows 

secure exchange of reputation information between the two 

peers participating in a transactions. 

Jing Shi et al. [6] developed a two-tier sensor 

network with resource-rich nodes at the upper tier and 

resource-poor sensor nodes at the lower tier. Master nodes 

collect data from sensor nodes and answer the queries from 

the network owner. The reliance on master nodes for data 

storage and query processing raises serious concern about 

both data authentication and query-result correctness. 

Yao-Tung Tsou et al. [7] suggested each sensor is 

provided with multiple sensing capabilities periodically 

forwards the multidimensional sensed data to the storage 

node, which responds to the queries. Unfortunately, node 

compromises the great challenge of securing the data 

collection. The sensed data could be leaked to or could be 

manipulated by the compromised nodes. 

Y.Sasaki et al. [8]   proposed a two-phase query 

processing method for top-k query processing. In this 

method, the query-issuing node collects the information of 

scores of data items held by each node in the first phase. 

Based on the received information, it determines the 

threshold of the score, i.e., the estimated k-th highest score. 

Then, in the second round, the query-issuing node transmits 

a query attached with the threshold, and each node that 

received the query sends back only its own data items whose 

scores are equal to or larger than the threshold. This can 

further reduce the traffic and also keep high accuracy of the 

query result. 

Baljeet Malhotra et al. [9] discussed the importance 

of underyling structure and proposed the use of Dominating 

Set Tree (DST) for processing the top-k queries. Leveraging 

on Access Points (APs). The properties of a DST they 

proposed a new algorithm, EXTOK and proved its 

correctness. Simulation, using real and synthetic data sets, 

revealed the effectiveness and superior efficiency of the 

combination EXTOK-DST for processing the top-k queries 

in WSN. 

Rui Zhang et al. [10] took multidimensional range 

queries as an example to investigate secure cooperative data 

storage and query processing in UTSNs. They present a suite 

of novel schemes that can ensure data confidentiality against 

master nodes and also enable the network owner to verify 

with very high probability the authenticity and completeness 

of any query result by inspecting the spatial and temporal 

relationships among the returned data and the performance 

evaluations confirm the high efficacy and efficiency of the 

proposed schemes. 

III. PROPOSED METHOD 

A. Query Processing Methods 

In our proposed query processing method, the query issuing 

node first floods a query over the entire network, and each 

node receiving the query stores information on all possible 

routes to the query- issuing node.  Then, each receiving node 

replies with data items with the k highest scores to two 

neighbor nodes.  In addition, every node includes, in its reply 

message, information on the reply message forwarding routes 

which consist of pairs of sender node and next node IDs.  

Based on this attached information, the query- issuing node 

can detect an attack occurring along a reply message route.  

In MANETs, since the network topology dynamically 

changes due to the mobility of nodes, radio link 

disconnections can occur between nodes. Therefore, if a node 

detects a radio link disconnection along one of its two reply 

routes, it sends back the data items to a different node, to 

which those data items have not yet been sent, to ensure that 

they are sent back along two different routes.   In our 

proposed problematic node identification method, a query- 

issuing node that detects a DRA narrows down the malicious 

node candidates based on the received reply messages. Then, 

the query- issuing node determines whether a given reply 

message sent back by a malicious node candidate includes 

replaced data items or not, by sending inquiries to nodes 

receiving reply messages from this candidate. 

 
Fig. 3.1: Architecture Diagram 

In this way, the query- issuing node can identify the 

attacker.  Here, each node tends to identify the neighboring 

malicious nodes, but hardly identify the malicious nodes 

which are far from it. Therefore, nodes share the information 

on identified malicious nodes to detect the malicious nodes 

quickly. Specifically, after each node identifies malicious 

nodes, it floods the information on the identified malicious 

nodes within the network. When each node has received a 

certain number of queries, it performs malicious node 

identification procedures based on the received information. 

Specifically, it divides nodes into relevant groups based on 

similarities of the information on malicious nodes detected by 

those nodes, and then identifies malicious nodes based on the 

results of malicious node identifications by these groups. 

Liar nodes which provides the false information can 

be identified by the False Notifcation Attacks 

(FNA).Malicious and Liar nodes can be identified by the 

following steps: 

1) Step 1: 

In our proposed system, the MANET nodes are initialized 

with basic configuration of node. 
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2) Step 2: 

While concentrating ‘Ad-hoc’ network we have created 

dynamic topology with the nodes. 

3) Step 3: 

Nodes are initialized as per the topology as well as working 

behavior. 

4) Step 4: 

User can select the sender and receiver where the secured 

communication is important.  

5) Step 5: 

Each node floods QUERY messages to its neighbor nodes 

and the source node. 

6) Step 6: 

Top-k Query gives Victim score for all possible types of 

nodes with respect of source node. 

7) Step 7, 8 & 9: 

Source node sends data to every node for recheck the 

misbehaving function in the network. 

8) Step 10, 11 & 12: 

To detect falsification of malicious node, average score 

obtained from all nodes about malicious node list and it 

detects the good node from that malicious node list. 

Intimating the malicious nodes list to all other nodes. 

 
Fig. 3.2: Flow Chart 

B. Weighted Trust Evaluation Technology 

1) Network Architecture 

It is a three-layer graded network architecture, which consists 

of three types of sensor nodes similar to the architecture  

 Low-power “Sensor Nodes (SN)" with limited 

functionality; 

 Higher-power “Forwarding Nodes (FN)" that forward 

the data obtained form sensor nodes to upper layer; 

 “Access Points (AP)", or called “Base Stations (BS)” that 

detour data between Ad-hoc networks and the wired 

framework. 

In contrast to each sensor nodes in flat ad hoc sensor 

networks, sensor nodes in the lower layer of this hierarchical 

network do not offer multi- hop routing capability to its 

neighbors. A number of Sensor Nodes (SNs) are methodized 

as a group and guarded by a higher layer node, the 

Forwarding Node (FN). Therefore, each sensor node only 

communicates with its FN and provide on the second layer at 

top the sensor node layer and offers multi-hop routing 

capability to SNs or other FNs. We assume the FNs are 

trustful and won’t be compromised. We also assume the APs 

are trustful, otherwise the adversary can inject any data 

without been detected. APs are located on the highest layer in 

a wireless network, and have both Ad-hoc and wired 

interfaces. APs provide multi-hop routing for packets from 

SNs and FNs within radio range, inclusion to routing data to 

wired networks. APs also have the functionality of 

forwarding control information from wired networks to all 

the nodes. 

 
Fig. 3.3: Flow Chart 

This graded network can also be considered as a 

distributed information gathering system. SNs gather 

information and address to its FN. Based on the information 

collected from SNs, FNs compute the aggregation result and 

commit the information to APs. However, since SNs may be 

negotiate and address forge information, it is important for 

FNs to verify the correctness of the information collected 

from SNs. Similarly, it is also desired that APs possess the 

ability of verifying the committed information. Table 1 

summarizes the symbolic notation used throughout this 

paper. 

Symbol  Meaning 

SN  Sensor Node 

FN  Forwarding node 

AP  Access point 

BS  Base station 

Wn  Weight range 

E  Aggregation result 

Un  A sensor node’s output 

θ  Weight penalty ratio 

rn  The ratio of sensor nodes in a cluster 

  sending different report to the FN 

Table 3.1: Symbolic notations 

C. Malicious Nodes and Liar nodes Detection 

As mentioned earlier, sensor nodes in sensor networks are 

usually positioned in hostile environments such as 

battlefields. Consequently a sensor node may be 

compromised or out of function and then provides wrong 

information that may mislead the whole network. This 
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problem is called as the Byzantine problem. For example, a 

compromised sensor node (malicious node) can continually 

address wrong information to higher layers. The aggregator 

(FN or AP) in higher layer may make a wrong aggregation 

result due to the effect of the malicious node. It is therefore a 

critical issue in sensor networks to detect malicious nodes in 

spite of such Byzantine problem. 

 
Fig. 3.4: A weight based network for hierarchical sensor 

network. 

As the first step toward the solution to the problem, 

we model it into a weight-based network as shown in Figure 

2. The network is adapted in the architecture between a group 

of sensor nodes and their forwarding node. As shown in the 

figure, a weight W is input to each sensor node. The FN 

collects all information provided by SNs and calculates an 

aggregation result using the weight assigned to each SN: 

    (1) 

Where E is the total result and Wn is the weight 

ranging from 0 to 1. An essential concern is about the 

definition of sensor node’s output Un. In practice, the output 

information Un may be “false” or “true” information or 

continues numbers such as temperature reading. Thus the 

characterization of output Un is usually depending on the 

application where the sensor network is used. 

The concern is to amend the weight of each sensor 

node based on the correctness of information. Amending the 

weight of each sensor node has two purposes. First, if a sensor 

node is satisfied (becomes a malicious node) and repeatedly 

sends its report inconsistent with the final decision, its weight 

is likely to be decreased. Then if a sensor node’s weight is 

lower than a specific threshold, we can pinpoint it as a 

malicious node. Second, the weight also decides how much a 

report may contribute to the final decision. This is acceptable 

since if the report from a sensor node tends to be incorrect, it 

should be counted less in the final decision. 

This logic is reflected in the following equation. 

WN= {Wn- θ* rn         if ( Un=E ) 

        {Wn                        elsewise 

Where θ is a weighted penalty ratio. When the 

output of a sensor node s is inconsistent with the final result, 

its weight is reduced by the weight penalty θ multiplying rn. 

The number rn is defined as: 

Rn=m/s      (3) 

Where m is the number of nodes in the cluster 

sending different report to the FN, and s is the total number 

of nodes in the cluster under the same FN. 

An optimal θ value is essential in our WTE 

mechanism since it affects the detection time and the 

accuracy of the algorithm. In addition, due to various 

definitions of output information (Un) as mentioned above, 

the consistence determination, which decides whether a 

node’s output is consistent with the final result, is also 

application-dependent. For example, it is easy to determine 

the consistence for a “false” or “true” output. However, for a 

continuous number of Un like temperature reading, the 

probability distribution function could be used to determine 

the consistency of the output information from all sensor 

nodes. Based on updated weights, the source node is able to 

detect a node as a malicious node if its weight is lower than a 

specific threshold and liar node if its weight is higher than a 

specific threshold. 

IV. PROPOSED ALGORITHM 

A. Rivest-Shamir-Adleman Algorithm (RSA) 

Ron Rivest, Adi Shamir, and Leonard Adleman popularized 

an asymmetric algorithm. Asymmetric algorithm means it 

uses two different keys (i.e) public and private key.  Public 

key is given to everyone and the private key is kept private.  

Most importantly, RSA contrivance a public-key 

cryptosystem, as well as digital signatures. RSA is motivated 

by the published works of Diffie and Hellman.   

 
Fig. 4.1: RSA Algorithm 

The process of exchange the session key: 

 A uses RSA asymmetric algorithm to generate their own 

public key (n, e) and the private key (n, d) and sends the 

information to B that contains the public key (n, d) and 

ID of A 

 B gets the session key k and uses the public key encrypt 

the message to A,  me mod n. 

 A uses his private key to decrypt the Cd mod n, then can 

get K. In this way, A and B can communicate with 

symmetric encryption algorithm which was symetrric 

and the session key K. 
The RSA security depends on the computational 

difficulty of factoring large integers.  As power of measure 

increases and more efficient factoring algorithms are 

introduced, the ability to factor larger and larger numbers also 

increases.  Obviously the longer a number is the harder is to 

factor, and so the better the security of RSA. Strength of 
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encryption is directly tied to key size, and key length is 

doubled delivers an exponential increase in strength, although 

it does debase performance.  RSA keys are commonly 1024 

or 2048 bits long, but experts believe that 1024 bit keys could 

be broken in the future.  The main advantages in using 

extremely long keys is the computational overhead involved 

in encryption/ decryption.  The main drawback is only if a 

new factoring technique arises that requires keys of such 

lengths to be used that important  key length increases much 

faster than the  average speed increase in computers utilizing 

the RSA algorithm.   

B. Secure Hashing Algorithm 

A hashing algorithm is a mathematical function that compress 

data to a fixed size.  Hashes are convenient for situations 

where computers may want to identify, compare, or otherwise 

run calculations against files and strings of data.   It is easier 

for the computer to first measure a hash and then compare 

them than it would be to compare the original files.  One of 

the key properties of hashing algorithms is determinism.  

Hashing algorithms are used in all sorts of ways – they are 

used for password storing, in computer vision, in databases.  

The most important factors for cryptographic hash algorithms 

is that they produce irreversible and unique hashes.  

1) SHA-0: 

A retronym applied to the original adaptation of the 160-bit 

hash function published in 1993 under the name “SHA”. It 

was detached shortly after publication due to an undisclosed 

“significant flow” and replaced by the slightly revised version 

of SHA-1. 

2) SHA-1:  

A 160-bit hash function which is similar to the Message 

Digest (MD) 5 algorithm. This was described by the National 

security agency to be part of the digital signature. 

3) SHA-2: 

A family of two identical hash functions with different block 

sizes known as sha-256 and sha-512. They differ in word size. 

4) SHA-3: 

A hash function formerly called keycap, chosen in 2012 after 

a public competition among non NSA- designers. It supports 

the same hash length as SHA-2 and its internal structure 

differs extremely from the rest of the SHA family. 

C. Algorithm Steps: 

1) Step 1: Append Padding Bits….  

Message is padded with a 1 and as many 0’s as important to 

bring the length of the message to 64 bits fewer than an even 

multiple of 512. 

2) Step 2: Append Length.... 

 64 bits are appended to the end of the padded message. These 

bits hold the binary format of 64 bits indicating the length of 

the original message. 

3) Step 3: Prepare Processing Functions….  

SHA1 requires 80 processing functions defined as: 

f(t;B,C,D) = (B AND C) OR ((NOT B) AND D) ( 0 <= t <= 

19)  

f(t;B,C,D) = B XOR C XOR D (20 <= t <= 39) 

f(t;B,C,D) = (B AND C) OR (B AND D) OR (C AND D) 

(40<=59)   

f(t;B,C,D) = B XOR C XOR D (60 <= t <= 79)  

4) Step 4: Prepare Processing Constants.... 

SHA1 requires 80 processing constant words defined as: 

K(t) = 0x5A827999   ( 0 <= t <= 19)  

K(t) = 0x6ED9EBA1  (20 <= t <= 39)  

K(t) = 0x8F1BBCDC   (40 <= t <= 59)  

K(t) = 0xCA62C1D6  (60 <= t <= 79)  

5) Step 5: Initialize Buffers….  

SHA1 requires 160 bits or 5 buffers of words (32 bits): 

H0 = 0x67452301  

H1 = 0xEFCDAB89 

H2 = 0x98BADCFE 

H3 = 0x10325476 

H4 = 0xC3D2E1F0   

6) Step 6: Pseudo Code….  

For loop on k = 1 to L 

(W(0),W(1),...,W(15)) = M[k] /* Divide M[k] into 16 words  

For t = 16 to 79 do:  

 W(t) = (W(t-3) XOR W(t-8) XOR W(t-14) XOR W(t-16)) 

<<< 1  

 A = H0, B = H1, C = H2, D = H3, E = H4  

 For t = 0 to 79 do 

TEMP = A<<<5 + f(t;B,C,D) + E + W(t) + K(t) E = D, D = 

C,  

C = B<<<30, B = A, A = TEMP  

 End of for loop  

H0 = H0 + A, H1 = H1 + B, H2 = H2 + C, H3 = H3 + D, H4 

= H4 + 

Output:  

H0, H1, H2, H3, H4, H5: Word 

buffers with final message digest. 

V. SIMULATION EXPERIMENTAL RESULTS 

Parameter Values 

Simulation area 700*700 

Number of nodes 47 

Number of malicious nodes 5 

Number of liar node 1 

Average speed of nodes 0–25 meter/second 

Mobility model Random waypoint 

Number of packets sender 40 

Constant bit rate 2 (packets/second) 

Packet size 512 bits 

Node beacon interval 0.5 (seconds) 

Transmission range 300 meters 

Initial energy/node 100 joules 

Antenna model Omni directional 

Simulation time 180 sec 

Table 5.1: Simulated Parameters 

MESSAGE:  My name is Gangadevi. I am fourth semester 

PG communication student. Presently I am undergoing 

phase-2 of my project using NS-2 Package. 

NUMBER OF PACKETS:  2 

NUMBER OF BYTES:  44 Bytes 

NUMBER OF BITS    : 352 bits. 

TIME CONSUMPTION: 850 ms (SHA) 
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Fig. 5.1: Entering the message 

Figure 5.1 displays the message to be sent. Here the 

message is My name is Gangadevi. I am fourth semester PG 

communication student. Presently I am undergoing phase-2 

of my project using NS-2 Package. 

 
Fig. 5.2: Selection of source and destination 

Here the source is selected as node 0 and destination 

is selected as node 41 to transmit the above given message. 

 
Fig. 5.3: Node floods query to neighbouring nodes 

Processing action with each and every nodes are 

described in the figure 5.3 

 
Fig. 5.4: Identification of malicious nodes 

Here the malicious nodes are identified one after     

the other using the victim score values.       

 
Fig. 5.5:Identification of liar nodes 

After the identification of malicious nodes, based on 

the message authentication code liar nodes are identified. 

Here the malicious and liar nodes are identified one after the 

other using two different techniques. 

 
Fig. 5.6: Simultaneous identification of malicious and liar 

nodes. 

Here we use the same technique such as weighted 

trust evaluation schemes to simultaneously identify both the 

malicious and liar nodes in order to reduce the time 

consumption. Trust value is taken as the common factor to 

identify both the problematic nodes simultaneously. 
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A. Parameter Comparison Throughput: 

 
Fig. 5.7: Throughput comparison 

Throughput is the total number of packets delivered over the 

total simulation time. It is found to be more in SHA algorithm 

than in the RSA algorithm. 

B. Packet Loss 

 
Fig. 5.8: Packet loss comparison 

When one or more packet of data travelling across a network 

fail to reach their destination. Packet loss is more in RSA 

algorithm than in the SHA algorithm. 

C. Packet Delivery Ratio 

 
Fig. 5.9: Packet delivery ratio comparison 

Packet delivery ratio is the ratio of data packets received by 

the destination to those generated by the source. It is found to 

be more in SHA algorithm than in the RSA algorithm. 

D. Energy Consumption 

 
Fig. 5.10: Energy consumption comparison 

Energy consumption is the amount of energy or power being 

used. As the energy consumption is more in the RSA 

algorithm, SHA algorithm benefits over the RSA algorithm. 

VI. CONCLUSION 

Malicious and liar nodes will result in the lack of security 

factor. So malicious and liar nodes are identified one after the 

other by two different techniques and then simultaneously by 

using the Weighted trust evaluation scheme in order to 

minimize the time. In removing these nodes will improve the 

security factor. Then the parameters such as Throughput, 

packet delivery ratio, Energy consumption, packet loss were 

compared with RSA and SHA algorithms. SHA algorithm 

found to produce the better performance and results. 
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