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Abstract— The project entails facilitating better healthcare 

services using NFC enabled devices. The NFC enabled 

devices offer an easy and secure way for self-reporting of 

health status information. The project involves use of NFC 

tag. NFC is used to collect important information about the 

patient such as the blood sugar count, pulse rate, ECG etc. 

Thus the doctor can access the patient’s data through just a 

tap. Medical data is confidential information that must not be 

openly be available to anyone with physical access to the 

storage media. We are making a technology to provide secure 

and quick access to medical information. It is very important 

for the treating doctor to properly document the patient under 

his care. Medical reports form an important part of the 

patient. It is important for the doctors and medical 

establishments to properly maintain the records of patient. It 

will help them in the scientific evaluation of their patient 

profile, helping in analyzing the treatment results, and to plan 

treatment protocols. Medical records include a variety of 

documentation of patient's history, clinical findings, 

diagnostic test results, preoperative care, operation notes, 

post-operative care.  
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I. INTRODUCTION 

Our aim is to create a system that can use NFC to give a 

person a unique id that can never be erased and will prove to 

identify a person. We want to create a system which will help 

India & its government to digitize the country. Also to create 

a system that can use NFC to reduce the paper work required 

during the registration of the patient and also eliminates the 

disadvantages of using RFID based systems. 

It is very important to maintain efficient software to 

handle information of a patient. This application provides a 

way to record this information and to access these in a simple 

way. 

Bio-hacking is the near future where humans will be 

implanting devices, sensors and other electronic hardware in 

the body for enhancing and improving human capabilities and 

for various other purposes. This project aims to use bio-

hacking and make an application which can be used to store 

all the medical history of a person and provide each person a 

unique identification. Also we aim to extend the use of the 

implanted tag to various applications in the future. 

The planned Near Field Communication (NFC) tag 

is supposed to hold emergency data. Near Field 

Communication (NFC) technology to provide secure and 

quick access to medical information. The tags can be placed 

inside the body. Thus, the doctor can access the patient’s data 

through just a tap. Medical data is confidential information 

that must not openly be available to anyone with physical 

access to the storage media. We make a technology to provide 

secure and quick access to medical information. 

 

Similar to RFID tags, NFC tags can be attached to 

objects, and store information about these objects [2]. 

However, NFC tags do not require specialized readers to read 

the stored information. As an alternative, an NFC tag can be 

read by a cell phone, which makes this technology user-

friendly. A large number of current smartphones come with 

NFC built-in [6].  The NFC tag used in this project is xNT 

NFC tag[NTAG216].It is a 2x12mm cylindrical bio-

compatible implant package. It is compatible with all ISO 

14443A RFID systems and fully NFC Type 2 compliant. It 

contains 7 byte UID and 880 bytes of user read/write 

memory. 

 
Fig. 1: NFC Tag (2x12mm cylindrical implant package) 

II. RELATED WORK 

Digital Medical Records are now replacing Paper Medical 

Records which is now considered a key initiative in the 

Healthcare industry. It is because hard copies of medical 

records are easily lost and damaged and also disappears in 

case of emergencies. They are often incomplete with 

incorrect or missing information. Doctors therefore end up 

duplicating tests, making uninformed decisions and delaying 

care. Attempts have been made using both RFID and NFC 

technologies to convert them into digital formats[1]. 

The NFC based system is used to store copies of the 

reports generated by the doctor and display them the next 

time visiting the doctor. Whereas, the RFID based system 

provided a wider scope to store and retrieve the medical 

records of the patients but it was a desktop bound software 

and required scanner to process the RFID tags, which led to 

low portability and data access became obsolete for an on-site 

attendant in case of an accident. 

NFC is a comparatively novel wireless 

communication technology that is primarily used for mobile 

payment and ticketing applications involving smart cards or 

mobile devices [3]. It is a short range high frequency wireless 

communication technology that allows data exchange 

between devices that are about four inches apart [5].  Due to 

the majority of NFC applications using sensitive data, e.g., 

personal details, a comparatively large body of scientific 

literature deals with security aspects in NFC applications. 

cryptographic challenge-response protocol, in which a tag’s 

reader sends a challenge to the tag. The tag then signs this 

challenge with a private key, stored on the tag, and sends the 

signature to the reader. The reader verifies the signature using 
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the corresponding public key, and thus can determine whether 

or not the tag is legitimate. 

III. PROPOSED APPROACH 

In this project there will be a NFC tag which consists of a 

unique id and this tag will be implanted in the patient’s hand 

in between the index finger and thumb as show in fig . There 

will be different applications for the doctor and the user and 

this will be controlled by an Administrator. The administrator 

registers the doctor and user’s on the app with all the basic 

information filled. The doctor and user can then login to their 

respective app’s using the username and password. 

 
Fig. 2: X-Ray depicting the actual implantation 

The doctor can scan a patient’s tag and can view the 

previous medical history of the patient. The application will 

also allow the doctor to prescribe new treatments, upload new 

reports of the patient or view the previous prescriptions and 

reports. This will ease the load of maintaining medical 

records and documentation and will lead to good and accurate 

treatments provided in case of emergencies. 

The user can view his own profile, prescriptions and 

reports. The user can also scan another user’s tag and see the 

basic information such as name, address, emergency contacts 

so as to provide help in case of emergencies. 

IV. FUTURE SCOPE AND APPLICATIONS 

In the near future this project can be extended to various fields 

like banking and payments where the person’s banking data 

would be linked to his unique id and using which the person 

can either make payments from any of his accounts anywhere 

anytime by just a tap and also this project can be used to 

replace the traditional debit cards and allow user to withdraw 

cash from any of his account just by tapping his hand on the 

NFC reader. 

Also this tag can be used to authenticate a user as 

every user will have a unique id. This will help in applications 

like smart homes, security of mobile devices and PC’s, 

identifying a person at various places like airports, railway 

stations, etc. 

In this way this project will make way for various 

new applications and has a great scope for advancements and 

improvements in the future and will be a big step towards 

adapting bio-hacking in our lives. 

V. DISCUSSION AND CONCLUSION 

Near Field Communication has already begun to shape the 

future of electronic gadgets in people’s life. As the prices of 

chip manufacturing falls, the likelihood is that NFC-enabled 

mobile phones will become standard and their applications 

will become a part of life. A paperless system which will 

make the Identification of a person more easy and authentic. 

Use of NFC tags increase authenticity of data as they cannot 

be overwritten. 
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