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Abstract— we propose a two-factor information security 

protection mechanism with issue revocability for cloud 

storage system. Our system permits a sender to send an 

encrypted message to a receiver through a cloud storage 

server. The sender only needs to know the identity of the 

receiver however no different data (such as its public key or 

its certificate). The receiver has to possess 2 things so as to 

decrypt the ciphertext. The primary factor is his/her secret 

key hold on within the pc. The second factor could be a 

distinctive personal security device that connects to the pc. It 

is impossible to decrypt the ciphertext without either piece. 

Additional significantly, once the safety device is stolen or 

lost, this device is revoked. It can’t be used to decrypt any 

ciphertext. This could be done by the cloud server which is 

able to immediately execute some algorithms to vary the 

existing ciphertext to be undecryptable by this device. This 

method is totally clear to the sender. Furthermore, the cloud 

server cannot decrypt any ciphertext at any time. The security 

and efficiency analysis show that our system isn’t only secure 

however additionally sensible. 

Key words: Sensitive Data, Two-Factor, Factor Revocability, 

Privacy-Preserving, Security, Cloud Computing 

I. INTRODUCTION 

The data shared in cloud servers, usually contains user’s 

sensitive/private information and needs to be well protected. 

As the ownership of the data and administration of them is 

separated, the cloud servers may migrate or duplicate user’s 

data to other cloud servers or share them in cloud searching. 

Therefore, it is a big challenge to protect the privacy of shared 

data in cloud, especially in cross-cloud and big data 

environment. In order to meet this challenge, it is necessary 

to design a solution to provide user-defined authorization 

period and also provide fine grained access control during this 

period. The shared data should be self-destructed after the 

user defined expiration time. 

Our system is an IBE (Identity-based encryption)-based 

mechanism. 

1) That is, the sender solely must know the identity of the 

receiver so as to send an encrypted knowledge 

(ciphertext) to him/her. No other information of the 

receiver (e.g., public key, certificate etc.) is needed. Then 

the sender sends the ciphertext to the cloud wherever the 

receiver will transfer it at any time. 

2) Our system provides two-factor encoding protection. In 

order to decode the information hold on within the cloud, 

the user must possess 2 things. First, the user must have 

his/her secret key that is hold on in the pc. Second, the 

User must have a unique personal security device which 

can be used to connect to the pc (e.g., USB, Bluetooth 

and NFC). It’s impossible to decrypt the ciphertext 

without either piece. 

3) A lot of significantly, our system, for the primary time, 

provides security device (one of the factors) revocability. 

Once the protection device is taken or reportable as lost, 

this device is revoked. That is, using this device will no 

longer decode any ciphertext (corresponding to the user) 

in any circumstance. 

The cloud can now execute some algorithms to alter the 

present ciphertext to be un-decryptable by this device. 

While the user must use his new/replacement device 

together with his secret key to decode his/her ciphertext. 

This method is totally transparent to the sender. 

II. LITERATURE SURVEY 

A. Divertible Protocols & Atomic Proxy Cryptography 

First, we have a tendency to introduce the notion of 

divertibility as a protocol property as hostile the present 

notion as a language property. We have a tendency to provide 

a definition of protocol divertibility that applies to 

discretionary 2-party protocols and is compatible with 

Okamoto and Ohta’s definition within the case of interactive 

zero-knowledge proofs. Different vital examples falling 

below the new definition area unit blind signature protocols. 

We propose a sufficiency criterion for divertibility that's glad 

by several existing protocols and that, surprisingly, 

generalizes to hide many protocols not commonly related to 

divertibility (e.g., Diffie-Hellman key exchange). Next, we 

have a tendency to introduce atomic proxy cryptography, 

within which an atomic proxy operate, in conjunction with a 

public proxy key, converts ciphertexts (messages or 

signatures) for one key into ciphertexts for one more. Proxy 

keys, once generated, are also created public and proxy 

functions applied in untrusted environments. We have a 

tendency to gift atomic proxy functions for discrete-log-based 

coding, identification, and signature schemes. It’s not clear 

whether or not atomic proxy functions exist generally for all 

public-key cryptosystems. Finally, we have a tendency to 

discuss the link between divertibility and proxy 

cryptography. 

B. Certificate less Public Key Cryptography 

This paper introduces and makes concrete the construct of 

certificateless public key cryptography (CL-PKC), a model 

for the utilization of public key cryptography that avoids the 

inherent written agreement of identity-based cryptography 

and however that doesn't need certificates to ensure the 

believability of public keys. The shortage of certificates and 

therefore the presence of an adversary WHO has access to a 

master necessitate the careful development of a replacement 

security model. We have a tendency to specialize in 

certificateless public key coding (CL-PKE), showing that a 

concrete pairing-based CL-PKE scheme is secure only if an 
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underlying downside closely associated with the additive 

Diffie-Hellman problem is tough. 

C. Malicious KGC Attacks in Certificate Less Cryptography 

Identity-based cryptosystems have an inherent key written 

agreement issue, that is, the Key Generation Center (KGC) 

continuously is aware of user secret key. If the KGC is 

malicious, it will continuously impersonate the user. 

Certificateless cryptography, introduced by Al-Riyami and 

Paterson in 2003, is meant to unravel this downside. 

However, all told the antecedently planned certificateless 

schemes, it's continuously assumed that the malicious KGC 

starts launching attacks (so-called sort II attacks) solely once 

it's generated a master public/secret key try honestly. In this 

paper, we have a tendency to propose new security models 

that take away this assumption for each certificateless 

signature and encryption schemes. Below the new models, we 

have a tendency to show that a category of certificateless 

encryption and signature schemes planned antecedently 

square measure insecure. These schemes still suffer from the 

key written agreement problem. On the opposite aspect, we 

have a tendency to additionally offer new proofs to point out 

that there square measure two generic constructions, one for 

certificateless signature and the other for certificateless 

encryption, planned recently that are secure under our new 

models. 

III. MODEL 

 
1) Our system is an IBE (Identity-based encryption) - based 

mechanism. That is, the sender solely must know the 

identity of the receiver so as to send encrypted 

information (ciphertext) to him/her. No other 

information of the receiver (e.g., public key, certificate 

etc.) is needed. Then the sender sends the ciphertext to 

the cloud wherever the receiver will transfer it at any 

time. 

2) Our system provides two-factor encryption protection. 

In order to decipher the information keep within the 

cloud, the user must possess 2 things. First, the user must 

have his/her secret key that is kept in the pc. Second, the 

user must have a unique personal security device which 

can be used to connect to the pc (e.g., USB, Bluetooth 

and NFC). It’s not possible to decipher the ciphertext 

while not either piece. 

3) Additional significantly, our system, for the primary 

time, provides security device (one of the factors) 

revocability. Once the protection device is taken or 

rumored as lost, this device is revoked. That is, using this 

device will no longer decrypt any ciphertext 

(corresponding to the user) in any circumstance. The 

cloud can like a shot execute some algorithms to vary the 

prevailing ciphertext to beun-decryptableby this device. 

While the user must use his new/replacement device 

(together with his secret key) to decrypt his/her 

ciphertext. This method is totally transparent to the 

sender. 

4) The cloud server cannot decrypt any ciphertext at any 

time. 

IV. ALGORITHMS 

A. Blowfish 

Blowfish is a symmetric-key block cipher, designed in 1993 

by Bruce Schneier and included in a large number of cipher 

suites and encryption products. Blowfish provides a good 

encryption rate in software and no effective cryptanalysis of 

it has been found to date. However, the Advanced Encryption 

Standard (AES) now receives more attention, and Schneier 

recommends Twofish for modern applications.[2] 

Schneier designed Blowfish as a general-purpose 

algorithm, intended as an alternative to the aging DES and 

free of the problems and constraints associated with other 

algorithms. At the time Blowfish was released, many other 

designs were proprietary, encumbered by patents or were 

commercial or government secrets. Schneier has stated that, 

"Blowfish is unpatented, and will remain so in all countries. 

The algorithm is hereby placed in the public domain, and can 

be freely used by anyone." 

uint32_t P[18]; 

uint32_t S[4][256]; 

uint32_t f (uint32_t x) { 

   uint32_t h = S[0][x >> 24] + S[1][x >> 16 & 0xff]; 

   return ( h ^ S[2][x >> 8 & 0xff] ) + S[3][x & 0xff]; 

} 

void encrypt (uint32_t & L, uint32_t & R) { 

   for (int i=0 ; i<16 ; i += 2) { 

      L ^= P[i]; 

      R ^= f(L); 

      R ^= P[i+1]; 

      L ^= f(R); 

   } 

   L ^= P[16]; 

   R ^= P[17]; 

   swap (L, R); 

} 

void decrypt (uint32_t & L, uint32_t & R) { 

   for (int i=16 ; i > 0 ; i -= 2) { 

      L ^= P[i+1]; 

      R ^= f(L); 

      R ^= P[i]; 

      L ^= f(R); 

   } 

   L ^= P[1]; 

   R ^= P[0]; 

   swap (L, R); 
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} 

{ 

   // ... 

   // initializing the P-array and S-boxes with values derived 

from pi; omitted in the example 

   // ... 

   for (int i=0 ; i<18 ; ++i) 

      P[i] ^= key[i % keylen]; 

   uint32_t L = 0, R = 0; 

   for (int i=0 ; i<18 ; i+=2) { 

      encrypt (L, R); 

      P[i] = L; P[i+1] = R; 

   } 

   for (int i=0 ; i<4 ; ++i) 

      for (int j=0 ; j<256; j+=2) { 

         encrypt (L, R); 

         S[i][j] = L; S[i][j+1] = R; 

      } 

} 

B. RSA 

RSA encrypts messages through the following algorithm, 

which is divided into 3 steps: 

1) Key Generation 

1) Choose two distinct prime numbers p and q. 

2) Find n such that n = pq. n will be used as the modulus for 

both the public and private keys. 

3) Find the totient of n, ϕ(n) 

ϕ(n)=(p-1)(q-1). 

4) Choose an e such that 1 < e < ϕ(n), and such that e and 

ϕ(n) share no divisors other than 1 (e and ϕ(n) are 

relatively prime). 

e is kept as the public key exponent. 

5) Determine d (using modular arithmetic) which satisfies 

the congruence relation 

de ≡ 1 (mod ϕ(n)). 

In other words, pick d such that de - 1 can be evenly 

divided by (p-1)(q-1), the totient, or ϕ(n). 

This is often computed using the Extended 

Euclidean Algorithm, since e and ϕ(n) are relatively 

prime and d is to be the modular multiplicative inverse 

of e. 

d is kept as the private key exponent. 

The public key has modulus n and the public (or 

encryption) exponent e. The private key has modulus n and 

the private (or decryption) exponent d, which is kept secret. 

2) Encryption 

1) Person A transmits his/her public key (modulus n and 

exponent e) to Person B, keeping his/her private key 

secret. 

2) When Person B wishes to send the message "M" to 

Person A, he first converts M to an integer such that 0 < 

m < n by using agreed upon reversible protocol known 

as a padding scheme. 

3) Person B computes, with Person A's public key 

information, the ciphertext c corresponding to 

c ≡ me (mod n). 

4) Person B now sends message "M" in ciphertext, or c, to 

Person A. 

C. Decryption 

1) Person A recovers m from c by using his/her private key 

exponent, d, by the computation 

m ≡ cd (mod n). 

2) Given m, Person A can recover the original message "M" 

by reversing the padding scheme. This procedure works 

since 

c ≡ me (mod n), 

cd ≡(me)d (mod n), 

cd ≡ mde (mod n). 

By the symmetry property of mods we have that 

mde ≡ mde (mod n). 

Since de = 1 + kϕ(n), we can write 

mde ≡ m1 + kϕ(n) (mod n), 

mde ≡ m(mk)ϕ(n) (mod n), 

mde ≡ m (mod n). 

From Euler's Theorem and the Chinese Remainder 

Theorem, we can show that this is true for all m and the 

original message 

cd ≡ m (mod n), is obtained. 

V. ANALYSIS 

The KP-TSABE theme is verified to be secure under the 

quality model. Therefore, we tend to consistently compare 

this theme with the prevailing self-destruction solutions (e.g., 

Vanish, SSDD, ISS, and FullPP [3]) from the subsequent 

aspects, e.g., requirement condition, algorithm, resistance on 

attacks, fine-grained access management, user-defined 

authorization amount, etc. The results of the great comparison 

are shown in Table one. 

Security Propertise Vanish SSDD ISS FullPP KP_TBASE 

      

Need “no attacks on VDO before it expires”? YES YES YES NO No need 

Leveraging what kind of algorithm? Symmetric Symmetric IBE ID-TRE KP-TSABE 

Whether ciphertext is destructed or not? NO YES YES YES No need 

Whether the key is destructed or not? YES YES YES YES No need 

Resistance on the traditional cryptanalysis? NO YES YES YES YES 

Resistance on the Sybil attacks? NO NO YES YES - 

Resistance on the collusion attack? - - - - YES 

Supporting fine-grained access control? NO NO YES YES YES 

Providing full lifecycle privacy protection? NO NO NO YES YES 

Supporting user-defined time intervals? NO NO NO Half YES 

Security proof under standard model? NO NO NO YES YES 
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All the schemes of Vanish, SSDD and ISS want the 

best assumption “no attacks on VDO before it expires”. Since 

a Sybil antagonist is in a position to crawl sufficient key 

shares from the DHT network to reconstruct the decryption 

key. Once the antagonist gets the VDO from the cloud servers 

before it expires, he/she can decrypt it with the reconstructed 

decipherion key to obtain the plaintext. FullPP [3] doesn't 

want this ideal assumption as a result of the decoding key is 

encrypted by the ID-TRE rule. Though the adversary crawls 

sufficient key shares from the DHT network, he cannot 

reconstruct the decryption key since he does not have the ID-

TRE private key. KPTSABE also does not need the ideal 

assumption because it does not require the DHT network. 

Algorithm and resistance on attacks. Since both Vanish and 

SSDD only use symmetric encryption to encrypt the sensitive 

message, they bring complex key management and cannot 

achieve fine-grained access control for different users with 

different attributes. Vanish sends the entire ciphertext to the 

cloud server, so it cannot resist against the traditional 

cryptanalysis. Since the SSDD scheme distributes a part of 

the ciphertext and the decryption key to the DHT network, 

both of which will be self-destructed after expiration, so the 

cloud server stores incomplete cipher text. Therefore, SSDD 

can resist against the traditional cryptanalysis. However, 

Vanish and SSDD cannot resist against the Sybil attackers 

who can continually crawl the key shares from the DHT 

network to recover the decryption key. In contrast, each ISS 

and FullPP [3] will not solely resist against the normal 

cryptography and the Sybil attacks however additionally 

implement versatile access management owing to the IBE 

and ID-TRE algorithms. KP-TSABE doesn't have the matter 

of the Sybil attacks as a result of there's no use of the DHT 

network. What is more, it will offer fine-grained access 

management through combining completely different 

attributes with variance time intervals. User-defined 

authorization amount. Vanish, SSDD, ISS and FullPP [3] 

leverage the DHT network to store the key shares or the 

hybrid ciphertext shares, that area unit self-discarded by the 

DHT nodes once an amount of your time. That the expiration 

time is proscribed by the update amount of the DHT network 

and it can't be controlled by the sensitive data owner. Higher 

than those schemes, within the KPTSABE scheme, each 

attribute within the attribute set associated with the cipher text 

is matched with a time interval, that is that the authorization 

amount of the sensitive information and is predefined by the 

information owner. 

Therefore, the authorization amount and therefore 

the expiration time don't seem to be restricted by the system 

constraint, but flexibly to be outlined by the owner. Security 

proof. Vanish, SSDD, and ISS don't offer the protection 

proof. The ID-TRE in the FullPP theme is verified to be 

secure below the additive Diffie-Hellman (BDH) assumption. 

Furthermore, the KP-TSABE theme is verified to be secure 

below the quality model with the choice l-Expanded B DHI 

assumption to resist against the traditional cryptography and 

therefore the collusion attack. In conclusion, the KP-TSABE 

theme is superior to the prevailing self-destruction solutions 

from several security properties.  

The Execution times for every the Elgamal and RSA 

algorithms area unit shown on the Tables and Figures. The 

day’s area unit measured in milliseconds, but regenerate to 

seconds as displayed on the result templates. we have a 

tendency to tend to watch and deduce as follows from the 

results obtained. 

In the secret writing and communication 

methodology, the RSA performs higher than Elgamal 

altogether cases. In the secret writing methodology, the 

Elgamal outperforms RSA; meaning that text messages area 

unit decrypted faster by Elgamal than can the RSA technique. 

At intervals the signature verification methodology, the RSA 

once more performs over the Elgamal approach. once viewed 

together tool, the RSA is superior to the Elgamal formula in 

terms of method speeds. This, in part, explains why the RSA 

formula has been and remains getting used in turning out with 

many security protocols for information communication. 

 
Chart 1: Execution Time for Encryption & Signing 

 

 
Chart 2: Execution time for Decryption 

VI. CONCLUSION 

We introduced a unique two-factor knowledge security 

protection mechanism for cloud storage system, in which an 

information sender is allowed to encipher the information 

With knowledge of the identity of a receiver only, while the 

receiver is needed to use each his/her secret key and a security 

device to achieve access to the information. Our solution not 

only enhances the confidentiality of the information, however 

additionally offers the revocability of the device in order that 

once the device is revoked, the corresponding ciphertext are 

going to be updated automatically by the cloud server with 

none notice of the information owner. Furthermore, we have 

a tendency to best owed the protection proof and efficiency 

analysis for our system. 
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