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Abstract— This article first describes the privacy concerns 

that arise due to distributed database and data mining, 

especially for national security applications. Then we 

discuss about data distribution. In particular, we view the 

horizontal and vertical data distribution. We also describe an 

approach for data privacy and security which includes data 

privacy, data security, relationship between data privacy and 

data security, data Perturbation and privacy preservation. 

Then we give a classification dimension of PPDDM 

protocol which includes Data partitioning model, Data 

mining algorithms, secure communication model, Privacy 

preserving techniques. There are some of the directions for 

future research on privacy as related to data mining are 

given. 
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I. INTRODUCTION 

Data mining is a rising field, interfacing the three universes 

of databases, Artificial Intelligence and Statistics. The data 

age has empowered numerous associations to accumulate 

extensive volumes of information. Data needed for many 

crucial data mining tasks is distributed among several 

parties with different security and privacy concerns. 

Numerous helpful methods have been produced in this area; 

that includes clustering, classification, regression, and 

association rule mining and exception discovery. K-Means 

clustering is a standout amongst the most broadly utilized 

procedures for statistical data analysis.  

Data mining study deals with the mining of 

potentially helpful information from huge collections of data 

with a diversity of applications. Knowledge discovery and 

Data mining in databases are two novel study areas that 

examine the automatic extraction of earlier unknown 

patterns from huge volumes of data. Privacy Preserving 

Data Mining (PPDM) is a new research path in statistical 

databases, data mining in which the results are scrutinized 

for the side effects that acquire in privacy of data. The key 

reflection in preserving privacy in mining the data is 

twofold. First, private raw data have to be tailored or 

trimmed out of the real datasets, such that the receiver of the 

data will not to be capable to compromise privacy. Second, 

private information which can be extracted from a datasets 

by applying data mining algorithms must also be 

disqualified. The main purpose in PPDM is to build up 

different techniques for changing the real data in some way, 

such that the sensitive data and information stay private still 

after the mining process. On the other hand, they would like 

to guarantee that their personal data leftovers private. In the 

other way, there is a necessity to guard sensitive knowledge 

all through a data mining practice. This problem is known as 

Privacy-Preserving Data Mining (PPDM).  

As contrasting to the centralized model, the 

Distributed Data Mining (DDM) model accepts that the 

resources of data are spread across different locations. 

Algorithms developed inside of this field address the issue 

of proficiently attainment of the mining results from all the 

data over these distributed resources. Since the main 

emphasis is on efficiency, the majority of the techniques 

developed to date do not obtain security consideration into 

account. Distribution of data could be partitioned into many 

parts either vertically or horizontally. 

A. Privacy: 

Privacy is the ability to control the view. Being able to 

control who knows what about us, and when. Information 

privacy or data privacy or data protection is the relationship 

between collection and dissipation of data.  

B. Distributed Database:  

A database in which storage devices are not emotionally 

involved to a common processing unit such as the CPU is 

called as distributed database. A distributed database system 

consists of loosely-coupled sites that share no physical 

components. E.g. Cloud Data Distributed databases use 

client/server architecture to process information request. 

Two basic adopted methods in distributed datasets are 

horizontal partition and vertical partition [1].  

C. Data Mining:  

Data mining refers to knowledge extraction from huge 

amounts of data [2]. The major purpose in PPDDM (Privacy 

Preserving Distributed Data Mining) is to extend the 

algorithms for altering the active data in another way, so that 

mining process will remain secret when the data and 

knowledge is secret. 

D. Application: 

Privacy issues arise when distributed data computing 

applications become popular in private and public sectors. 

Let us first investigate two illustrations of distributed data 

mining with various privacy limitations:  

 Numerous competing general stores, each having an 

additional huge arrangement of data records of its 

client's purchasing practices, require directing data 

mining on their shared datasets for common advantage. 

Since these organizations are rivals in the business 

sector, they would prefer not to uncover a lot about their 

client's data to each other, however they know the 

outcomes got from this cooperation could present to 

them leeway over different competitors.  

 Accomplishment of homeland security aiming to 

counter terrorism relies on upon mix of strength over 

various mission ranges, viable worldwide joint effort 

and information sharing to bolster coalition in which 

distinctive associations and countries must share a few, 

yet not all, data.  

 Data security in this way turns out to be critical; every 

one of the gatherings of the joint effort guarantee to 
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give their private information to the cooperation, 

however neither of them needs each other or some other 

gathering to learn much about their private data.  

II. DATA DISTRIBUTION= 

A. Vertically Partitioning: 

The data for a particular entity are divided across several 

locations, and every location has information for every 

single entity for a precise subset of the attributes. We 

believe that the reality of an entity in a particular location’s 

database may be exposed; it is the values related with an 

entity that are sensitive. The aim is to cluster the recognized 

set of common entities without disclosing any of the values 

that the clustering is based on. e.g insurance companies, 

hospitals collecting data about the set of people which can 

be mutually linked. So the data tobe extracted is the unit of 

data at the locations. 

B. Horizontally Partitioning:  

A situation connecting two parties, both of them owning a 

database of diverse transactions, in which all the 

transactions have the equal set of attributes, this situation is 

also known as a “horizontally partitioned” database. Eg., 

supermarkets collecting transaction data of their clients. As 

a result, the data to be extracted is the unification of the data 

at the locations. 

III. DATA PRIVACY AND SECURITY  

A. Data Security:  

Securing sensitive data is usually known as data security and 

usually referred to as the availability, confidentiality and 

integrity of data. That means, it is all of the practices and 

processes that are in place to guarantee data is not being 

used or accessed by illegal individuals or parties. Data 

security guarantees that the data is correct, dependable and 

accessible when those with permitted access require it. A 

data security agreement incorporates characteristics, for 

example, gathering just the required data, do the required 

computations, maintaining privacy of individual data, 

keeping it safe, and annihilating any data that is no further 

required.  

B. Data Privacy:  

The privacy of data is suitably defined as the appropriate use 

of data. Every time organizations and traders use 

information or data that is specified or endowed to them, the 

information has to be used by concurred purposes.  

C. The Relationship among Data Privacy and Data 

Security: 

Organizations want to endorse a policy of data security for 

the single purpose of guarantying data privacy or the privacy 

of their consumer data, particularly when it is in use. So 

organizations must assure data security on the basis that the 

data is a source for the organization. A policy of data 

security is just the way to the sought end, which is 

protection of data. In any case, no data security strategy can 

overcome the ready offer or requesting of the buyer data that 

was trusted to an organization.  

D. Data Perturbation:  

Suppose that a government agency would like to publish a 

set of electronic health records which may facilitate 

research. One strategy for protecting the privacy of the 

individual records is to perturb the original data. Data 

perturbation procedures are statistically based strategies that 

try to ensure secret data by adding random noise to private, 

numerical attributes, thereby shielding the original data. 

Note that these strategies are not encryption methods, where 

the information is initially altered, then (regularly) 

transmitted, and afterward got, "decoded" back to the 

original information.  

E. Privacy Preserving:  

Consider a situation in which more than two parties owning 

confidential data desire to computes an algorithm on the 

combination of their inputs without revealing any unwanted 

information. In the perfect situation every party sends their 

inputs to the confidential party, who next computes the 

function and sends the correct results to the other parties 

without losing privacy of individual inputs.  

IV. CLASSIFICATION DIMENSIONS OF PPDDM PROTOCOLS 

In this section, four classification dimension of PPDDM are 

highlighted according to which privacy preserving 

distributed data mining problems can be categorized and 

classified. It includes Data distribution model, Data mining 

techniques, communication model and preservation 

techniques. The taxonomy of PPDDM protocols are shown 

in Figure 1[Privacy Preserving Distributed Data Mining 

Techniques (IJIRST/ Volume 1 / Issue 9 / 035)  ]. 

 
Fig. 1: PPDDM Classification 

A. Data Partitioning Model: 

In the scenario of distributed data mining, data sets can be 

distributed and sprinkled in different locations in different 

models. Two basic ways of distribution of data sets are 

horizontal partitioning and vertical partitioning [3].  
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B. Data Mining Tasks / Algorithms:  

The second dimension is data mining algorithms on which 

privacy preserving techniques are imposed. Generally, the 

data mining algorithms include association rule mining, 

clustering and classification .Classification concern the 

problem of finding a set of models that describe and 

distinguish the data classes .This models are used to predict 

the class of records whose class label is unknown. There are 

several different ways to classify a new instance like naïve 

Bayes classifier [4], decision tree classifier [5] and k-nearest 

neighbour classifier. Association rule mining is the process 

of discovering association rules and showing attribute value 

and conditions that occur frequently in a given set of data. 

Clustering process decompose a dataset into group so that 

the points in one group are similar to each other and are as 

different as possible from the points in other groups. For 

clustering the most commonly used algorithms are k-means 

clustering and EM clustering.  

C. Secure Communication Model: 

The third classification dimension, secure communication 

model, which generally refers to the interactive relation of 

the participants joining in the cooperative computation and 

the roles they play in the whole process of privacy-

preserving distributed data mining tasks. Another similar 

term is “coopetative” model [6]. This term stems from the 

word “coopetation”, which was originally employed in 

social-economics to describe the situation that competing 

entities producing the same line of products and services 

have to cooperate with each other to improve the overall 

value of their market by means of making decisions based 

on the joint analysis of their private data. In distributed data 

mining, the proprietary owner of their individual data set is 

reluctant to share private information with other data 

holders. Nevertheless, in order to reach the absolute 

outcome of the distributed data mining, they are prepared 

and encouraged to provide inputs to the computation, as 

long as the privacy requirements are met. 

Generally, most practical approaches to solve this 

scenario is to conduct the secure computation at one or more 

of the participants or at one or more third parties with the 

assumption that all of participants are semi-honest [7] and 

the third parties are semi-trusted participants [7]. Herein, 

give the informal definition of both semi-honest and semi- 

trusted. In [8], a semi-honest party (i.e. honest but curious) 

follows the rules of the protocol using its correct input, but 

is free to learn from what it sees during the execution of the 

protocol to compromise security. In [9], a third party is 

semi-trusted if it fulfills the following condition: the third 

party is trusted to provide some commodities or compute 

intermediate some information from its own input and 

output. 

The PPDDM is mainly based on two computation 

model. One is based on Semi-trusted Third Party (STTP) 

model. Theoretically, the general secure multi-party 

computation protocols can be used to deal with any 

collaborative data mining problems, yet this kind of 

solutions are too inefficient when the database is huge in 

amount and the number of participants is large, due to its 

intricate and complicated design. On the other hand of the 

spectrum, the trusted third party (TTP) model is too naive 

and straight forward, so the privacy is compromised to a 

larger extent at the point of the TTP. Therefore, more 

practical solutions have been put forward in the past few 

years with respect to how to solve the privacy issues of 

distributed data mining more efficiently and accurately. 

Among them, two broad streams of ideas are manifesting 

themselves: one is to introduce a semi-trusted third party, as 

compared to the trusted third party (TTP). In real world, it is 

much more feasible to find such a semi-trusted third party 

than to find a trusted third party. The secure multiparty 

computation techniques include secure sum, secure set 

union, secure intersection, secure scalar product, etc. The 

advantage of such kind of protocols and tools lies in that 

they are designed to specially fit in with the data mining 

tasks, instead of any general functions. As the function for 

secure computation can be identified, the computing 

complexity is reduced greatly and a linear proportional cost 

can be obtained  

D. Privacy Preservation Techniques:  

The fourth aspect to classify PPDDM algorithms are the 

privacy preserving techniques used to protect the secret 

information communicated among sites and central miner or 

mixer. These techniques include homomorphism encryption 

scheme, public key cryptosystem [10][11], etc. All of them 

serve as the building blocks for other more highly developed 

and high-level protocols, such as privacy-preserving rate of 

recurrence mining, privacy-preserving summation, etc we 

present some efficient methods to conduct secure 

computation in distributed data mining settings. This is by 

no means an extensive list of efficient methods and 

techniques to achieve privacy preserving data mining 

protocols. They are sufficient to allow us to present 

numerous privacy preserving solutions for distributed data 

mining problems. A protocol by which a sender send an 

information to the receiver, but remains naive until it is 

received is called Oblivious transfer.  In Public-key 

encryption: an encryption holds the property of additively 

homomorphism if the functionality of the encrypted values 

can be obtained by means of the encryption of the addition 

of the values.  The secret sharing refers to the method for 

distributing a secret surrounded by a group of participants, 

each of which is allocated a share of the secret. The secret 

can only be reconstructed when the shares are combined 

together; individual shares are of no use on their own. 

V. CONCLUSIONS & FUTURE WORK  

In this paper reviewed the privacy preservation approaches 

used in distributed data mining. The four classification 

dimension of privacy preservation distributed data mining is 

highlighted.  In this paper we present a comprehensible view 

of current situation in privacy preserving data mining area. 

The scope that has been identified includes data partitioning 

model, data mining algorithms, secure communication 

model and privacy preservation techniques. Cryptography-

based SMC has the highest exactness in data mining and 

good privacy preservation competence. The Solutions using 

predictable cryptography methods have failed to overcome 

the scalability restriction in their performance assessment. 
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