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Abstract— Cloud computing is a sort of web based registering
that gives shared computer preparing assets and information
to computer and different gadgets on request. Presently a
days, numerous associations are moving to cloud storage.
Remote information trustworthiness checking is increasing
urgent significance in cloud storage late days. In some
application situations, the customers need to store their
information on cloud servers. In the meantime, the
uprightness checking convention must be productive so as to
confirm the information content and above all we need to
screen those information with the assistance of examining.
The officially existing issue is that assailants can hack the
data once in a while from cloud despite the fact that the data
integrity checking convention was introduced, and they didn't
keep up examining system moreover. To maintain a strategic
distance from those issues here proposes an unused
progressive cloud evaluating strategy, it gives continuous
testaments to the client and too reviewing the information
which is confirmed with help of crisp information honesty
checking convention. The goal of this work is to give the safe
cloud benefit and the procedure to be proficient by improving
the remote information honesty checking utilizing HMAC
algorithm.
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I. INTRODUCTION

Cloud is a computing environment based on network, where
the ‘users get various resources as per requirement and
repealed after the completion of user task. Cloud is used for
saving clients data to a storage system also called remote
database, where connection is provided by the internet
between user computer and the remote database. The Cloud
provides unlimited and configurable resources to end user
which may be in the form of storage space, memory,
processing time, application software, processing power, etc.
Cloud computing can be used by various users of
multifaceted scales ranging from a single user to big
organizations.

Cloud provides large storage for data and high
computing speed to customers over the Internet. It shifts the
data and application software to the big data stores i.e. cloud,
where data is managed and services cannot be fully trust
worthy. This is the main reason that many companies avoid
using cloud even cloud computing provides a large range of
facilities and luxuries. Security in cloud is a scalable and
highly complex issue.

In cloud computing model, there are three functional
units which revolves around it. They are as follows:

A. Cloud Service Provider

Cloud Service Provider manages Cloud Storage Server (CSS)
and it has significant storage space to store the user’s data and
has high computation power.

B. Client/Owner

Client is an entity with large data files which has to stores in
the cloud and depends on cloud for the maintenance of data
and computation of data. Client or owner can be an individual
or organizations.

C. User

User is a unit in which the owner is being registered and uses
the owner's data which is stored on the cloud. The user can be
the owner itself.

When user store their data at cloud they have no
direct control over data, even they don’t know where data is
residing even could service provider untrusted sometime. So
fear of losing and stealing of data remain in user mind which
stops user for adoption of cloud. To make users comfortable
with cloud model has been proposed. The main role in this
model is data owner. As data owner can take care of data
better than anyone else. With the adoption of this model user
can fearlessly keep data at cloud.

Encryption is recommended as an enhanced solution
to secure information. Before storing data in cloud server it is
better to encrypt data. Applying encryption on data to avoid
access of data from other users. Encryption schemes are of
two types that is symmetric and asymmetric encryption. In
symmetric algorithm encryption as well as decryption both
can be performed with the single key and types of symmetric
encryption are AES (advanced encryption standard) that can
use different length say 128, 192, 256 bits with a private key
of same length and DES encrypts the data in a block of 64
bits and key length is 56 bits. Asymmetric encryption-the
encryption key is public, as the decryption key remains
private. The types of asymmetric algorithms are RSA,
Dieffie- Hellman (Elliptic curve cryptography). Symmetric
encryption system has faster than asymmetric and advantages
over asymmetric crypto system.

Hash message authentication code (HMAC), a
mechanism for message authentication using cryptographic
hash functions. HMAC can be used with any iterative FIPS-
approved cryptographic hash function, in combination with a
shared secret key. The cryptographic strength of HMAC
depends on the properties of the underlying hash function. An
HMAC function is used by the message sender to produce a
value (the MAC) that is formed by condensing the secret key
and the message input. The MAC is typically sent to the
message receiver along with the message. The receiver
computes the MAC on the received message using the same
key and HMAC function as was used by the sender, and
compares the result computed with the received MAC. If the
two values match, the message has been correctly received,
and the receiver is assured that the sender is a member of the
community of users that share the key.
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Il. RELATED WORK

Cloud Computing is next generation computing technology
with the dynamic capabilities of adding new resources and
services as per user demand and requirement. Cloud
computing is fast growing technology which facilitates more
and more users and organizations shifting towards opting
their services to cloud. Data security is considered as the
constant issue leading towards a hitch in the adoption of cloud
computing. Data privacy, integrity and trust issues are few
severe security concerns leading to wide adoption of cloud
computing needs of the clients because of low ease of use and
insufficient security. Prince Jain [1] firstly discussed various
models of cloud computing, security issues and research
challenges in cloud computing. This paper presented the data
security is a major issue for cloud computing. There were
several other security challenges included security aspects of
network and virtualization. Rabi Prasad Padhy [2] discussed
the overview of cloud computing environment and cloud
services. The use of cloud computing in industries, education,
banking all sectors were moving towards cloud due to its
services and the resources based on bandwidth consumed,
space occupied and it described about the security issues and
research challenges and purposed was to store data or to
maintain data in cloud in the data centre’s like Microsoft,
Google etc. zZhifeng Xiao et.al. [3] Discussed the cloud
computing environment and advanced research of cloud
computing. It included some attributes of security in cloud
environment such as integrity, confidentiality, availability,
accountability and purpose was to provide security. Yu-Sung
Wau et.al. [4] discussed the concept of data storage in cloud
system and purpose of this paper was to provide integrity to
the cloud storage area and securely store or manage the data.
It included some important security services like key
generation, Encryption and Decryption in Cloud Computing
system. Prashant Rewagad and Yogita Pawar [5] proposed a
work on encryption algorithms and used digital signature
scheme with Dieffie Hellman algorithm and (AES) Advanced
encryption standard algorithm to protect data and to
authenticate data that was stored in cloud. This paper solved
the security issues like authentication, confidentiality and
data integrity and apply three way mechanism to secure data
or to verify data. M. Venkatesh [6] says that many
organizations stored their huge data on a cloud server. At the
same time, they analyse that cloud server is not fully trusted
leads to many security issues. In that, one of the main issues
is data integrity. To resolve this issue, they proposed RSA-
based signature generation. This RSA algorithm uses the
auditing technique to improve the existing RSA. This
cryptographic technique provides more security to cloud
storage. Furthermore, it achieves the dynamic operation and
minimizes the computation time. Renuka C. Deshpande and
S. S. Ponde [7] discussed the deduplication concept used in
cloud and reduced the over space in network or detected the
duplicate data. This paper described schemes AES and SHA
scheme and used deduplication concept or to give access
rights to server. The main purposed was to detect duplicate
data and trim down the bandwidth. Devi Thiyagarajan and R.
Ganesan [8] proposed the cryptographic model and model
based on multiple keyword concept and purposed of this
model was to encrypt or store secured data in cloud. The

techniques used to generate random bits by using Bloom filter
technique. This paper used the schemes elliptic curve
cryptography and bloom filter based and show indexing faster
due to its scalability increases. B. M. Kore et.al. [9] Discussed
the concept cryptosystem that was used for cloud data
sharing. This work show the cryptographic techniques that
was used to efficiently store the secure data in cloud storage
and used those schemes that was more flexible. The purpose
of this paper was to compress the keys, using cryptosystem
concept. Kadwe Yugandhara et.al. [10] Discussed the
concept of data storage or cloud storage. The cloud storage
use the service- laas (infrastructure as a service) and it shows
the security. The best method used to solve the issues of cloud
was encryption techniques and this work discussed the
algorithms AES and HMAC (message authentication code)
and purposed of this paper was to secure more data in cloud
system and store encrypted data into the storage server so it’s
easy for user and data was not to be lost.

I11. EXISTING SYSTEM

A major problem in cloud computing is about remote data
integrity checking. The client’s huge data is out of his control.
To gain more benefits the hacker may corrupt the client’s
data. From fast technology life cycles and inherent cloud
computing (CC) characteristics cloud services are part of an
ever changing environment, like complicated supply chains.
Issued certifications may lead to doubt in reliability for long
validity periods. And also cloud service customers do not
longer possess their data locally, assuring that their data is
being correctly stored and integrity is maintained in cloud
environments is of critical importance. Malicious insiders,
data loss, technical failures and external attackers are the
important cause for data integrity.

IV. PROPOSED SYSTEM

Remote data integrity checking is demanded to secure user’s
data which is in cloud environment. The process starts with
uploading a file to the cloud. The files splits into multiple
blocks and stored in cloud Environment using dynamic block
generation algorithm. Proper Metadata’s for the different part
of the cloud Storage and indexing is afforded by File
Allocation Table (FAT) File System. Here the auditor agrees
to inspect logs, which are continuously created during
monitoring operations by services providers to assess
certification adherence. If attacker corrupts data in cloud, the
continuous auditing process helps the verifier to perform
Block level and File level checking for remote data Integrity
Checking using Verifiable Data Integrity Checking
Algorithm (DICA). To preserve user privacy from third party
cloud provides random blocks to third party for integrity
checking which is to protect user privacy from third party. If
the data gets distorted during checking file recovery is done
by the verifier automatically before user complaint cloud for
file recovery.

A. Background

Our proposed data integrity by the continuous auditing
algorithm based on HMAC (DICA) technique provides more
confidentiality to cloud service. In cloud storage, clients are
maintaining a huge amount of data files. So that users are
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suffering to access those maintained by an authenticated user.
So that client has to frequently verify the data integrity. By
doing all this process by a concern timing and monitoring the
data frequently, we are introducing a concept called
continuous auditing. There are many techniques were
proposed, but the problem is they enable only data integrity
checking or auditing technique. No one enables both data
integrity and auditing at the same time. In this paper, both the
technique has been implemented.

1) Continuous Auditing

Continuous auditing is defined as a methodology that helps
independent auditors to provide written assurance on a thesis
or equivalent, using a series of auditor’s reports issued
virtually or in a limited time after the occurrence of events
underlying the subject. Thus, CA enables auditors to
immediately reply to changes or events regarding the subject
and to adjust their auditing reports based on assessment of
these changes and events.
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Fig. 1: Block Diagram of Proposed System

B. Modules

After careful analysis the system has been identified to have
the following modules:

— User Configuration

— Data Upload

— Data Integrity Checking

—  File Recovery

1) User Configuration

A valid user account is created. The validity of user is
identified by generating an OTP to the corresponding mail id
given by the user, The generated OTP is valid for only few
minutes, within that time the user needed to upload file. The
uploaded file is stored into a File Allocation Table (FAT).

2) Data Upload & Block Split

User has an initial level Registration Process at the web end.
The users provide their own personal information for this
process. The server in turn stores the information in its
database. After Registration user can upload files to the
server. Uploaded files will be stored in a Server. When the
user upload the data to different cloud by the time it is spited
into different blocks using dynamic block generation
Algorithm and each block will be appended with Signatures
before storing the data in FATFS. Signature generated using
HMAC Algorithm. Also the data gets encoded using for AES
algorithm.

3) Data Integrity Checking

FATFS has proper Indexing and Metadata’s for the different
Chunks of the Data that is being uploaded by user. Verifier

performs Remote Integrity Checking on cloud data. Cloud
allocates random combination of all the blocks to the verifier,
instead of the whole file is retrieved during integrity
checking. This is to protect user privacy from a third party
(Verifier). Verifiable Data Integrity Checking Algorithm is
done in two steps: Block Checking and File Checking. In
Block Checking step: Three signatures are generated for
Block level Checking.
— Assignature of a block retrieved from a FATFS
— Anew signature is generated for block to be checked
— A Signature is retrieved from the block appended with
the signature which is stored in the Cloud.

The above three signatures are cross checked for
Block level Integrity Checking. And the block contents are
appended to verify with File level Integrity Checking.
4) File Recovery
Attacker can corrupt data in any one of the cloud servers. On
Data Integrity Checking done by the Verifier. Verifier
informs Corrupted blocks to the Cloud. Recovery Process
will be done by the verifier automatically when data gets
corrupted. User can (Verifier doesn’t perform checking on
this file).Whenever user access file, Blocks will be
reallocated dynamically to provide access confidentiality in
cloud and FAT File System will get updated. Auditor will
monitor the cloud continuously and they provide the
certificate based on the cloud performance.

C. Algorithm

We depend in our improved DIFCS algorithm on using

HMAC function to insure data integrity, authentication and

we will add additional improved techniques to increase the

effectiveness of the algorithm in the local network.

HMAC can be used with any iterative FIPS-
approved cryptographic hash function, in combination with a
shared secret key. The cryptographic strength of HMAC
depends on the properties of the underlying hash function.
(MSE). An HMAC function is used by the message sender to
produce a value (the MAC) that is formed by condensing the
secret key and the message input.

The MAC is typically sent to the message receiver
along with the message. The receiver computes the MAC on
the received message using the same key and HMAC function
as was used by the sender, and compares the result computed
with the received MAC. If the two values match, the message
has been correctly received, and the receiver is assured that
the sender is a member of the community of users that share
the key.

The main goals behind the HMAC construction are:

— To use available hash functions without modifications;
in particular, hash functions that perform well in
software, and for which the code is freely and widely
available.

—  Preserve the original performance of the hash function
without incurring a significant degradation.

— Use and handle keys in a simple way.

— Gain a well-understood cryptographic analysis of the
strength of the authentication mechanism based on
reasonable assumptions on the underlying hash function,
and to allow easy replacement ability of the underlying
hash function if it will be faster or more secure.
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HMAC requires a cryptographic hash function,
which we denote by h, and a secret key K. We assume h to be
a cryptographic hash function where data is hashed by
iterating a basic compression function on I blocks of data. We
denote by b the bit-length of such blocks (where I*b equal to
the length of m in bits after padding), and by n the bit-length
of hash outputs (n=128 bits for MD5, n=160 bits for SHA-1).
The authentication key K can be of any length up to b, the
block length of the hash function. Applications that use keys
longer than b bits will first hash the key using h and then use
the resultant n bit string as the actual key to HMAC. In any
case the minimal recommended length for K is n bits (as the
hash output length).

HMAC can be calculated as follows:

HMAC K (m) = h (K+ XOR opad, h (K+ XOR ipad, m))

It can be done in 7 steps:

1) Append zeros to the left end of K to create a b-bit string
K+.

2) XOR (bitwise exclusive-OR) K+ with ipad to produce
the b-bit block Si.

3) Append mto Si.

4) Apply h to the stream generated in step 3.

5) XOR K+ with opad to produce the b-bit block SO.

6) Append the hash result calculated in Step 4 to SO.

7) Apply h to the stream calculated in step 6 and output the
result.

Because of using such different fixed values of ipad
and opad and doing two times hashing function we avoid the
situation where the XORing operation between K+ and ipad
or K+ and opad to have zero’s value.

V. CONCLUSION

Recent trends of computing shows cloud computing has made
incredible development from past few years. It has brought
remarkable change in world of computing. Main reason or
fear in user mind is regarding security whether their data is in
insecure hands or is it safe to upload their sensitive data over
cloud. In this paper, we analyse many issues in the cloud
server in that we have taken data integrity with auditing is one
of the main issues to check whether the data has been stored
in a correct location and monitoring those data frequently.
The proposed continuous auditing technique audits the data
which is verified with the help of data integrity protocol based
on HMAC Algorithm. Furthermore, we are using dynamic
block generation method for chunking the data which is
stored in FAT (file allocation table). This proposed system is
efficient, provides more security to the cloud service provider
and heavy confidential against cloud auditing.

Continuously auditing cloud services can provide an
immense security and reliability to cloud service adopters as
per our study. Continuous audit of cloud service can only
increase trustworthiness of certifications with our study, by
conceptualizing an architecture interviews revealed that most
of existing methodologies are not applicable for third party
service auditing purposes. Therefore, service facilitators must
ground an internal auditing department, which provides audit
relevant data to auditors through secured and defined
interfaces. In Future, we need to concentrate more on
managing the continuous auditing that is future technology
helps us to audit the data without checking the data integrity.
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