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Abstract— The number of devices that are connected to the 

Internet is significantly increased as expected where more 

than 50 billion devices are to be connected to the Internet by 

2020. Internet of Things (IoT) is a state-of-the-art field that 

is affecting every aspect of human life. Variant types of 

standalone and embedded hardware are becoming the 

dominant components in what is known as “things”. 

Therefore, the Internet is moving toward the “Internet of 

things, (IoT)”. This report presents an overview about some 

different application of internet of things in our day-to-day 

life and about the security concerns related to the internet of 

things. 
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I. INTRODUCTION 

The computer and internet are totally dependent on human 

being for information. Almost every data available on the 

Internet were first captured and created by human beings by 

typing, recording, capturing a digital picture, or scanning a 

bar code. But the problem is, people have limited time, 

attention and accuracy due which means they are not very 

good at capturing data about things in the real world. And 

that's a big deal. We're physical, and so is our environment 

… You can't eat bits, burn them to stay warm or put them in 

your gas tank. Ideas and information are essential, but things 

matter much more. Yet today's information technology is so 

dependent on data created by people that our computers 

know more about ideas than things. If we had computers 

that knew everything so we will have a potential to change 

the world. 

The Internet of Things (IoT) is a system of 

interrelated computing devices, mechanical machines, 

digital machines, objects, animals, people, etc. that are 

provided with unique identity and the ability to transfer data 

over a network or internet without requiring any interaction 

of human-to-computer or human-to-human. 

A thing, in the Internet of Things, can be a person 

with a heart monitor implant, a dog with a biochip 

transponder, a vehicle that has built-in sensors to alert the 

driver when tire pressure is low, or any other natural or 

man-made object that can be assigned a unique IP address 

and provided with the ability to transfer data over a network 

or internet. 

In this paper we will present the overview of some 

different application of internet of things in our day-to-day 

life and about the security concerns related to the internet of 

things. 

The rest of the paper is organized as follows: in 

section 2 Applications, section 3 Security Concerns, in 

section 4 Advantages, in section 5 disadvantages and in 

section 6 conclusion. 

II. APPLICATIONS 

A. Citizen Waste Management System:  

In this system, each bin will be fitted with an IoT device, 

ultrasonic sensor to measure size of the trash, weight sensor 

to measure weight of the trash, RFID reader, solar cell, and 

two red and green light emitting diodes as indicators. The 

citizen is provided with a RFID card to interact with the 

system. The credential of the card contains the mobile 

number and password of citizen. The citizen should have to 

use the RFID card for identification to the RFID reader 

attached to the bin to put trash in the bin. The IoT unit is 

used to send the readings to the application server and the 

citizen receives a statement about the transaction completion 

on a mobile application. 

The citizen can also able to manage their 

interaction history by logging in into mobile application. 

Specific geographical zone is provided with specific waste 

collecting truck. The filling state of the bins allocated on a 

map for the specified geographical zone can be seen by the 

truck driver on his tablet with an application installed. The 

dumping and evacuation process is controlled by an IoT unit 

connected to a microcontroller fitted to the truck, such that, 

the truck cannot dump a bin until the location of the truck 

and the bin are not same, also, the truck can’t be able to 

perform the waste evacuation process unless the truck 

reached the waste evacuation station. 

The IoT unit and a controller also controls the 

waste evacuation door and the dumping engine, such that, 

the evacuation can’t be able to open unless the truck is 

inside the waste evacuation station. Similarly, the dumping 

engine can’t be able to run unless the truck in the same 

location as the desired bin. 

B. Underwater Pollution Management System: 

An application is used to monitor the quality of underwater. 

Monitoring of various parameters are such as ammonium 

nitrogen (NH3-N), chemical oxygen demand, electrical 

conductivity (EC) and pH are taking place. An algorithm is 

used to display the information of the input and output of the 

underwater. The fuzzy logic is use to make comparison by 

evaluating the sensed data and notifying in the case 

whenever the parameters surpass the threshold value. The 

sensor module consists of signal processing module for 

processing the sensed data, a signal conditioning module for 

comparing the data with the threshold values, and wireless 

ZigBee module for transmission of data to the remote 

station. 

C. Vehicle Noise and Pollution Monitoring: 

In the system, the carbon monoxide is detected by MQ-7 

sensor and Sulphur dioxide is detected by MQ-2 sensor. The 

raspberry pi is use to compares the level of Pollutants with 

the stipulated level permitted by the Government. The traffic 

department and agencies of national environment will get 
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notify when pollutant level exceeds the fixed threshold 

value. The noise generated by the vehicle is measured by the 

SEN-12642 sensor. 

D. Monitor Solar Powered Home Appliances: 

In this system, the home appliances such as heavy load 

appliances, television are fitted with current sensor and 

refrigerator is fitted with both current sensor and 

temperature sensor. The output of these sensors are fed into 

the microcontroller with data acquisition system and then 

are transferred to the mobile application via Bluetooth 

technology. The user can manage the consumption units of 

each home appliance using mobile application and the user 

can also cut off the supply of the appliances from remote 

location using Internet of Things, if the consumption crosses 

a threshold limit. 

E. System to Detect the Vehicle Accidents and its location: 

A MQ-135 sensor detects smoke, the fire sensor DFR0076 

detects a fire up to distance of 16cm and push button detects 

a collision. GSM SIM800L module is used to provide 

information to the security agency. To facilitate the 

operation of the whole system is controlled by Arduino Uno 

microcontroller. GPS module is used to detect the location 

of the vehicle. 

III. SECURITY CONCERNS 

A. Privacy Concerns: 

The vast majority of devices has personal information stored 

in it. Even worse is the fact that many devices transmit this 

information across networks without encryption. 

Misconfiguring of their home network by users make them 

one step away from exposing this data through wireless 

networks. Cloud services are also extremely vulnerable. 

B. Insufficient Authorization: 

A huge number of users and devices rely on weak, simple 

and small passwords and authorizations. Many users that 

configured accounts with weak passwords also used the 

same password in the cloud for cloud products. So, due to 

weak password, stealing of data is simple. So, strong 

password policy is required to make the system more secure. 

C. Transport Encryption: 

Mostly devices used unencrypted network services. 

Transport encryption is where information for transfer 

between devices is encrypted from the outset of any 

communication. Most devices surveyed failed to encrypt 

data, even when the devices were using the Internet. The 

requirement for encryption is particularly strong to securely 

protect data that you don't want anyone else to have access 

to. 

D. Web Interface: 

Security concerns with user interfaces include poor session 

management, weak default credentials and persistent cross-

site scripting. From this, hackers were able to identify valid 

user accounts and take them over using things like password 

reset features. 

E. Insecure Software: 

Many users did not use encryption when downloading 

software updates. Even worse, some of the downloads that 

were tested could be intercepted and uploaded into a file 

system in Linux where it can be modified easily. 

Storage Problem 

A large amount of storage is required to store such 

a huge amount of data. 

IV. ADVANTAGES 

A. Data:  

The more the information, the easier it is to make the right 

decision. Knowing what to get from the grocery while you 

are out, without having to check on your own, not only 

saves time but is convenient as well. 

B. Tracking:  

The computers keep a track on both quality and quantity of 

things at home. Knowing the expiration date of products 

before one consumes them by mistake improves safety and 

quality of life. Also, you will never run out of anything 

when you need it at the last moment. 

C. Time:  

The amount of time saved in monitoring and the number of 

trips done otherwise would be tremendous. 

D. Money:  

This technology could replace human beings who are 

responsible for monitoring and maintaining supplies. 

V. DISADVANTAGES 

A. Unemployment:  

Unskilled employees who do not cope with latest trends in 

hardware and software arena will lose their jobs due to 

Implementation of IoT. 

B. Complexity:  

Due to multiple technologies with different architectures 

makes IoT network a very complex system. Due to this, 

failure in the IoT network may lead to more time for 

restoration of the service. 

C. Safety: 

The chances of software hacking and misusing of personal 

information is more. Stealing of your personal information 

can put you at risk. Hence, all the safety risks become the 

consumer’s responsibility. 

D. Instability:  

IoT system will take some time to become completely stable 

as there are new and upcoming standards are keep on 

integrating in the system. 

VI. CONCLUSION 

The thought of hacking and stealing of personal information 

does bring a fear to a consumer’s mind, but we have to 

move away from it to see the benefits that this great 

technology is going to bring to us. IoT brings higher benefits 

like connected cities, better commerce and an improved 

ecosystem. 

This effort will require cooperation of businesses, 

governments, standards organizations, and academia to 

work together toward a common goal. 
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In short we can say that, IoT represents the next 

evolution of the Internet. IoT has the potential to change the 

world as we know it today—for the better. How quickly we 

get there is up to us. 
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