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Abstract— This project is worked on for forensic purpose. As 

nowadays digital images are easy to manipulate and edit due 

to availability of powerful image processing and editing 

software. So, it is possible to add or remove important 

features from an image without leaving any obvious traces of 

tampering. Therefore the need for authenticating digital 

images, validating their content is also increasing. In this 

paper we are studying the techniques through which the 

forging on digital images can be detected and the one forgery 

that we will be primarily covering is the copy move image 

tampering. The copy-move attack is in which a part of the 

image is copied and pasted somewhere else in the image with 

the intent to cover an important image feature or to cancel 

something that was awkward. We are working on this project 

with the approach that allows us to understand if a copy-move 

attack on the image has occurred and which are the image 

points involved, and to recover which has been the geometric 

transformation happened to perform manipulation or cloning, 

by computing the transformation parameters. When a copy-

move attack takes place, usually a transformation is applied 

to the image patch selected to fit in a specified position 

according to that context. The technique will able to precisely 

point out the altered area and, in addition to estimate the 

geometric transformation parameters with high reliability.   
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I. INTRODUCTION 

The popularity of digital cameras and the internet have made 

it easy for anyone to capture and share pictures. As there are 

various photo editing software tools such as Adobe 

Photoshop that allows anyone to alter images or to create or 

alter images for malicious purposes [1]. Image Forensics is a 

term that is often used to indicate the analysis of the 

authenticity of an image file, evaluate the presence of 

forgeries, and determine the device which has produced the 

picture. Digital image forensics is a research field which aims 

at validating the authenticity of images by recovering 

information about their history. Various methods have been 

developed to tackle with tampering and forgery in order to of 

to hide an object, by copy-pasting a set of pixels from an area 

to another area of the same picture, and it is often very 

difficult to detect with the naked eye[4]. 

The classification of image forgery detection 

techniques is shown in the figure. 

 
Fig. 1: classification of image forgery detection 

A. Active Approach 

In active approach, the digital image requires some kind of 

pre-processing such as embedded watermark or signatures are 

generated at the time of creating the image. However, in 

practice this would limit their application. Digital 

watermarking and signature are two main active protection 

techniques, as something is embedded into images when they 

are obtained. We can detect the Image is tampered, if special 

information cannot be extracted from that obtained image 

B. Passive Approach 

In passive approach, the stream of passive tampering 

detection deals with analyzing the raw image based on 

various statistics and semantics of image content to localize 

tampering of image. Neither construct is embedded in the 

image and nor associated with it for security, as like active 

approaches and hence this method is also known as raw 

image analysis.  

The localization of tampering is solely based on 

image feature statistics. Hence, algorithms and methods of 

detection and localization of image based on passive 

tampering vary depending upon the type of security construct 

used. 

II. COPY MOVE ATTACK 

Copy-move forgery is the image forgery process in which one 

region of the image is copied and pasted to another location 

within the same image. By copy-move attack, an object is 

disappearing from the image because that object is covered 

with a segment that is copied from another region of the 

image. The copied areas can be textured areas like gravel, 

grass, leaves, or fabric because it will likely mix with the 

background and the human eye cannot easily discern any 

suspicious artifacts. The copied regions picked from the same 

image because the most important properties of the image 

such as color palette, range would be appropriate with the rest 

of the image. 
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Fig. 2: Original image 

 
Fig. 3: Tempered Image 

An example of image tampering that appeared in 

press in July, 2008.  

The fig 3 shows four Iranian missiles but only three 

of them are real, as the fourth missile failed to launch so, to 

cover up that copy move forgery was applied to misguide 

viewers to believe all four missiles were launched, In reality 

one missile and its smoke was replicated and pasted on 

nearby zones which seemed very believable to everyone as 

seen in figure 2 

Another example is shown below where copy move 

image forgery has been applied but, it is hard to tell the 

reality. The shown image was taken by army helicopters. 

 
Fig. 4: Original image 

 
Fig. 5: Forged image 

III. SIFT FEATURES FOR IMAGE FORENSICS 

Scale-invariant feature transform (SIFT) is an algorithm in 

computer vision to detect and describe local features in 

images. The algorithm was patented in the US by the 

University of British Columbia and published by David Lowe 

in 1999. 

SIFT key points of objects are first extracted from a 

set of reference images and stored in a database. An object is 

recognized in a new image by individually comparing each 

feature from the new image to this database and finding 

candidate matching features based on Euclidean distance of 

their feature vectors. From the full set of matches, subsets of 

key points that agree on the object and its location, scale, and 

orientation in the new image are identified to filter out good 

matches. 

The determination of consistent clusters is 

performed rapidly by using an efficient hash table 

implementation of the generalized Hough transform. Each 

cluster of 3 or more features that agree on an object and its 

pose is then subject to further detailed model verification and 

subsequently outliers are discarded. Finally the probability 

that a particular set of features indicates the presence of an 

object is computed, given the accuracy of fit and number of 

probable false matches. Object matches that pass all these 

tests can be identified as correct with high confidence. 

A. Scale-space Extrema Detection 

SIFT algorithm uses Difference of Gaussians which is an 

approximation of Gaussian is obtained as the difference of 

Gaussian blurring of a different σ, let it be σ and kσ. This 

process is done for different octaves Gaussian Pyramid. It is 

represented in below image. 

 
Fig. 6: Pictorial representation on finding DoG 
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Once this DoG is found, images are searched for 

local extrema over scale and space. For e.g., one pixel in an 

image is compared with its 8 neighbors as well as 9 pixels in 

next scale and 9 pixels in previous scales. 

If it is a local extrema, it is a potential key point. It 

basically means that keypoint is best represented in that scale, 

shown in figure below. 

 
Fig. 7: Key point Selection 

B. Orientation Assignment 

Now an orientation is assigned to each keypoint to achieve 

invariance to image rotation. A neighborhood is taken around 

the keypoint location depending on the scale, and the gradient 

magnitude and direction is calculated in that region. An 

orientation histogram with 36 bins covering 360 degrees is 

created. (It is weighted by gradient magnitude and Gaussian-

weighted circular window with σ equal to 1.5 times the scale 

of keypoint. The highest peak in the histogram is taken and 

any peak above 80% of it is also considered to calculate the 

orientation. It creates keypoints with same location and scale, 

but different directions. It contributes to stability of matching. 

C. Keypoint Descriptor 

Now keypoint descriptor is created. A 16x16 neighborhood 

around the keypoint is taken. It is divided into 16 sub-blocks 

of 4x4 sizes. For each sub-block, 8 bit orientation histogram 

is created. So a total of 128 bit values are available.  

It is represented as a vector to form key point 

descriptor. In addition to this, several measures are taken to 

achieve robustness against illumination changes, rotation etc. 

D. Keypoint Matching 

Keypoints between two images are matched by identifying 

their nearest neighbors. But in some cases, the second closest-

match may be very near to the first. It may happen due to 

noise or some other reasons. In that case, ratio of closest-

distance to second-closest distance is taken. If it is greater 

than 0.8, they are rejected. 

IV. SIFT BASED METHODOLOGY 

A. Image Conversion and Pre-Processing 

Axial Image is loaded as the input. Loaded image is converted 

into gray scale format. Then image is resized. Image may 

consist of film artifacts but images which we processed are 

free from noise so there is no need to apply filtering. So the 

pre-processing stage makes the image ready for further 

processing. Noise is the undesirable information that 

contaminates the image. Gaussians filter to remove the 

image. 

B. Feature extraction 

Given a test image, a set of key points X ={x1…… xn} with 

their corresponding SIFT descriptors {f1………fn} is 

extracted. A matching operation is performed in the SIFT 

space among the fi vectors of each keypoint to identify similar 

local patches in the test image.  

The best candidate match for each keypoint xi is 

found by identifying its nearest neighbor from all the other (n 

- 1) keypoints of the image, which is the keypoint with the 

minimum Euclidean distance in the SIFT space. In order to 

decide that two keypoint match (i.e. “are these two 

descriptors the same or not?”), simply evaluating the distance 

between two descriptors with respect to a global threshold 

does not perform well. This is due to the high-dimensionality 

of the feature space (128) in which some descriptors are much 

more discriminative than others. 

We can obtain a more effective procedure, by using 

the ratio between the distance of the closest neighbor to that 

of the second-closest one, and comparing it with a threshold 

T (often fixed to 0.6). For the sake of clarity, given a keypoint 

we define a similarity vector D = {d1, d2. . . . .dn-1} that 

represents the sorted Euclidean distances with respect to the 

other descriptors. Following this idea, the keypoint is 

matched only if this constraint is satisfied: 

                         d1/d2 < T where T is between (0, 1) 

We refer to this procedure as 2NN test. This 

matching procedure has one main drawback: it is unable to 

manage multiple keypoint matching. This is a key aspect in 

case of copy-move forgeries since it may happen that the 

same image area is cloned over and over. 

In other words, it only finds matches between 

keypoints whose SIFT descriptors are very different from 

those of the rest of the set (i.e. features that are globally 

distinctive). Therefore, the case of cloned patches is very 

critical since the keypoints detected in those regions are very 

similar to each other.  

For this reason we propose a novel matching 

procedure that is a generalization of (1), and is able to deal 

with multiple copies of the same features. Our generalized 

2NN test (referred as g2NN) starts from the observation that 

in a high-dimensional feature space such as that of SIFT 

features, keypoints that are different from one considered 

share very high and very similar values (in terms of Euclidean 

distances) among them. Instead, similar features show low 

Euclidean distances respect to the others.  

The idea of the 2NN test is that the ratio between the 

distance of the candidate match and the distance of the 2nd 

nearest neighbor is low in the case of a match (e.g. lower than 

0.6) and very high in case of two “random features” (e.g. 

greater than 0.6). Our generalization consists in iterating the 

2NN test between di=di+1 until this ratio is greater than T (in 

our experiments we set this value to 0.5). If k is the value in 

which the procedure stops, each keypoint in correspondence 

to a distance in {d1. . . . dk} (where 1 <= k <= n) is considered 

as a match for the inspected keypoint. 
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Finally, by iterating over keypoints in X, we can 

obtain the set of matched points. All the matched keypoints 

are retained, but isolated ones are no longer considered in 

subsequent processing steps. Already at this stage a draft idea 

of the authenticity of the image is provided. But it can happen 

that images that legitimately contain areas with very similar 

texture yield matched keypoints that might induce false 

alarms. The following two steps of the proposed methodology 

reduce this possibility. 

Algorithm in computer vision to detect and describe 

local features in an image, for any object in an image 

interesting points on the object can be extracted to provide the 

feature description of the object. 

Then, these descriptions extracted from the training 

image can then be used to identify the object, attempting to 

locate the object in a distinct image containing many other 

objects 

To perform reliable recognition it is important that the feature 

extraction from the training image be detectable even under 

changes in image scale noise and illumination. Such points 

usually lie on high contrast regions of the image such as 

object edges. Another important characteristic of these 

features is that the relative position between them in the 

original image should not change from one image to another. 

First the extreme is calculated for the scale space then the 

keypoints are localised and then nearby points are 

interpolated, the low counters keypoints and the h points are 

eliminated. 

C. Hierarchical Clustering 

To identify possible cloned areas, an agglomerative 

hierarchical clustering is performed on spatial locations (i.e. 

x, y coordinates) of the matched points. Hierarchical 

clustering creates a hierarchy of clusters which may be 

represented by a tree structure. The algorithm starts by 

assigning each keypoint to a cluster; then it computes all the 

reciprocal spatial distances among clusters, finds the closest 

pair of clusters, and finally merges them into a single cluster. 

Such computation is iteratively repeated until a final merging 

situation is achieved. The way this final merging can be 

accomplished is basically conditioned both by the linkage 

method adopted and by the threshold used to stop cluster 

grouping. 

Two different linkage methods have been evaluated: 

Single, Centroid and Ward’s linkage.  

Given two clusters P and Q, respectively containing nP and 

nQ objects (where xPi and xQj indicate the ith and the jth 

object in the clusters P and Q), the linkage methods operate 

as follows: 

 Single linkage uses the smallest Euclidean distance 

between objects in the two clusters: 

 
 Centroid linkage uses the Euclidean distance between the 

centroid of the two clusters. 

 
Creates a hierarchy of structures which may be 

represented by a tree like structure, the algorithms starts by 

assigning each keypoint to a cluster then it computes all the 

reciprocal spatial distance among clusters, finds the pair of 

clusters and finally merge them into a single cluster. 

D. Geometric Transform estimation 

When the image have been classified as non-authenticate this 

process can determine which geometrical transformation was 

used between the original area and its copy moved version. 

We will use the RANSAC algorithm to find out the 

geometric transformation estimation. 

V. CONCLUSION 

This paper shows the successful Implementation of the SIFT 

algorithm which will help in detection of any sort of image 

alteration and cloning on the image i.e. copy move attack. 

Even though the applicability of this tool is limited, it may 

still be useful for forensic analysis. The idea for the robust 

match detection is similar to the exact match except we do 

not order and match the pixel representation of the blocks but 

their robust representation that consists of quantized DCT 

coefficients which is useful in significant field of application 

such as: 

 Digital image forensic 

 Authentication verification 

 Geometric transformation. 
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