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Abstract— In cognitive radio networks (CRNs), dynamic 

spectrum gain is provided in which secondary users (SUs) can 

utilize the licensed spectrum bands based on the opportunistic 

non-interference. The operation of such networks is based on 

efficient cooperation between the SUs for the spectrum 

sensing. Due to the open nature of such mobile CRNs leads 

to the possibility of various security threats. In networks like 

mobile CRNs, the security threat called SSDF (Spectrum 

Sensing Data Falsification) in which malicious secondary 

users (SUs) altering the sensing information to adjacent to 

deceive and compromise spectrum sharing in CRN. This 

attack spread fake information among the SUs to lead the 

inaccurate selections about the PU activity.  This attack was 

prevented by some recent studies, but another attack called 

Insistent SSDF (ISSDF) is introduced in CRN. ISSDF 

targeted the Distributed cooperative spectrum sensing 

(DCSS) methods in which attacker altering its sensing data as 

well as broadcasting the altering value of DCSS schemes at 

each iteration and reject from modifying its value according 

to the iterative protocol. The security threats like SSDF and 

ISSDF are harmful to CRAHNs. In this paper, we present the 

different methods to mitigate the security attacks in CRNs. 

The outcome of this paper is the current solutions and their 

problems.  
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I. INTRODUCTION 

At the Royal Institute of Technology in Stockholm into this 

seminar, cognitive radio formally progressed by using Joseph 

Mitola , in past due 90’s, after made in an article via Mitola 

and Gerald Q. Maguire, Jr. in 1999. 

The term Cognitive Radio it is utilized to provide an 

explanation for a tool with the capability to sense and powers 

its context of use, on the way to allow it to regulate its radio 

working elements dynamically and autonomously and studies 

the results of its movements and its environmental setting 

operation [1]. CR is a form of wireless conversation in which 

a transmitter/receiver can determined intelligently dialogue 

channels which might be in use and people who aren't, and 

might circulate into unutilized channels. This optimizes the 

use of available spectrum radio frequency even as minimizing 

interference with different kind of customers [2]. 

In the IEEE 802.22 and IEEE 802.16h in this 

involved the principle of CR, necessitates an optional 

spectrum manage this is: a person understand as secondary 

(SU) may moreover everybody time gain to frequency bands 

which can be loose, that is i.e., no longer absorbed with the 

aid of direction of primary person of the licensed band [3]. 

The SU will allot the facility as soon as finished, or as soon 

as a PU has shown an inclination connection. 

Four predominant features necessitate to cognitive 

radio system and that features authorities it to 

opportunistically utilize the spectrum. Those features 

includes inside the CR terminal’s vital steps for spectrum 

management. They’re: spectrum sharing, spectrum sensing, 

spectrum selection, and spectrum mobility. 

The spectrum sensing includes on sensing it is not 

beneficial spectrum and sharing it without interference with 

each other customers. One of the targets of the spectrum 

sensing, specifically for the interference sensing, is to obtain 

the spectrum repute (free/busy), so that the spectrum can be 

accessed by means of the usage of a SU following stress of 

interference. Determining the interference at the acceptor 

creates from the initial one transference of SUs is that of 

mission [4]. 

Spectrum authority for that purpose decision model 

is necessitates. Inside the analysis of the spectrum assumed 

that the difficulty of this version depends on the parameters. 

The decision model turns into more complicated while a SU 

has a more than one goals. For instance, a SU may 

additionally intend to enlarge performance at the same time 

as diminishing disturbance induced to the primary consumer. 

Stochastic optimization techniques might be a stimulating 

device to model and execute the hassle of spectrum get power 

inside a CR [5] [6]. 

Priority will affect the choice of the spectrum 

authority, whilst many users are inside the device. Inside 

authority to spectrum these clients may be cooperative or 

uncooperative. All people have its own motive, inside the 

non-cooperative environment, all customers can work 

together to obtain one goal, while in a cooperative one. On 

the other hand, in recent studies vulnerable to various types 

of safety attacks is the cooperative spectrum sensing inside 

the CRNs. 

SSDF( Spectrum Sensing records Falsification 

attack) can manufactures the SUs to prepare inaccurate 

selections about the PU activity with a purpose to outcomes 

in improved involvement from the SUs to the PU and will 

also effect in the underutilization of the free spectrum. 

Insistent SSDF (ISSDF) attack [8], [9], 

exceptionally, is aimed toward iterative DCSS schemes in 

which the attacker now not fulfilment falsifies its sensing 

statistics but it furthermore sending’s the falsified amount of 

the cooperation and refrains from modifying its price in step 

in accordance the iterative protocol at every iteration. 

Therefore, ISSDF attacks can be very dangerous. It 

becomes very necessary to mitigate such attacks in CRNs It 

becomes very necessary to mitigate such attacks. 

This paper presents the study on conventional and 

recent techniques to provide the security against such attacks. 

The attacks prevention in mobile CRNs is not similar to 

MANET or WSN networks; hence the security algorithms of 

such networks are not applicable to CRNs. We presented the 

systematic review and analysis of current solutions to address 
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various attacks in CRNs. The research gaps are studied and 

presented at the end of this paper. In section II, we present the 

study on recent security methods. In section III, the 

comparative study among all the methods performed. The 

research gaps are communicates inside the section IV. Lastly 

inside section V, the conclusion and future work disclosed. 

II. SECURITY METHODS 

We discussed the algorithms reported from 2013 onwards in 

this section. Figure 1 showing the malicious SUs and honest 

SUs working in CRNs. 

 
Fig. 1: Example Scenario of SSDF Attackers in CRNs 

In [1], the authors express a CRN connect on IEEE 

wireless nearby region network and explain a few of the 

safety threats oppose it. Early calculate whether they are 

being attacked for the secondary customers in the CRN, 

smooth yet powerful IDS then demonstrate. 

To find out the not normal behaviour because of 

attacks for that their concept makes use of non-parametric 

cumulative sum as the replace point detection algorithm. 

Using a learning phase the writer suggest IDS adopts an 

inconsistency located technique and it profiles the CRN 

device elements. So, to locate new styles of attacks for that 

their proposal it is also capable. For example, they execute 

the method of finding of a jamming attack, in advance which 

became not acknowledged to the IDS. The proposed IDS 

appraise via computer based completely simulations, and the 

simulation effects sincerely propose the efficiency of their 

idea. 

In [2], the authors suggest Inside cognitive radio ad-

hoc networks, a new selfish attack type exists and endorse an 

very simple and powerful selfish cognitive radio attack 

located concept, referred to as COOPON, with more than one 

channel sources by cooperative neighbouring cognitive radio 

nodes. 

In [3], the authors proposed an efficient AES-

primarily based totally DTV scheme, wherein the obtainable 

reference series useful to arise the P2 pilot symbols inside the 

DVB-T2 frames is encrypted the usage of the AES algorithm 

to facilitate appropriate primary person and malicious man or 

woman detection. They can calculate PUEA accurately over 

every subcarrier or sub-bands, with the proposed scheme in 

which the P2 symbols available. 

Second, using exploiting the energy harvesting 

strategies, they come up with a powerful conversation scheme 

for the secondary customers under PUEA. As the most 

desirable answer relies on multi-dimensional complete 

search, authors present a powerful suboptimal answer with far 

decrease computational problems. With the power harvesting 

approach it’s noticed that the sum-charge of the secondary 

person network may be improved. 

Third, for the secondary persons they probably the 

worst case PUEA involvement in terms of reducing the sum-

rate. They shows that for sensible structures, as channel state 

data in between the SUs is not exists to the malicious 

individual, the worst jamming for the SUs is at the same time 

as the malicious consumer performs same power allocation 

over all of the white space subcarriers. 

In [4], over the many paths Rayleigh fading channels 

the channel-tap power is applied as a radio-frequency 

fingerprint (RF) to absolutely recognize preliminary 

consumer emulation attacks. 

The proposed techniques help PHY layer 

appropriately find out the specification of PUs and PUEAs. 

For SNR = -2 dB and the false alarm probability of 0.1, the 

SU can finding a PUEA with the locating probability of 

0.9673 underneath the mobile speed of 70 km/h. 

In [5], the authors suggest inside a cognitive radio 

ad hoc network techniques categorized iterative time slot 

assignment algorithms for the SSI sharing on a dedicated 

common area manage channel. A collision detection and 

acknowledgment scheme on that technique depends totally 

the proposed algorithm. That scheme permits the network 

nodes to achieving knowledge approximately collisions 

regarding their sending SSI packets. Using a probabilistic 

method the nodes use that statistics to replace their operating 

time slots; all of the node controls and updates a parameter 

representing the possibility of switching the time slot internal 

case of a collision. 

In [6], the authors presented a method for detection 

and isolation of such malicious users. Their method is based 

on the k-medoids clustering algorithm. The proposed 

approach does not require the use of any predefined threshold 

for detection. It mines the accumulation of sensing reports at 

the FC for determining the presence of attackers. Moreover, 

they also express how they are able to utilize the proposed 

method on streaming statistics and thereby locate and isolate 

attackers on the fly. Simulation results manual the validity of 

the approach. 

In [7], the authors centred on security issues 

generating from PUE attacks within CR networks. They 

describe a huge introduction to PUE attack, from the 

attacking rationale and its impact on CR networks, to 

detection and protection techniques. On the way to 

comfortable CR networks in opposition PUE attacks, a two-

level database-helped detection approach is proposed to 

locate such attacks. Instantaneous and dependable detection 

for that purpose mixed energy detection and region 

verification. 

In [8], a cognitive radio network in this case the 

spectrum sensing and spectrum sharing are two fundamental 

problems. Spectrum sensing and spectrum sharing procedure 

on both procedures the spectrum sensing data falsification 

(SSDF) attack imposes not good effect. So that it will deal 

with the SSDF attack and in cent secondary customers (SUs) 

to act properly, a joint spectrum sensing and resource 

allocation (JSSRA) scheme in a CRN is proposed. 
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In [9], the authors supplied a short evaluation of CR 

systems and the important research milestones of their 

evolution, alongside their standardization activities, as final 

results of their studies. This is accompanied via the entire 

analysis of the interweave strategy based totally absolutely 

CR network and by using a complete comparison to the 

family of underlay primarily based CRNs. within interweave 

primarily based CRN. 

Considering that overlooked finding and duplicate 

alarm fault in real-time spectrum sensing cannot be stop, 

depend on a new way we quantify the achievable rates of the 

interweave CR that means of explicitly incorporating the 

effect of sensing faults. Speedy fading it is assumed to be the 

link among the PU transmitter and the SU transmitter. 

Explicitly, the achievable price degradation imposed by the 

use of the sensing mistakes is investigate for two spectrum 

sensing techniques, particularly for power Detection and for 

Magnitude Squared Coherence based detection. 

In [10], proposed a new defence scheme known as 

attack-conscious CSS. The proposed method estimates attack 

strength and applies it in k-out-N rule to gain the excellent 

value of k that minimizes the Bayes hazard. The attack 

strength is indicated as the ratio of the variety of malicious 

customers to the entire number of users, which similar to the 

eventuality that a selected consumer is malicious. 

In [11], the authors focused on safety problems 

creating from initial consumer emulation attacks in CR 

networks. They available an expansive introduction to PUE 

attacks, from the attack rationale and its impact on CR 

networks, to detection and defence techniques. With a 

purpose to safety CR networks in opposition to PUE attacks, 

a two-level database-assisted detection technique is proposed 

to locate such attacks. Early and the reliable detection for that 

purpose Strength detection and region verification are mixed. 

Illustrate the effectiveness of the proposed locating and 

protecting method described through the Illustrative 

outcomes. 

In [12], through the intelligently calculating sensory 

records with the assistance of straightforward nodes, a novel 

protection way to the wart SSDF attacks. The proposed 

scheme employs an efficient and early recognition-primarily 

based algorithm to determine the behaviour of everybody.  

Consequently, no longer will reliable sensory information be 

frequent by the centre entity, however additionally malicious 

customers can be effortlessly identified and delete from the 

network. 

In [13], they analytically modelled the CGBN-

HARQ scheme with the beneficial Discrete Time Markov 

Chain. Explicitly, an algorithm is developed for deriving 

every the legitimate states and for removing the illegitimate 

states, which assists us in minimizing both the dimensionality 

of the nation transition matrix and the associated 

computational complexity. 

Moreover, for appraising the throughput we derive 

closed-shape expressions, based on DTMC modelling, the 

average of packet delays to CGBN-HARQ in realistic 

imperfect sensing surroundings. The results are authorized 

running our simulations for testing. Their performance results 

are described the obtainable throughput and the delay are 

affected by the interest of PUs, as well as using the reliability 

of PR channel and by the number of packets are transmitted 

in step using TS. 

III. COMPARATIVE ANALYSIS 

This section presents the comparative analysis of all the 

methods studied along with the limitations and advantages. 

The table shows that there are some recent works reported on 

selfish attacks, faulty attacks, other anomaly based attacks, 

SSDF attacks, however there is only one method proposed to 

mitigate the ISSDF attack. From all the attacks, ISSDF is 

more harmful to the CRNs. 

Year Methodology Advantages Disadvantages 

2013 

[1] 

Anomaly 

detection in 

CRN 

It works 

regardless of 

attack type 

QoS is not 

evaluated. IDS 

detection rate is 

poor 

2013 

[2] 

COOPON 

Selfish attack 

detection 

method 

It works on type 

3 selfish 

attackers in 

CRN. 

Suffered from 

overhead and 

poor accuracy 

problems. 

2015 

[3] 

Primary user 

emulation 

attack 

(PUEA) and 

malicious user 

detection 

performed 

Accurately 

detects PUEA 

and effective 

communication 

It may increase 

communication 

overhead 

2015 

[4] 

PUEA 

detection 

using cross 

layer design 

SU can 

accurately 

detects the 

PUEA. 

The attacks on 

SU not 

considered. 

2015 

[6] 

Mitigating 

SSDF attacks 

using 

Clustering. 

Not depends of 

any pre-defined 

threshold for 

SSDF detection. 

The mobile 

SUs as well as 

scalability not 

evaluated. 

2016 

[8] 

SSDF 

mitigation 

using 

spectrum 

sensing and 

resource 

allocation 

schemes. 

It helps SUs 

improve the 

sensing 

reliability and 

prevent SUs 

from behaving 

maliciously. 

ISSDF attacks 

not addressed 

by this 

approach. 

2016 

[10] 

SSDF 

mitigation 

using 

collaborating 

spectrum 

sensing 

algorithm. 

It works 

according to 

attack strength. 

ISDDF attacks 

not in 

consideration. 

2017 

[12] 

SSDF attack 

mitigation 

based on 

reputation 

algorithm 

Node trust 

based method to 

detect SSDF 

attacks. 

Trade off 

between QoS 

and security is 

an issue. 

2017 

[14] 

Context aware 

trust based 

ISSDF attack 

detection. 

Effectively 

protect SU’s 

under the 

dynamic 

conditions. 

Manual PU’s 

Monitoring 

required at 

SU’s 

Table 1: Comparative study of recent works 
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Table 2 shows the attack under consideration for all above 

methods while providing the security in CRNs. 

This section presents the comparative analysis of all 

the methods studied along with the limitations and 

advantages. The table shows that there are some recent works 

reported on selfish attacks, faulty attacks, other anomaly 

based attacks, SSDF attacks, however there is only one 

method proposed to mitigate the ISSDF attack. From all the 

attacks, ISSDF is more harmful to the CRNs. 

Year Attacks 

2013 [1] Anomaly Detection 

2013 [2] Selfish attack 

2015 [3] Malicious user and PUEA attacks. 

2015 [4] PUEA 

2015 [6] SSDF 

2016 [8] SSDF 

2016 [10] SSDF 

2017 [12] SSDF 

2017 [14] ISSDF 

Table 2: Attacks Mitigated 

IV. RESEARCH GAPS 

In this article, the extensive study over the different attacks 

and their mitigation methods for CRNs presented. From the 

literature study and comparative analysis we noticed some 

research gaps: 

 Most of the attack mitigation methods are targeting to 

only static CRNs, however the mobile CRNs is the 

emerging technology for wireless communications. 

 Monitoring of SU’s for security analysis in dynamic 

settings is challenging research problem. 

 Recent methods failed to show the trade off between 

quality of service, energy efficiency and security 

efficiency parameters effectively. 

There is only signal technique reported in recent past 

to mitigate dangerous ISSDF attack in mobile CRNs. 

V. CONCLUSION AND FUTURE WORK 

The Cognitive radio networks (CRNs) are emerging 

communication technologies for many real time applications 

since from last decade. The increasing demand of CRNs leads 

to several challenges to address such as spectrum efficiency, 

energy efficiency, security etc. In CRNs, during the 

collaborating spectrum sensing there is possibility of major 

security threats in order to steal some important data or spread 

the fake information among other secondary users. There are 

attacks like selfish node attack, SSDF attack, and recently the 

ISSDF attacks are major security threats for mobile CRNs. In 

this paper, we presented the current solutions and their 

working to mitigate such attacks. We present the comparative 

study as well as the research gaps identified from the study. 

For future work we suggest to work on designing the novel 

ISSDF attack mitigation method for mobile CRNs. 
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