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Abstract— Now a day’s Cloud computing is emerging field 

because of its Performance, high availability, at low cost. 

Cloud is kind of centralized database where many 

organizations store their data, retrieve data and possibly 

modify data. In cloud, many Services are provided to the 

client. Data storage is main feature to store huge amount of 

data. But still many organizations are not ready to 

implement cloud computing technology because of 

mentioned deficiency. One of them is Lack of security, so 

the main objective of this paper is to solve the above 

deficiency that to prevent unauthorized access, it can be 

done with the distributed scheme by using to provide 

security of the data in cloud. The cloud is support for data 

redundancy means clients can insert, delete or can update 

data so there is security mechanism which ensure integrity 

of data.  
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I. INTRODUCTION 

Now a day Cloud Computing became so strong, because it is 

an Internet-based development and also cheaper as well as 

more powerful processors, together with the software as a 

service (SaaS) computing architecture. Due to increase in 

network bandwidth it becomes faster to provide quality of 

services as compare to previous. Also support to moving the 

data between cloud and client without any complexity 

because of releasing the hardware complexity. Because of 

online base computing it provide huge amount of data 

storage and resources to the local machine and eliminate the 

local machine to maintenance separate data. As a result, 

users are at the thankful of their cloud service providers for 

the availability and integrity of their data. 

 
Fig. 1: Overview of Cloud 

Data security is always been the important aspect 

of quality of services, Cloud computing every time invites 

the new challenges of security thread for number of reasons. 

Firstly, traditional cryptographic cannot be used directly 

data security purpose because users’ loss control of data 

under be Cloud Computing. Therefore, verification of 

correct data whether it store correctly or not in the cloud 

must conduct without explicit knowledge of the whole data. 

Secondly, Cloud Computing is not just a third party data 

warehouse it’s also used for the delivery of services. 

The data store in the cloud that may be update 

frequently by the user like insertion, deletion, appending, 

recording, etc.  It is ensure the data storage correctness 

under dynamic data updation so its became more important. 

A. Our Contribution 

The main contributions of this paper are 

 The challenge-response protocol in our work further 

provides the localization of data error. 

 We propose an efficient method for encoding the data 

to be transferred and stored in the Cloud. 

 Finally, we propose an efficient data recovery method 

and performance analysis for the retrival of lost data in 

cloud. 

B. Assumptions 

In this paper, we assume that the scheme supports secure 

and efficient dynamic operations on data blocks, including: 

update, delete and append. The rest of the paper is organized 

as follows. Section II describes the Cloud Computing. 

Section III introduces the system model and Problem 

formulations. Then we provide the detailed description of 

our scheme in Section IV. Section V gives the security 

analysis. Section VI provides details on conclusion and 

future work. 

II. CLOUD COMPUTING 

Cloud computing is the delivery of computing services over 

the Internet. Cloud services allow individuals and businesses 

to use software and hardware that are managed by third 

parties. Cloud computing provides a shared pool of 

resources, including data storage space, networks, computer 

processing power, and specialized corporate and user 

applications. 

The most important components of the cloud 

computing architecture are front end and back end. Where 

the front end is the part seen by the client. i.e., the computer 

user, which includes the client’s computer and the 

applications used to access the cloud via a user interface 

such as web browser or any system application. 

 
Fig. 2: Cloud Computing 
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Fig. 3: Structure of Cloud 

III. SYSTEM MODEL AND PROBLEM FORMULATION 

The proposed system has three important entities, 

Users: Who have data to be stored in the cloud and 

depend on the cloud for data computation, also consist of 

both individual consumers and organizations. 

CSP (Cloud Service Provider): CSP is the person 

who can manage whole services as well as data storage and 

lot more thing of cloud computing like operate live Cloud 

computing system. 

TPA (Third Party Auditor), who has capabilities 

and authority that users may not have, TPA is trusted person 

to take a risk of cloud storage. 

The first part of the section is devoted to a review 

of basic tools from coding theory that is needed in our 

scheme for file distribution across cloud servers. 

IV. ENSURING CLOUD DATA STORAGE 

In cloud data storage system, users store their data and do 

not possess longer data locally. Due to which, the 

correctness and availability of the data files which being 

stored on the distributed cloud servers must be guaranteed. 

The most important issue is to effectively detect any 

unauthorized data modification and corruption, which occur 

due to server compromise and random Byzantine failures. 

 
Fig. 4: Cloud Data Storage Architecture 

Whereas, in the distributed case such 

inconsistencies are successfully detected, and also to find on 

which server the data error lies become great significance, 

hence it can be the first step to fast recover the storage 

errors. So to address and solve all these kinds of problems, 

our main scheme for ensuring cloud data storage is 

presented in this section. 

The first part of the section is to develop and 

review of basic tools from coding theory that is needed in 

our scheme for file distribution in cloud servers. Then, our 

main tool homomorphic token is introduced. The token 

computation function are belongs to a family of universal 

hash function, chosen to preserve the homomorphism 

properties, which can be perfectly integrated with the 

verification of erasure-coded data. Side by side, it is also 

shown verifying the storage correctness as well as 

identifying misbehaving server. 

The most important point of this paper is that, 

trying to implement the cloud computing with the mobile 

computing. So user is not restricted to access the data in the 

cloud via personal computer or laptop. But he or she can be 

access the cloud account via mobile phone also. It will be so 

handy for the user to take the cell phone with them. 

V. SECURITY ANALYSIS 

To achieve assurance of data storage correctness and data 

error localization simultaneously, this paper focuses on a 

scheme Challenge-Response protocol. 

 
Fig. 5: Challenge Response Protocol 

VI. CONCLUSION AND FUTURE WORK 

Cloud Computing is gaining remarkable popularity in the 

recent years for its benefits in terms of flexibility, 

scalability, reliability and cost effectiveness. Despite all the 

promises however, Cloud Computing has one problem: 

security. In this paper, we studied the problems of data 

security in cloud data storage, which is essentially a 

distributed storage system. An effective and flexible 

distributed scheme is proposed to ensure the correctness of 

users’ data in the cloud servers. If this correctness 

verification is too much resource consuming on the user’s 

side, the task can be delegated to the third party auditor and 

the pre-computed tokens could be either in the user’s local 

device or cloud server in encrypted format. By detailed 

security and performance analysis, we show that our scheme 

is highly efficient in recovering the singleton losses almost 

immediately and recovers from bursty data losses. We 

envisage several possible directions for future research on 

this area. As our future work we focus on reducing the 
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impact in maintaining the challenge key in user’s local 

space. For this we can split the challenge key into several 

parts- partial keys and maintain those keys in different cloud 

server and yet ensure security and data transparency. This 

might reduce the space overhead and possible cross 

verification of the verification process of a TPA by other 

TPAs. 
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