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Abstract— The aim of this project is used for automation of 

mechatronics processes.  More recently Electricity has been 

used for control and early electrical control was based on 

relays. This relays allow power to be switched on and off 

without mechanical switch. It is common to use relays to 

make simple logical control decisions. This systems are being 

advanced by ongoing research and development activities; 

one major activity entails the application with sensors to 

material handling, inspection and assembly operation. Now a 

days everyone knows what type of security we need, security 

in almost all the cases.  Electricity theft is not a new 

phenomenon but it is becoming important because of its 

impact on the cost of electricity to consumers and the utility 

companies alike. But even after taking care we are still 

unsatisfied with the security which we provide by you. So as 

the technology is growing we are implementing new ideas 

over security purpose. One such a thing is using sensor which 

is used to detect the theft. The THEFT IDENTIFICATION 

USING GSM detect the theft when someone wants to theft 

electricity in home or industry then the theft will be 

automatically arrested with the help of sensor and make the 

alarm. The message will goes to MSCB after that they trip the 

supply. The buzzer will be on for indicating that theft is 

detected, buzzer will not be stopped until reset switch is 

pressed by the owners. Electricity can be fraudulently 

accessed through illegal hook-ups, meter tampering or 

bypass, billing irregularities and unpaid bills. Technically, 

this type of theft is the least sophisticated and is usually 

practiced by poorer households. It is also very easy to detect.  

Electricity Company to import power equipments like 

transformer and others to augment the demands of domestic 

and industrial consumer’s electrical power to both. The 

source of  this  illegal  connection  of  power  supply  is  

mainly  due  to  lack  of proper  monitoring system.    
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I. INTRODUCTION 

Electricity theft is not a new phenomenon but it is becoming 

important because of its impact on the cost of electricity to 

consumers and the utility companies alike. Unlike other 

forms of theft, electricity theft hardly carries strict penalties. 

Recently, however, there has been the development of more 

policies and stronger legislative power to deal with those who 

take part in the fraudulent extraction of electricity.  There are 

four main ways that electricity can be accessed illegally.  

Electricity can be fraudulently accessed through illegal hook-

ups, meter tampering or bypass, billing irregularities and 

unpaid bills. Illegal  hook-ups  occur  when  electrical  wires  

are  directly  connected  to  the  grid  system from  the  

individual’s  premises.  High  risks  of  electrocution  and  

electrical  fires  are associated  with  this  type  of  electricity  

theft.  Technically, this type of theft is the least sophisticated 

and is usually practiced by poorer households. It is also very 

easy to detect. Meter  related  theft  is  hardly  found  among  

poor  households  because  it  is technically  sophisticated  and  

usually  requires  some  electrical  wiring  knowledge.  Meter 

tampering can be done by inserting a device into the meter 

resulting in an inaccurately lower reading on the meter.  This  

tampering  can  be  detected  only  by  an  audit  on  the 

premises or by discrepancies in the electricity bill. Meter 

bypass occurs when some of the wiring of the premises is 

engineered to not pass through the meter. Like meter 

tampering, this is also very difficult to detect. Billing  

irregularities  is  a  manifestation  of  corruption  in  the  utility  

company through  bribes  to  utility  officials.  Usually,  the  

meter  reader  is  compensated  for  not reporting  the  accurate  

electricity  usage  of  the  property.  This method again, is not 

a pop option with the poor. Power theft is a serious problem 

and it’s among some of the challenges confronting most 

Power theft when not checked and prevented can derail the 

growth and progress of an economy.  It  can  also  leads  to  

frequent  power  outages  due  to  lack  of  funds  by  the 

Electricity company to import power equipments like 

transformer and others to augment the demands of electrical 

power to both domestic and industrial consumers. The source 

of  this  illegal  connection  of  power  supply  is  mainly  due  

to  lack  of  proper  monitoring system Most  cases  of  

electricity  theft  occur  when  violators  physically  alter  the  

internal mechanism of their electric meters, causing the 

electricity to bypass the meter and not be recorded.  As  a  

result,  violators  are  not  charged  for  the  total  number  of  

kilowatt-hours actually  used,  causing  lost  revenue  for  the  

electricity  providers.  In addition, tampering with live 

electricity inside a meter is dangerous and could result in a 

fire, shock or even death to the perpetrator. Utility staff could 

also be injured when later repairing the meter. 

II. OBJECTIVE 

 To propose a microcontroller base power theft device for 

a prompt   identification of power theft activities.  

 To  minimize  the  rate  of  illegal  tapping  of  power  

supply  for  both  domestic  and industrial usage. 

 To maximize revenue generation by the power utility 

companies. 

 To minimize the higher cost of hiring power taskforce to 

monitor the activities. 

III. SCOPE 

The scope of this project is to design the GSM based Power 

Theft Detection in order to reduce the energy wastage and 

save a lot of energy for future use.  
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IV. BLOCK DIAGRAM 

 

A. MSEB 230V AC source 

This is the actual AC source of electricity.  We have to 

measure this energy. 

B. Energy meter: 

To check the line supply, we are using energy meter. We had 

connected PT across the energy meter to check the 

availability of line supply. 

C. Load: 

Load means the output devices connected at the output of the 

energy meter. To check the load supply, we are using PT. We 

had connected PT across the load to check the availability of 

load supply 

D. Sensor: 

In this project we are using PT i.e. Transformer to check the 

availability of 230Vac supply. If the 230 Vac supply is 

present then output of PT is 12 Vac. And when the 230 Vac 

supply is not present then output of PT is 0 Vac. 

E. Signal Conditioning 

The sensor’s output is 0Vac or 12Vac. But we cannot give 

this voltage to the microcontroller. Microcontroller accepts 

only logic 0 or logic 1.  

In signal conditioning we are converting a voltage 

into DC voltage by using rectifier W04. Then this output is 

given to Opto-coupler. And opto-coupler’s output is given to 

the microcontroller  

F. ARDUINO Board: 

Arduino is an open-source platform used for building 

electronics projects. Arduino consists of both a physical 

programmable circuit board and a piece of software, or IDE 

(Integrated Development Environment) that runs on your 

computer, used to write and upload computer code to the 

physical board. The Arduino platform has become quite 

popular with people just starting out with electronics, and for 

good reason. Unlike most previous programmable circuit 

boards, the Arduino does not need a separate piece of 

hardware (called a programmer) in order to load new code 

onto the board – you can simply use a USB cable. 

Additionally, the Arduino IDE uses a simplified version of 

C++, making it easier to learn to program. Finally, Arduino 

provides a standard form factor that breaks out the functions 

of the micro-controller into a more accessible package. 

The Arduino hardware and software was designed for artists, 

designers, hobbyists, hackers, newbie’s, and anyone 

interested in creating interactive objects or environments. 

Arduino can interact with buttons, LEDs, motors, speakers, 

GPS units, cameras, the internet, and even smart-phone or 

TV. This flexibility combined with the fact that the Arduino 

software is free, the hardware boards are pretty cheap, and 

both the software and hardware are easy to learn has led to a 

large community of users who have contributed code and 

released instructions for a huge variety of Arduino-based 

proje  

G. 16X2 LCD Display 

In this project we are using 16 X 2 intelligent LCD display to 

display the status of the project. 

This display contains two internal byte wise resisters, One for 

the commands (RS=0) and second for character to be 

displayed (RS=1). It also contains a user programmed RAM 

area (the character RAM) that can be programmed to generate 

any desired character that can form using a dot matrix. To 

distinguish between these two data areas, the hex command 

byte 80H will be used to signify that display RAM address 

00H is chosen. Port 1 is used to furnish the command or data 

byte, and ports 3.2 to 3.4 furnish register select and read/write 

levels. The display takes varying amounts of time to 

accomplish the functions. LCD bit 7 is monitored for logic 

high (Busy) to ensure the display is not overwritten. 

1) LCD Features 

 Maximum input voltage: 5.3VDC  

 Operating input voltage: 5VDC  

 8-bit interface data bus  

 Controller: HD47780 equivalent  

 Character font size: 0.125"W x 0.200"H  

 16 pin/terminals  

 Display size: 2.5"L x 0.7"W  

 Module size: 3.4"L x 1.2"W x 0.5"T  

2) LCD Description 

This is a 16 character by 2 line display, with the standard 

HD44780 chipset. It works great with any Arduino and it is 

very easy to interface. This LCD has 8-bit parallel interface. 

It is possible to use all 8 bits plus 3 control signals or 4 bits 

plus the control signals. 
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3) LCD Pin Diagram  

 

 
Fig. 4.6.1: 

H. GSM Modem 

1) Theory of GSM: 

The diagram below shows the flow of the data via a GSM 

module. The first embedded device is the Arduino which 

sends the data to the module. The module then via wireless 

link will send the data to the GSM receiver in mobile phone. 

The mobile phone here acts as a second embedded device 

which reads the data. 

 
Fig. 4.7.1: 

2) GSM Modem Description:  

More and more applications emerged with the rapid 

development of wireless data services, such as vehicle 

navigation, remote monitoring, wireless Internet access, 

wireless POS, etc. Thus, more and more devices need to be 

able to do wireless communication. 

With this background, Sky microwave Corp. 

develops its MOD 9001 BENQ GSM/GPRS Modem. Users 

of this product can add wireless communication capability 

easily to their own products, and then, develop many 

applications. The MOD 9001 BENQ GSM/GPRS Modem 

mostly fits the need of data transfer, with SMS data 

communication, GPRS data navigation, Circuit Switch / Data 

Connectivity, TCP/IP protocol etc. Because the easy setting 

up in SCM (Single Chip Micyoco), it is convenient for 

network data communication. The MOD 9001 BENQ 

GSM/GPRS Modem with small size, which fits both 

embedded application and external peripheral equipment. 

The AT command set and RS232 interface will offer easy 

data connection without any extra circuit control. 

Traditionally, the above applications use digital cellular, 

CDPD or other wire-line modem to do communication, and 

these technologies are of the disadvantages of high 

communication expense, limited communication range, dial 

before communications, etc. When we begin to use MOD 

9001 BENQ GSM/GPRS Modem, all these problems 

disappeared 

3) GSM Modem Features:  

 Supporting 900/1800/1900 MHz GSM Tri band, better 

signal quality. 

 Status lights indication. 

 Supporting AT Command Set. 

 Standard RS-232 serial port, easy to use. 

4) GSM Modem Technical Specifications:  

 Operation temperature: -25°C to +60°C 

 Receive Sensitivity: -102dBm 

 Maximum Transmit Power: 1W 

 Dynamic range: 62dB 

 Frequency tolerance: ≤±0.1ppm 

 Power supply: 5V, 7.5V, 12V optional, and can be 

changed according to customer’s requirement. 

 Current: standby 50mA, work 300mA 

 Weight: 250g 

I. Power supply for the project 

This block converts 230 Vac into +5 volt dc and +12 volts dc. 

+5 volts is required for Arduino board and LCD display. + 12 

Volts are required for Relay driver circuit. 

V. CONCLUSION 

If we are succeeded in avoiding the power theft there will be 

less scarcity for power utilization .Our idea is to boon to 

electricity board. The crime stealing power may be bought to 

end and there by a new bloom may be expected in the 

economy of our motherland 
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