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Abstract— Multiple signature [10] generation is defined as 

the multi signature process for providing better and strong 

security from strong security from various attacks i.e. active 

attacks and passive attacks. Multisignature is generally based 

on DKMI protocol (distributed key management 

infrastructure). MultiSignature is a simple scheme for 

sending various messages in a group. The main reason of this 

research paper is introduce this efficient and more secure 

multiple signature schemes. Our project provides brief 

information regarding DES and DSA Algorithms along with 

spam filter features and cryptography, basically DES 

algorithm is part of cryptography and which is implementing 

on sending and receiving messages and used for encryption 

and decryption for providing confidentiality and avoid from 

further data alteration. The main concept of DES algorithm is 

providing secure communication over a non-secure network 

channel. DSA algorithm is used to create a digital signature 

for proving authentication and non-repudiation features and 

another module in this project is socket programming which 

enables to send different format of files in group i.e. images, 

video, audio etc.    
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I. INTRODUCTION 

In this Project we discussed about MultiSignature scheme and 

cryptography and any other modules like spam filter, socket 

programming etc. MultiSignature scheme is used for 

providing more security and enhanced features from exiting 

system. MultiSignature scheme is proposed because of its 

enhanced features like traceability property along with break 

resistance property. It means MultiSignature signature 

scheme thus remains secure, even if the threshold 

cryptosystem has been broken, i.e., the group secret or 

individual secret shares are known or controlled by an 

adversary. There are some properties that must satisfy the 

MultiSignature scheme i.e. (1) correctness property (2) 

threshold property (3) Traceability (4) Coalition-resistance 

(5) Break-resistance. There are also some benefits of 

MultiSignature scheme i.e. It increases the throughput in a 

network and it leads low error rated and provide better 

services to client and reduced administrative cost.  

II. BRIEF OVERVIEW OF DIGITAL SIGNATURES 

Digital signatures [6] are the public-key primitives of 

message authentication. Digital signature play a vital role in 

e-commerce sites and any online portal transaction, then 

Digital signature is important. 

Digital signature based on Asymmetric Key 

Cryptography it means two keys will be used for encryption 

and decryption and In Digital signature encryption is done 

with sender’s private key and decryption is done with 

receiver’s public key, Basically Digital Signature used for 

authentication and non-Repudiation. A Digital signature is 

mathematical scheme for demonstrating the authenticity of 

digital messages. A valid Digital Signature gives a recipient 

reason to believe that the messages was created by known 

sender (authentication), the sender cannot deny having sent 

the message (non-repudiation), and that the message  was not 

altered in transit (integrity).Digital Signature is a 

cryptographic value that is calculated from secret key known 

only by the signer  

 
Fig. 1: Brief Overview of Digital Signatures 

III. CRYPTOGRAPHY 

Cryptography [1] is Cryptography involves creating written 

or generated codes that allow information to be kept secret. 

Cryptography converts data into a format that is unreadable 

for an unauthorized user, allowing it to be transmitted without 

unauthorized entities decoding it back into a readable format, 

thus compromising the data. 

Information security uses cryptography on several 

levels [3]. The information cannot be read without a key to 

decrypt it. The information maintains its integrity during 

transit and while being stored. Cryptography also aids in 

nonrepudiation. This means that the sender and the delivery 

of a message can be verified. Cryptography is also known as 

cryptology. Cryptography also allows senders and receivers 

to authenticate each other through the use of key pairs. There 

are various types of algorithms for encryption, some common 

algorithms include: 

A. Secret Key Cryptography (SKC):  

Here only one key is used for both encryption and decryption.  

This type of encryption is also referred to as symmetric 

encryption. 

B. Public Key Cryptography (PKC):  

Here two keys are used. This type of encryption is also called 

asymmetric encryption. One key is the public key that anyone 

can access. The other key is the private key, and only the 

owner can access it. The sender encrypts the information 

using the receiver’s public key. The receiver decrypts the 

message using his/her private key. For nonrepudiation, the 

sender encrypts plain text using a private key, while the 
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receiver uses the sender’s public key to decrypt it. Thus, the 

receiver knows who sent it. 

C. Hash Functions:  

These are different from SKC and PKC. They use no key and 

are also called one-way encryption. Hash functions are 

mainly used to ensure that a file has remained unchanged. 

 
Fig. 2: Hash Functions 

IV. DES ALGORITHM 

The Data Encryption Standard [5] (DES) is a symmetric-key 

block cipher published by the National Institute of Standards 

and Technology (NIST).DES is an implementation of a 

Feistel Cipher. It uses 16 round Feistel structure. The block 

size is 64-bit. Though, key length is 64-bit, DES has an 

effective key length of 56 bits, since 8 of the 64 bits of the 

key are not used by the encryption algorithm (function as 

check bits only). DES works by using the same key to encrypt 

and decrypt a message, so both the sender and the receiver 

must know and use the same private key. Once the go-to, 

symmetric-key algorithm for the encryption of electronic 

data, DES has been superseded by the more secure Advanced 

Encryption Standard (AES). 

 
Fig. 3: DES algorithm 

V. DES ALGORITHM 

A digital [1] signature algorithm (DSA) refers to a standard 

for digital signatures. It was introduced in 1991 by the 

National Institute of Standards and Technology (NIST) as a 

better method of creating digital signatures. Along with RSA, 

DSA is considered one of the most preferred digital signature 

algorithms. DSA, on the other hand, does not encrypt 

message digests using private key or decrypt message digests 

using public key. Instead, it uses unique mathematical 

functions to create a digital signature consisting of two 160-

bit numbers, which are originated from the message digests 

and the private key. DSAs make use of the public key for 

authenticating the signature, but the authentication process is 

more complicated when compared with RSA. 

VI. SOCKET PROGRAMMING 

Sockets [8] allow communication between two different 

processes on the same or different machines. To be more 

precise, it's a way to talk to other computers using standard 

Unix file descriptors. In Unix, every I/O action is done by 

writing or reading a file descriptor. A file descriptor is just an 

integer associated with an open file and it can be a network 

connection, a text file, a terminal, or something else. 

To a programmer, a socket looks and behaves much 

like a low-level file descriptor. This is because commands 

such as read() and write() work with sockets in the same way 

they do with files and pipes. 

Sockets were first introduced in 2.1BSD and 

subsequently refined into their current form with 4.2BSD. 

The sockets feature is now available with most current UNIX 

system releases. A Unix Socket is used in a client-server 

application framework. A server is a process that performs 

some functions on request from a client. Most of the 

application-level protocols like FTP, SMTP, and POP3 make 

use of sockets to establish connection between client and 

server and then for exchanging data. In this project we us IP 

address of receiver to send files or exchanges files. 

VII. SPAM FILTER 

In this module admin checks the suspious mails and used 

spam filter to detect and eliminate them. Spam filter [9] is 

alike a filter which filter the unwanted things. A spam filter 

is a program that is used to detect unsolicited and unwanted 

email and prevent those messages from getting to a user’s 

inbox. Like other types of filtering programs, a spam filter 

looks for certain criteria on which it bases judgments. For 

example, the simplest and earliest versions (such as the one 

available with Microsoft’s Hotmail) can be set to watch for 

particular words in the subject line of messages and to 

exclude these from the user’s inbox. This method is not 

especially effective, too often omitting perfectly legitimate 

messages (these are called false positives) and letting actual 

spam through. More sophisticated programs, such 

as Bayesian filters or other heuristic filters, attempt to 

identify spam through suspicious word patterns or word 

frequency. 

 
Fig. 4: Spam Filter 

http://searchsecurity.techtarget.com/definition/key
http://searchsecurity.techtarget.com/definition/private-key
http://searchsecurity.techtarget.com/definition/Advanced-Encryption-Standard
http://searchsecurity.techtarget.com/definition/Advanced-Encryption-Standard
http://whatis.techtarget.com/definition/filter
http://whatis.techtarget.com/definition/Bayesian-filter
http://whatis.techtarget.com/definition/heuristic
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VIII. CONCLUSION 

The main concept of this project is to introduce a 

MultiSignature scheme. To reach this objective, the secure 

and efficient DES type signature variant. It provides various 

properties like traceability property, break resistant property. 

Multisignature scheme remain efficient and secure if they 

broke into groups. 

Spam filter is also introduced to prevent from 

suspicious unwanted emails.  

Using socket programming enables to send any kind 

of files or exchanging files between two different machines 

IX. FUTURE SCOPE  

 Distributed data storage schemes provide the user with 

convenience to outsource their files to untrusted proxy 

servers. 

 Identity- based secure distribution data storage 

(IBSDDS) schemes are special kind of kind of 

distribution data storage schemes. 

 In IBSDDS user are identified by their identifies and can 

communicate without the need of verifying the public 

key certificates. 

 The future of IBSDDS is very good, as it provide data 

integrity and confidentiality. It also secures the data from 

unauthorized access and collusion attack 
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