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Abstract— The Internet era is a period in the information age 

in which communication and commerce via the Internet 

became a central focus for businesses, consumers, 

government, and the media. The Internet era also marks the 

convergence of the computer and communications industries 

and their associated services and products. Nowadays, the 

availability of the Internet make it widely used for everyday 

life. In order to led business to success, the business and 

specially the services should provide comfort use to its 

customer. The bank system is one of the most important 

businesses who may use the website. The using for the web-

based systems should contain special requirements to achieve 

the business goal. Since that the paper will present the 

functional and non-functional for the web-based banking 

system.  
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I. INTRODUCTION 

Consumer behavior is changing partly because of more spare 

time. The way of use of financial services is characterized by 

individuality, mobility, independence of place and time, and 

flexibility. Financial transactions caused by purchases will 

more and more be carried out by non- and near-banks [1]. 

These facts represent big challenges for providers of financial 

services. More and more the Internet is considered to be a 

"strategic weapon". Financial services companies are using 

the Internet as a new distribution channel. The goals are: 

 complex products may be offered in an equivalent 

quality with lower costs to more potential customers; 

 There may be contacts from each place of earth at any 

time of day or night. 

This means that financial institutions may enlarge 

their market area without building new offices or field 

services, respectively[2]. Because of its image as an 

innovative corporation, better interacting possibilities, the 

usage of rationalization potentials, promotion of self-serviced 

as, the improvement of its competitive situation by 

development of core competencies together with the 

construction of market entry barriers, it may be possible to 

increase profits and market shares. 

One way of exploiting rationalization potentials is 

the implementation of the entire transaction (from purchase 

to payment) under a common user interface. Information 

collected in operative databases of financial institutions 

allows them to act as information brokers. Offering special 

information in closed user groups may result in more intense 

customer commitment, as well as customer bonding. Know-

how that is built up by Internet presence may be used to 

facilitate Internet presence of smaller companies. The use of 

digital coin-based money to completely settle transactions in 

the Internet is a new service provided by financial institutions 

[4]. 

In the recent years there has been explosion of 

Internet-based electronic banking applications states that the 

emergence of new forms of technology has created highly 

competitive market conditions for bank providers. However, 

the changed market conditions demand for banks to better 

understanding of consumers' needs 

In [5] stress that the success in Internet banking will 

be achieved with tailored financial products and services that 

fulfill customer' wants, preferences and quality expectations. 

concedes that customer satisfaction is a key to success in 

Internet banking and banks will use different media to 

customize products and services to fit customers' specific 

needs in the future. Suggest that consumer perceptions of 

transaction security, transaction accuracy, user friendliness, 

and network speed are the critical factors for success in 

Internet banking. From this perspective, Internet banking 

includes many challenges for human computer interaction 

(HCI). 

In [6] have remarked that there are at least two major 

HCI challenges in Internet banking. The first challenge is 

related to the problem how to increase the number of services 

of Internet banking and simultaneously guarantee the quality 

of service for individual customers. The second challenge is 

related to the problem how to understand customer's needs, 

translate them into targeted content and present them in a 

personalized way in usable user interface [7]. Imply that 

Internet banking research will concentrate more on HCI 

factors in the future. Recently, emphasize that now is an ideal 

time for HCI researchers to analyse user satisfaction, because 

there is growing interest in how to attract and increase the 

number of online customers in e-business and e-commerce. 

Stress that HCI researchers should reveal a structure of user 

satisfaction, determine how to evaluate it and conclude how 

it is related to the overall user experience of online customers. 

The concept of electronic banking has been defined in many 

ways electronic banking is a construct that consists of several 

distribution channels. Defines electronic banking as the 

delivery of banks' information and services by banks to 

customers via different delivery platforms that can be used 

with different terminal devices such as a personal computer 

and a mobile phone with browser or desktop software, 

telephone or digital television [8],[9]. 

II. LITERATURE REVIEW 

This  paper presents data, drawn from a survey of commercial 

banks websites, on the number of commercial banks that offer 

Internet banking and on the products and services they offer. 

It investigates the profile of commercial banks that offer 

Internet banking, using univariate statistical analysis, relative 

to other commercial banks with respect to profitability, cost 

efficiency, and other characteristics. By the end of first 

quarter, 2004, differences between Internet and non-Internet 

banks had begun to emerge in funding, in sources of income 

and expenditures and in measures of performance. It was also 
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found that the profitability and offering of Internet banking 

does not have any significant correlation. 

This paper discusses some challenges in an 

emerging economy. Paper concluded that one of the benefits 

that banks experience when using ebanking is increased 

customer satisfaction. This due to that customers may access 

their accounts whenever, from anywhere, and they get 

involved more, this creating relationships with banks. Banks 

should provide their customers with convenience, meaning 

offering service through several distribution channels (ATM, 

Internet, physical branches) and have more functions 

available online. 

This paper aims to explains about the reason behind 

the security breaches and the participation of both customers 

and the banks to enable the hackers or crackers to access 

others network. The present study aims to find various types 

of flaws in the security of online banking those results in loss 

of money of account holders and financial institutions. 

Security breaches are not only because of banks faults and 

banks inadequate police but customers are equally 

responsible for it, because customer‟s awareness regarding 

security is equally important. 

The progress in e-banking in Indian banking 

industry is measured through various parameters such as 

Computerization of branches, Automated Teller Machines, 

Transactions through Retail Electronic Payment Methods etc. 

Statistical and mathematical tools such as simple growth rate, 

percentages and averages etc are used. The paper also 

highlights the challenges faced by Indian banks in adoption 

of technology and recommendations are made to tackle these 

challenges. The paper concludes that in years to come e- 

banking will not only be acceptable mode of banking but 

preferred mode of banking. 

The present paper attempts to understand the 

concept of internet banking as well as study the benefit of 

internet banking from perspective of consumers as Well as 

banks. Further, this paper discusses the challenges and 

opportunities associated with the internet banking in Indian 

context. The discussion Concludes that Concept of Internet 

banking Is slowly gaining Acceptance in Indian Scenario and 

Efforts are Being made by government Agencies to make It 

more Popular among consumers. 

III. INTERNET BANKING BENEFITS 

Internet banking provides numbers of benefits to its 

customers, some of the benefits are: It removes the traditional 

geographical barriers for customers. The customer can access 

their account anytime and from any part of the world, Due to 

new innovative and convenient facility it attracts new 

customers who are using traditional banking system so far, It 

facilitate the offering of more services because this is internet 

based services which is time saving and customer can access 

and regulate his/her account himself/herself, This facility 

have zero fee, so no monthly payments are required to forfeit 

for availing this service, Free of charge bill reimbursement 

and refunds on ATM surcharges, Simple online submissions 

for personal accounts, loans and credits, Due to self-access 

system it reduce customer attrition and Increase customer 

loyalty, High-tech technical advancements in the form of 

intrusion detection systems (IDS) to virus control equipments 

have made Online Banking system hazard free. However, 

regardless of the fact it is vital on the part of every customer 

to undertake few precautionary measures while transacting 

online. 

IV. TECHNOLOGIES BEHIND INTERNET BANKING 

Presently, the banks are using the internet network and use 

technology like Protocols; World Wide Web (www) in order 

to provide internet banking to their customer (fig 2.1). The 

data transmission protocol suite used for the Internet is known 

as the Transmission Control Protocol/Internet Protocol 

(TCP/IP). 

Figure Process of internet banking sending and  receiving 

information between customer and bank 

 
Banking Customer               Internet                       Bank 

V. STATUS OF INTERNET BANKING IN INDIA 

Indian banks have a wonderful history. Banks were started 

during British mandate; they formed many large and small 

private banks. After independence, Indian government 

revealed interest towards banks which results the 

nationalization of banks, leading to the emergence of the 

public sector banks. Later on in 90‟s the banking industry 

embracing technology in a massive way, led in particular by 

the new private banks and MNC banks. The Indian banking 

industry has undergone unprecedented rivalry among 

unconventional banking organizations. The introduction of 

latest technologies along with the deregulation of the banking 

sector has attracted new players to make a foray into the 

industry rapidly and competently. On online banking has 

made things much easier and has saved lot of time of bank 

employees as well as general public. The traditional way of 

waiting in a queue and filling up all the forms manually, is no 

hassle now for transacting with any bank. Banks in India are 

offering wide range of their services and their products 

through internet banking. Some of the major services and 

products in India are: 

Statements: Provide account statement (account 

info), Balance enquiry, balance statement and transaction 

reports used. Customers can even download and print the 

statement of accounts. 

Online Fund Transfer: Transfer funds between 

accounts, even if they are in different branches or cities. 

Customer can also transfer funds to any person having an 

account with the same bank anytime, anywhere, using third 

party funds transfer option. 

Bill Payment Service: Banks Bill Payment is the 

easiest way to manage bills. Account holder can pay their 

regular monthly bills i.e. telephone, electricity, mobile phone, 

insurance etc. at anytime, anywhere for free. Saves time and 

effort. Make bill payments at customer‟s convenience form 

their home or office. Let’s account holders check their bill 

amount before it is debited form their account. 

Requests and Intimations: Can electronically submit 

a request for Cheque-book, Stop payment instructions, 
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Opening a fixed deposit, Opening a recurring deposit, 

Intimate for the loss of ATM card, Register online for phone 

and mobile banking, Cheque status, Online application for 

debit card, Issue a DD or a Banker‟s cheque form account at 

special rates. 

Demat Account and Share Trading Demat Account: 

Demat is commonly used abbreviation of 

„Dematerialisation‟, which is a process where by securities 

like share, debentures are converted from the „material‟ 

(paper documents) into electronic data and stored in the 

computer of an electronic Depository. A depository is a 

security „banks,‟ where dematerialized physical securities 

According to a report by Boston Consulting Group (BCG), In 

India, out of 1.2 billion s, only 200 million people having 

bank accounts, which is only 17 % of Indian and according to 

McKinsey report (2011) (fig. 4.1), with 120 million internet, 

India has third largest internet in the world after China and 

the US and India targeted for 330--370 million internet users 

in 2015 which will make it second largest internet. In same 

report, it is mention that in made positive improvement in e-

commerce (fig. 4.2). 

Further it is reported that 7% of account holders in 

the country are using the Internet for banking transactions, 

while branch banking has fallen by a full 15 percentage 

points. 

 
Fig. : India‟s Projected Internet Users 

 
Fig: Commerce Platform Index Indicating Scope for 

Improvement in Internet 

 
Source: McKinsey Report, 2011 

Fig: Growth by (%) reach of online banking sites 

When it comes to digital banking in Asia, the Mc 

Kinsey & company survey said, "India leads growth in Asia 

in mobile and Internet usage for banking.” 

 

VI. METHODOLOGY 

A. Functional Requirement 

General principles of requirements engineering is a 

distinction between requirements definitions and 

requirements specifications. 

A software requirements definition is an abstract 

description of the services which the system should provide 

and the constraints under which the system must operate. And 

requirements definition is probably the most important 

technique in structured analysis. It is the only technique that 

permeates every step of the method. It also is one of the least 

pictorial, making it difficult to describe precisely. In essence, 

the technique involves capturing what the users really want 

and making sure that every subsequent project activity leads 

to the best possible transformation of those user needs into 

system needs which, when satisfied, will deliver what the 

users wanted in the first place. 

1) Customer 

The valid customer on internet banking has a set of 

requirements he/she does on internet banking. These 

requirements are offered on next pointes. 

2) Login 

A customer to be able to use this system, he/she has to enter 

username and password which he/she has created before and 
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been saved in the database in the Login page. This function 

might be a customer or an Admin also. 

The input in this function most be valid username 

and valid password and the output if the user is valid user then 

he/she will get into a page which can makes has/her 

transaction, but if the user made wrong in username or 

password then he/she will be invalid user and will see a 

message “Alert Invalid Username and Password” and to login 

again. 

3) View Account 

View Account allows to a customer to view today’s up-to the 

minute balance information on deposit (saving/current), 

credit card, etc. The customer can also view transaction 

history with retention period up to a maximum of 90 days. 

Within this feature, the customer can request for account such 

as “view online, by e-mail or by post option. But the customer 

most be logged in the internet banking. 

4) Transfer Funds 

The customer must be logged into Banking System to be able 

to make his/her transaction for transfer funds. Transfer Funds 

allows customer to transfer funds between authorized 

accounts – own personal accounts. Requested transfer take 

place immediately or at a selected future date specified by 

customer. The customer can save up to a maximum of 10 

accounts and update or delete the account details. All the 

outstanding future transfers are recorded in a table. The 

customer can enquire whether there is any funds transfer 

pending and. when the customer selects the Transfer funds, 

the system will display Menu to select Transfer Funds 

function for transfer funds or Transfer History function for 

display the transaction he/she done. 

5) Pay Bills 

The customer most be logged into Banking System. With 

internet banking, customers can make payments to 

corporations that include utilities, assessments, Insurance, 

telecommunications, and other services. The customers can 

use Online Pay Bill service to pay bills by debiting their 

account. This payment made to payee corporations that the 

customer has registered with internet banking by using the 

Registered Bill. But with new payee corporations that the 

customer has not registered, this payment can be made 

immediately or at a later date. 

The customer needs to key in his/her bill account 

number each time you make a payment. Also the customer 

makes payment (up to the outstanding balance) to his/her 

owns credit card and balance transfer account. And he /she 

can register the bills. After the registration, uses "Registered 

Payment" for subsequent payments by Bill registration. He 

/she doesn’t have to enter his/her bill account number 

anymore. And remove bills from list of "Registered Payment" 

by using the Bill Deregistration function. For Pay Bill Any 

bill can be changed or cancelled, so There are Enquiry Future 

Payment Status, this function lets customer enquires whether 

if has scheduled any future payments or not. And Cancel 

Future Payment lets customer cancels his/her scheduled 

future payments if he/she changes his/her mind. 

6) Cheque Services 

The customer most be logged into Banking System. The 

customer may enquiries cheque status, whether it is paid, 

unpaid, stopped or returned. It also allows customer to stop 

cheque payment and to request for a cheque book online.  

Customer and his/her requirements more than the 

administrator. 

 

B. Functional Requirement Specification 

Requirements specifications add further information to the 

requirements definition. Natural language is often used to 

write requirements specifications. However, a natural 

language specification is not a particularly good basis for 

either a design or a contract between customer and system 

developer. 

A Functional Requirements Specification describes 

what is required to meet the users' business needs. Functional 

requirements specify which actions the design must provide 

in order to benefit the system's users. Functional requirements 

are determined by the needs, user, and task analysis of the 

current system 

1) Utility 

The customer most be logged into Banking System. Utility 

allows customer to change password and the secure delivery 

contact information. Within this feature, the customer can 

also change the online profile personal information that is 

retained by the internet banking system only. And the 

customer can cancel the ATM facilities. 

2) Logout 

The customer most be logged into Banking System. This 

function is used when a logged in user finishes his/her job and 

wants to be logged out so that no one can abuse his username. 

The system will state the user has been logged out 

successfully. 

3) Administrator 

An administrator is that person who makes some editing for 

the internet banking system like add/cancel customer, check 

the transactions etc. but this administrator must be valid user. 
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Therefore the administrator must have a username and 

password. In the project we will not go deep in an 

administrator because we will focus on the 

4) Customer 

We mention to what the customer needs to do on internet 

banking system and we are going to go through these needs 

and how the customer can do it. 

5) Login 

Definition: For the users to be able to use this system, they 

have to enter username and password which they have created 

before and been saved in the database in the Login page. The 

user might be a customer or an Admin also. 

Inputs: Username and password. 

Outputs: The system will state whether inputs are correct or 

not. 

Pre conditions: The user must have signed in the system and 

have a valid username and password. Then the system will 

show the main page to the valid customer and display 

message “welcome to the internet banking system please 

click on the left menu bar to choose your option!” he/she can 

make has/her transaction, but if the user made wrong in 

username or password then he/she will be invalid user and 

will see a message “Alert Invalid Username and Password” 

and to login again. 

Post conditions: The user will enter the main page of him/her 

self. 

6) View Account 

Definition: View Account allows to a customer to view 

today’s up-to-the minute balance information on deposit 

(saving/current), credit card, etc. The customer can also view 

transaction history with retention period up to a maximum of 

90 days. Within this feature, the customer can request for 

account such as “view online, by e-mail or by post option. 

But the customer most be logged in the internet banking. 

Inputs: there are not inputs in this function. 

Outputs: the system will show the View Account page and 

display a message” Please click on the respective 

account/card types for more details. Customer can choose 

current account or saving account for more details. Pre 

conditions: The customer must be a valid customer and 

signed in the system. 

Post conditions: The customer clicks on the logout button or 

select other functionality options. 

7) Transfer Funds 

Definition: Transfer Funds allows customer to transfer funds 

between authorized accounts – own personal accounts. 

Requested transfer take place immediately or at a selected 

future date specified by customer. 

Inputs: amount, target account and TAC. Also if he/she wants 

to enter his/her e-mail, and select the current account or 

saving account. 

Outputs: the system will display Transfer Funds function for 

transfer funds or Transfer History function for display the 

transaction he/she done. 

Pre conditions: The customer must be a valid customer and 

signed in the system. 

Post conditions: The customer clicks on the logout button or 

select other functionality options. 

8) Pay Bills 

Definition: The customer selects the Bill Payment 

functionality then the system displays Bill Payment Menu, 

and the customer selects one of four functionalities from Bill 

Payment menu. 

9) Pay Registered Payment 

This function allows a customer to pay Immediate and future 

payment to corporations, those customers have registered 

when he/she selected it. 

Inputs: Select Corporation Name from the list provided and 

enters the payment Amount (without “RM) and Bill 

Reference Number, if required. And Select Effective Date. 

Outputs: the system will display the Confirm message and 

show the payment details. 

10) Open Payment 

This function allows a customer to pay Immediate and future 

Payment to corporations that customer has not registered. 

Inputs: Select Corporation Name either: 

1) Select from Top Ten Payees list provided if the 

corporation you would like to pay is in this list. 

2) The customer can write the payee name. Then enter 

Account No, and Enter your bill account holder name, 

bill account number and payment amount and bill 

reference number if required and select Effective Date. 

Outputs: the system will display the Confirm message and 

show the payment details. 

11) Pay Registration/Delete Registration Bills 

a) Pay Registration Bill 

Select Corporation Name from the list provided Enter the Bill 

Account Number, Bill Account Holder Name. And key 

information required, and then click’ Register. The system 

will appear the confirm message to confirm the transaction. 

The status and details of the customer’s registration bill will 

appear. 

b) Pay Delete registration Bill 

When the customer selects and clicks on Deregistration Bill. 

The screen will display all the registered bills. Tick the box 

of payee(s) the customer intends to delete from the list and 

click cancel. Then the system will appear message 

confirmation to confirm the transaction. 

12) Bill Payment History 

If the customer wants to display his/her payment history just 

he/she has to click on Bill Payment History, the system will 

display the transaction he/she done. 

Pre conditions: The customer must be a valid customer and 

signed in the system for all these functions. 

Post conditions: The customer clicks on the logout button or 

select other functionality for all these functions. 

13) Cheque Services 

Definition: The customer may enquiries cheque status, 

whether it is paid, unpaid, stopped or returned. It also allows 

customer to stop cheque payment and to request for a cheque 

book online. 

Inputs: cheque number. 

Outputs: the system will display the confirm message and 

show the details transaction. 

Pre conditions: The customer must be a valid customer and 

signed in the system. 

Post conditions: The customer clicks on the logout button or 

select other functionality options. 

14) Utility 

Definition: Utility allows customer to change password and 

the secure delivery contact information. Within this feature, 

the customer can also change the online profile personal 
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information that is retained by the internet banking system 

only. And the customer can cancel the ATM facilities. 

Inputs: In change password function a customer should enter 

new password and IC/Passport No. and in update profile the 

customer should change information that he/she wants to 

change. 

Outputs: The system will show the user has been logged out 

successfully. 

Pre conditions: The customer must be a valid customer and 

signed in the system. 

Post conditions: The customer clicks on the logout button or 

select other functionality. 

15) Logout 

Definition: This function is used when a logged in user 

finishes his/her job and wants to be logged out therefore, that 

no one can abuse his/her username. Inputs: there are not 

inputs in this function. 

Outputs: The system will show the user has been logged out 

successfully. 

Pre conditions: The user should have logged into the system. 

Post conditions: The user will enter the main page of the 

system. 

C. Non-functional Requirements 

Non-functional requirements are requirements that are not 

directly concerned with the specific functions delivered by 

the system. They may relate to emergent system properties 

such as reliability, response time and store occupancy. They 

may specify system performance, security, availability, and 

other emergent properties. This means that they are often 

more critical than individual functional requirements. System 

users can usually find ways to work around a system function 

that doesn’t really meet their needs. However, failing to meet 

a non-functional requirement can mean that the whole system 

is unusable. Non-functional requirements needed in this 

internet banking system are identified as performance 

requirements, safety requirements, security requirements and 

software quality attributes. 

1) Performance Requirements 

Increase Customer Satisfaction 

Internet banking system must allow customers to access 

banking services 24 hours a day, 365 days a year with 

minimum downtime period for backup and maintenance. 

2) Expand Product Offerings 

The new services allows bank to capture a larger percentage 

of their customers’ asset base. The internet banking system 

will provide facilities for bank to offer new services and 

products onto its homepage. 

3) Reduce Overall Costs 

It will help to reduce a bank’s costs in two fundamental ways: 

it minimize the cost of processing transactions and reduces 

the number of branches required to service an equivalent 

number of customer. 

D. Safety Requirements 

1) Backup, recovery & business continuity 

Banks should ensure adequate back up of data as may be 

required by their operations. Banks should also have, well 

documented and tested business continuity plans that address 

all aspects of the bank’s business. 

1) Both data and software should be backed up periodically, 

the frequency of back up depending on the recovery 

needs of the application. The back-up may be 

incremental or complete. Automating the backup 

procedures is preferred to obviate operator errors and 

missed back-ups. 

2) Recovery and business continuity measures, based on 

criticality of the systems, should be in place and a 

documented plan with the organization and assignment 

of responsibilities of the key decision making personnel 

should exist. 

3) An off-site back up is necessary for recovery from major 

failures / disasters to ensure business continuity. 

Depending on criticality, different technologies based on 

back up, hot sites, warm sites or cold sites should be 

available for business continuity. The business 

continuity plan should be frequently tested. 

E. Security Requirements 

We understand that there is nothing more important than 

knowing that transactions are private and secure. Therefore, 

we have applied the very latest in technology when creating 

the Internet Banking security architecture. The best way to 

understand the security architecture within the Internet 

Banking is to take it one step at a time. These security features 

are described briefly below. 

1) Account ID and Password (PIN) Protection 

User Account ID and Password (PIN) protection occurs at the 

first level within the Internet Banking System. To access 

Internet Banking, users are required to enter an Account ID 

and password. Without these, access to the Internet Banking 

System is denied. Special password characters may be 

imposed by the Bank to provide a greater degree of security. 

The following characters may be used as required 

:!@#$%^&*()_+-=[]{}|\;:’”,<.> /? 

To further increase the level of security, the bank 

may impose a periodic change of passwords. If the Password 

Change option is imposed, a warning message will be 

displayed when logging-onto Internet Banking. 

Face Detection 

Verifies Uploaded Image(Database stored image) of 

the Customer with captured Image, if Verification is 

Successfully    completed ,Customer has to verify  through 

OTP. Completion of both the tasks(Face detection and OTP 

check) Funds transfer is in progress. 

F. Auto Timeout Screen Blanking 

Although we recommend users never leave a PC unattended 

and financial information displayed while logged into 

Internet Banking, a built-in security feature minimizes the 

risk in such a situation. Users are required to acknowledge the 

message (Continue) presented in order to remain active in the 

Internet Banking session. The auto timeout feature warns 

users every 30 seconds prior to a pending timeout. If allowed 

to timeout, the Internet Banking session is halted and users 

are presented once again with the log-on screen. 

1) Sign-off Button 

When an end-user is finished with Internet Banking, they 

should click the Sign-off button before going anywhere else 

on the Web. This ends the Internet Banking session. 
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2) Failed Log-on Attempts 

As an added security feature, the Internet Banking System is 

denied access after a pre-determined number of failed log-on 

attempts. If users have been locked out due to exceeding the 

pre-determined number of log-on attempts, the users must 

contact the Bank in order to be re-initialized. 

3) Encryption 

In addition to password protection, we ensures server 

authentication by using the latest techniques of data 

encryption. Data encryption is a way of translating data into 

a form that is unintelligible without a deciphering 

mechanism. 

VII. THE FUTURE 

All the major Banks in India are trying to promote online 

transactions in the country including the rural parts of the 

country. Being a huge fan of e-Governance, Indian Prime 

Minister – Mr. Narendra Modi has initiated a project 

estimated at INR 20,000 crores to build a broadband highway 

connecting 2.5 lakh panchayats across the country. Once fully 

set up, this infrastructure would help the rural India connect 

with the urban India while boosting the rate of online 

transactions in the country. 

Despite the rosy predictions and increased corporate 

activity, the Indian Internet banking system is facing many 

hurdles. The problems include operational risks, security 

risks, system architecture risks, reputational risks and legal 

risks (See Exhibit I for Problems in Internet Banking). 

 Apart from the security issues, there are a host of other 

problems like: 

 PC user base in India is extremely low compared to 

global standards. 

 The Internet user base is limited. 

 Lack of infrastructure to advanced technology based 

banking services. 

 The absence of a regulatory framework for Internet 

banking transactions in India. 

 The mindset of the Indian consumer, who prefers 

personal interactions and is not very comfortable, doing 

transactions through the Internet. 

However, banks are working towards addressing 

these problems. The security issues can be tackled by having 

the bank's systems technologically equipped to evade 

operational and security risks. Reputational risks can be 

prevented by testing of the system before implementation, 

developing contingency plans (to handle system disruptions, 

system hackers, security lapses and virus attacks) and 

creating back-up facilities. Legal and cross-border risks can 

be avoided through proper customer identification devices, 

information screening techniques, periodic reviews on 

compliance with various laws, and gaining knowledge of 

various national laws (applicable) and guide the customers 

through their cross-border dealings. 

VIII. CONCLUSION 

In this paper, an analytical study for internet banking system 

has been presented. The banking system should be built 

within special requirements, since that the functional 

requirements and its specification has been proposed. The 

non-functional requirements represent the quality of the 

system but in internet banking system consider as most 

important requirements for the system. The security is one of 

these requirements which is considered as non-functional 

requirements and in many systems it’s still not achieved. 

While in internet banking system it considered as one of the 

main requirements for the system what determine the success 

or fail of the system. Suggestion for best use for these 

requirements has been proposed in order to identify 

requirements and how it is possible to achieve it. 
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