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Abstract— Twitter is one of the most trendy social media 

staging that has 400 million monthly active users which post 

700 million tweets per day. This prevalence induces the 

attention of spammers who use Twitter for their malicious 

aims such as phishing normal users or spreading malicious 

software and advertises through URLs shared within tweets, 

aggressively follow/unfollow normal users and hijack 

trending topics to attract their attention, depricating 

pornography. In August of 2014, Twitter revealed that 8.5% 

of its monthly active users which equals approximately 23 

million users have automatically contacted their servers for 

regular updates. Thus, detecting and filtering spammers 

from normal users are mandatory in order to provide a 

spam-free nature in Twitter. In this paper, features of 

Twitter spam detection presented with discussing their 

effectiveness. Also, Twitter spam detection methods are 

categorized and discussed with their pros and cons. The old 

features of Twitter which are commonly used by Twitter 

spam detection approaches are displayed. Some new 

features of Twitter which, to the best of our knowledge, 

have not been mentioned by any other works are also 

presented.   
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I. INTRODUCTION 

Twitter has become most trendy social media staging which 

lets users to post messages up to 140 characters length 

called as “tweet”. Twitter allows users to share their 

messages about everything regarding to their real life 

including news, events, celebrities, politics [1–5]. According 

to survey, Twitter has 400 million monthly active users that 

post 700 million tweets per day which equal 450,000 tweets 

per minute [6–8]. Thanks to this huge social network, users 

are awakened with the topics they are interested in. Twitter 

provides a list of most recent topics at a point in time called 

“TT (Trending Topics)” which lets users to know the most 

popular topics on Twitter. “Hashtag” is a word which starts 

with “#” character is commonly used to mention the topic of 

the tweet and let users track the topics they are interested in 

[9]. Thanks to its prevalence and design, Twitter 

immediately reflects noteworthy events in real-time. This 

structure of Twitter lets real-time search systems and meme-

tracking services mine real-time tweets to find out what is 

happening in the world with minimum delay [10,11]. End 

users use Twitter to learn ideas related to the products that 

they are going to buy. Similarly, companies use Twitter to 

measure the fulfilment of their end users for their products 

[29–34]. However, this prevalence and practicalness also 

induce the attention of spammers. An article shows that 83% 

users of social networks have received at least one unwanted 

friend request or message [34]. 

II. LITERATURE REVIEW 

Phishing is an online fraud technique to secure personal 

credentials of Internet users [10].  Adversaries use phishing 

for various malicious activities like stealing login credentials 

of bank accounts, e-commerce accounts and other sensitive 

information of an Internet user. This section gives an 

analysis of studies which describe how and why phishing 

attacks are successful and techniques used to detect phishing 

scams. 

A. Detection of Phishing Emails and Websites 

Traditionally, phishing attacks target email users. Usually, 

such emails are sent through fake SMTP messages [12] or 

by impersonating the sending authority [13], [14]. There are 

powerful email spam filters which effectively filter out spam 

and phishing emails [12], [15]. Fette et al. used machine 

learning technique to classify an email as phishing or not by 

using features such as age of URL, number of dots in URL 

and HTML content of email while obtaining a high accuracy 

of 99.5% [15]. 

B. Phishing and spamming on Online Social Media  

With the unprecedented explosion in Online Social Media 

(OSM) like  Twitter [17]  adversaries have started using 

these media to spread spam and phishing scams. In 2010, 

1% of the total Facebook users have been victims of 

phishing attacks, which amounts to 5 million Facebook 

users. 10 Further, Twitter acquire a high spam URL click 

through rate of 0.13%,  which is much more than that of 

email spam [16] as spammers take advantage of the trust 

network of the social media user. The easiness of sharing 

information on OSM and the larger reach to Internet end 

user makes it a liable target to spread scams [18]. 

III. FEATURES OF TWITTER 

Twitter allows users to “follow” other accounts which they 

are interested in. Unlike other social sites, the relationship 

between users is bi-directional instead of unidirectional links 

which, like one user may not be following one of his 

followers. The user is able to “like” or “retweet ” a tweet 

which means sharing that tweet with his “followers”. The 

relationship between users in Twitter is presented in Fig. 1. 

Each user has a unique Twitter username, and users can post 

tweets that refer others by adding their usernames with 

starting “@” character which is called as “mention” on 

Twitter. Users are immediately informed with notifications 

when a mention, like, or retweet happens to one of his 

tweets. 
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Fig. 1. The relationship between users in Twitter 

Another feature of Twitter is letting users create 

user public or private lists in order to organize their interests 

by grouping users whose interests are same or similar [19-

20]. Similarly, it is possible to manage lists by adding users 

to the lists or removing users from the lists which the user is 

the owner of. The lists the user subscribed are categorized as 

“subscribed to” while the lists the user is added by their 

owners are categorized as “member of” which are presented 

in Fig. 2. 

 
Fig. 2: The relationships between lists and users 

IV. FEATURES OF TWITTER SPAM DETECTION 

The features of Twitter spam detection are categorized as 

follows: (1) Account-based features, (2) tweet-based 

features. These features are the mainframes of the features 

used by the related works in literature. Each feature category 

is discussed in the following subsections. 

A. Account-based Features 

Spammers can be detected by analyzing their Twitter 

accounts which contain the features listed in Table 1. Since 

some of these features such as biography, location, 

homepage, and creation date are user-controlled, they are 

useless in term of spam detection. 

Feature Description 
Is User-

controlled? 

Username 
The unique identifier of the 

account 
Yes 

Biography 
The biography of the 

account 
Yes 

Profile photo 
The profile photo of the 

account 
Yes 

Header photo 

The header photo of the 

account which is displayed 

at the top of the profile 

Yes 

Theme color 
The theme color choice of 

the account 
Yes 

Birth date 
The birth date information 

of the account 
Yes 

Homepage The website of the account Yes 

Location The location of the account Yes 

Creation date 
The date the account is 

created 
Yes 

Number of 

tweets 

Total number of tweets the 

account has 
No 

Number of 

following 

Total number of accounts 

the account follows 
No 

Number of 

followers 

Total number of followers 

the account has 
No 

Number of 

likes 

Total number of likes the 

account's tweets have 
No 

Number of 

retweets 

Total number of retweets 

the account's tweets have 
No 

Number of 

lists 

Total number of lists the 

account has 
Yes 

Number of 

moments 

Total number of moments 

the account has 
Yes 

Table 2: Account-Based Spam Detection Features 

The behaviors of spammers are analyzed within the scope of 

account-based features, following facts are observed:  

 Spammers tend to follow too many normal accounts in 

order to attract attention, the number of following is 

expected to be high compared to legitimate users.  

 Spammers are not followed by normal users, the 

number of followers is expected to be less compared to 

normal users.  

 Spammers' tweets are unsolicited, the number of likes 

and retweets for their tweets are expected to be less 

compared to normal users.  

 Spammers tend to post lots of tweets to attract the 

attention of normal users, the number of tweets sent by 

the account is expected to be high compared to normal 

users.  

B. Tweet-based Features 

Spammers tend to post lots of unsolicited tweets to 

legitimate users to attract attention. Spammers can be 

detected by analyzing their tweets. This is necessary to filter 

spam tweets from legitimate ones and provide users a spam-

free environment which is the aim of Twitter [60]. Each 

tweet contains the information listed in Table 2. 

Feature Description 
Is User-

controlled? 

Sender The sender of the tweet Yes 

Mentions 
The mention(s) used in the 

tweet 
Yes 

Hashtags 
The hashtag(s) used in the 

tweet 
Yes 

Link The link used in the tweet Yes 

Number of 

likes 

The number of likes the 

tweet has 
No 

Number of 

retweets 

The number of retweets the 

tweet has 
No 

Number of 

replies 

The number of replies the 

tweet has received 
No 

Sent date The date tweet is sent Yes 

Location 

The detected location of 

the place the tweet is 

posted 

Yes 

Table 2: Tweet-Based Spam Detection Features 
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When the behaviors of spammers are analyzed 

within the scope of tweet-based features, these facts are 

observed: 

 Spammers tend to use links to direct legitimate users to 

their malicious purposes. 

 Spammers tend to use lots of mentions to attract the 

attention of more legitimate users.  

 Spammers tend to use lots of hashtags (especially the 

trending ones) to reach more users.  

 Spammers' tweets are unsolicited, the number of likes 

and retweets their tweets have received are much lower 

compared to legitimate users. 

V. TWITTER SPAM DETECTION METHODS  

In this section, Twitter spam detection methods in literature 

are presented and discussed. The proposed methods are 

categorized as follows: (1) Account-based spam detection 

methods, (2) tweet-based spam detection methods. 

A. Account-based Spam Detectıon Methods 

Account-based spam detection methods are based on the 

features (or a combination of them) of Twitter account 

which are listed in Table 1. Lee et al. [22] propose a 

honeypot-based approach to detect spam in social media 

platforms. The features they consider detecting spam are the 

longevity of the account on Twitter, the average tweets per 

day, the ratio of the number of following and number of 

followers, the percentage of bi-directional friends, the ratio 

of the number of URLs in the 20 most recently posted 

tweets, the ratio of number of unique URLs in the 20 most 

recently posted tweets, the ratio of the number of usernames 

in the 20 most recently posted tweets, and the ratio of the 

number of unique usernames in the 20 most recently posted 

tweets. Lin and Huang [23] propose a method to detect spam 

in Twitter on the basis of two features: (1) URL rate which 

defines the ratio of the number of tweets with URL in the 

total number of tweets, and (2) interaction rate which 

defines the ratio of the number of tweets interacting over the 

total number of tweets. Gee and Hakson [21] propose a 

method based on account-based features such as followers-

to-following ratio, the number of tweets to account lifetime 

ratio, the average time between posts, posting time variation, 

max idle hours, and link fraction. The limitation of this work 

is that they utilize the manual way of reporting spam in 

Twitter which is outdated as it is discussed before. 

B. Tweet-based Spam Detection Methods  

Tweet-based spam detection methods are based on the 

features (or combinations of them) of a tweet which are 

listed in Table 2. URL filtering approaches use static or 

dynamic crawlers to investigate newly observed URLs. 

Also, they use URL or domain blacklisting in order to detect 

suspicious URLs from a knowledge base. These approaches 

use several features such as URL and DNS information, 

URL redirections, and the landing website's source code 

(HTML). McGrath and Gupta [24] present a phishing 

detection method based on lexical features of an URL. The 

features they consider detecting phishing are the length of 

URL and the domain name, the character composition of the 

domain name, the presence of brands in URLs, and misuse 

of URL-aliasing and free web hosting services. Ma et al. 

[25] propose a method to detect malicious websites by 

analyzing their URLs. The features they use detecting 

malicious websites contain WHOIS properties such as who 

is the registrar of the website, who is the registrant of the 

website, when the website is registered, domain name 

properties such as the time-to-live (TTL) value for DNS 

records, and geographic properties such as in which country 

does the IP address belong, the speed of the uplink 

connection alongside lexical features of URL. Prophiler [26] 

is a filter that uses static analysis techniques to detect the 

malicious content of a website. The features Prophiler 

considers are derived from (1) the HTML content of the 

website such as the number of elements with small area, the 

number of elements contain suspicious content, the number 

of included URLs, and the number of known malicious 

patterns, (2) the associated JavaScript code such as 

keywords-to-words ratio, the number of long strings 

presence of decoding routines, probability of shellcode 

presence, and the number of DOM-modifying function, and 

(3) the corresponding URL such as the number of suspicious 

URL patterns, presence of subdomains or IP addresses in 

URLs, and the TTL value for DNS A and NS record. Since 

Prophiler uses static analysis techniques, it is not able to 

detect malicious URLs embedded into dynamic content such 

as part of JavaScript which is currently the most commonly 

used programming language [27,28], Flash, and Java 

applets.  

VI. CONCLUSION  

Twitter is the most trendy microblogging platform which 

provides easy-to-use user experience. This popularity 

attracts the attention of spammers who post tweets to phish 

normal users by directing them to malicious websites 

through the URLs shared in tweets, spread malicious 

software and advertises through URLs shared within tweets, 

aggressively follow/unfollow normal users and hijack 

trending topics to attract their attention. Since Twitter has 

unique characteristics from email services and websites, 

traditional spam filtering methods are not able to detect 

spam in Twitter. Therefore, a more robust spam detection 

approach which is specially designed for Twitter is needed. 

In order to provide a spam-free environment, tweets of 

spammers are needed to be detected and filtered as well as 

the owners. In this paper, the features of Twitter spam 

detection and proposed approaches in the literature are 

discussed with considering their advantages and 

disadvantages. Also, the outdated features of Twitter which 

are commonly used by Twitter spam detection approaches 

are highlighted. Some new features of Twitter which, to the 

best of our knowledge, have not been mentioned by any 

other works are also presented. 
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VII. FUTURE SCOPE 

Future work in this regard can comprise of mining Tweets to 

ascertain even more different feature sets and discover new 

techniques of classification that can make twitter spam 

detection even more accurate in the long run. 
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