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Abstract— Cloud computing can be defined as a new style 

of computing in which dynamically scalable and often 

virtualized resources are provided as services over the 

internet. With cloud computing technology, users use a 

variety of devices, including PCs, laptops, smart phones, 

and PDAs to access programs, storage, and application 

development platforms over the Internet, via services 

offered by cloud computing providers. Cloud Computing 

moves the application software and databases to the large 

data centers, where the management of the data and services 

may not be fully trustworthy. We categorize the existing 

research according to the cloud reference architecture 

orchestration, resource control, physical resource, and cloud 

service management layers, in addition to reviewing the 

existing developments in privacy-preserving sensitive data 

approaches in cloud computing such as privacy threat 

modeling and privacy enhancing protocols and solutions.  

Our main aim to propose more reliable, decentralized light 

weight technique for which provides more efficient data 

security in cloud computing. 
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I. INTRODUCTION 

Organizations today are increasingly looking towards Cloud 

Computing as a new revolutionary technology promising to 

cut the      cost of development and maintenance and still 

achieve highly reliable and elastic services. The Cloud 

technology is a growing trend and is still undergoing lots of 

experiments. All business data and software are stored on 

servers at a remote location referred to as Data centers. Data 

center environment allows enterprises to run applications 

faster, with easier manageability and less maintenance 

effort, and more rapidly scale resources (e.g. servers, 

storage, and networking) to meet fluctuating business 

needs[1]. 

While these internet-based online services do 

provide huge amounts of storage space and customizable 

computing resources, this computing platform shift, 

however, is eliminating the responsibility of local machines 

for data maintenance at the same time. From the perspective 

of data security, which has always been an important aspect 

of quality of service, Cloud Computing inevitably poses new 

challenging security threats for number of reasons[2]. In 

cloud computing data and applications are maintained with 

the use of central remote server and internet and allow 

consumers to use the applications without installation and 

also with the help of internet cloud computing allows 

customers to access their personal files which are stored in 

some other computer. 

II. LITERATURE REVIEW 

Cong Wang et.al.[1] has proposed a homomorphic token 

with distributed verification of erasure-coded data, their 

scheme achieves the storage correctness insurance as well as 

data error localization: whenever data corruption has been 

detected during the storage correctness verification, their 

scheme can almost guarantee the simultaneous localization 

of data errors, i.e., the identification of the misbehaving 

server. 

Sachindra  kumar dubey et. al. [2] has proposed an 

various methods for ensuring the data security on the cloud. 

An author demonstrates how confidentiality and 

authentication security can be achieved by using erasure 

coding and TPM techniques. And the author dealt with the 

different security methods to protect the data stored in the 

cloud. 

Sudesh sharma et. al. [3] illustrate the 

homeomorphic encryption algorithm. An algorithm like 

EcEgamel  algorithm for better result and reduced 

computation time because it uses elliptic curve    which 

reduces the key size to greater extent by providing same 

security like other algorithm. 

Zhibin Zhau and Dijiany Huang [4] has proposed 

“Efficient and secure data storage operations for mobile 

cloud computing” 

In this, authors has a proposed a holistic security 

framework to secure the data storage in public cloud with 

the special focus on lightweight wireless device store and 

retrieve data without expressing the data  content to the 

cloud service provider. 

Durgarajesh Rachamsetty, prof. Ramkrishan Rao 

TK et. al. [5] has proposed “A process for data storage 

security in cloud computing”. 

In this paper they proposed a effective and flexible 

technique for managing the data storage technology in the 

secure way, by utilizing the PMAR homorphic encryption 

algorithm with dispersed authentication of erasure coded 

data. 

By utilizing this technique, it is helpful to achieve 

incorporation of storage correctness insurance and data error 

localization. 

Asst. prof. Dr. Salim Ali Abbas, 

AmalAbdulBaqiMaryyoosh et.al. [6] has proposed 

“Improving Data Storage Security in Cloud Computing 

Using Elliptic Curve Cryptography ”. The proposed method 

contain three parts: Private Key Generator (PKG), Trusted 

Cloud (TC), and User. The PKG is use to generate users’ 

keys. The user rent infrastructure from TC to save his data. 

This proposal  aims to provide more secure method to 

secure users’ data protection, reduce the complexity of 

management by using IBC, and providedata confidentiality 

by using ECC over binary field and data integrity by using 

Elliptic curve digital signature algorithm (ECDS).  

Danan Thilakanathan, Shiping Chen, Surya Nepal 

and Rafael A. Calvo et.al.[7] has proposed “Secure Data 

Sharing in the Cloud” illustrated the need for proper key 

management in the Cloud. A Cloud Key Management 

Infrastructure (CKMI) is proposed which contains Secure 

Data Sharing in the Cloud. a Cloud Key Management Client 

(CKMC) and Cloud Key Management Server (CKMS). The 

protocol includes objects which contain keys and 

certificates, etc, the operations upon them such as creation, 
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deletion, retrieval and updating of keys, certificates, and also 

attributes related to the object in question such as the object 

identifier. The method is effective for proper key 

management however, if the server is broken, all the user’s 

data is lost and there is no proper backup and recovery 

mechanism, a key requirement of key management as 

described.   

Nisarg Shah M.E.Scholar et.al.[8] has proposed 

“High Level Data Protection for Cloud” In this paper Here 

they look for how to protect data that store in to the un-

trusted storage devices in to the cloud storage. For resolving 

the problem lots of the people has show their arrangement 

and analysis for their data protection. 

Arjun Aggarwal, Abhijeet Mishra et.al. [9] has 

proposed “An Efficient Methodology for Storing Sensitive 

Data using Nested Cloud” In this section the paper presents 

a model for secure data storage and retrieval on clouds. It 

contains four algorithms used in the proposed scheme. 

Algorithm1 is Elliptic Curve Cryptography (ECC) which is 

a public key cryptography algorithm. It is known that a 

Public-key cryptography provides a mechanism for sharing 

keys between a numbers of participants. At first the data 

which is to be stored at the cloud is encrypted using ECC at 

the user’s mobile machine after which the data is operated 

using algorithm 3 and the key is handled using algorithm 2 

at the data server and key servers respectively. As on the 

user machine are not capable of performing  higher 

computations so only ECC encryption  and decryption is 

performed at this and then data and the keys are transferred 

to their respective servers for further processing. 

Pallavi N Marathe,  Shivani Deosthale, Rashmi 

Chavan et.al. [10] has proposed “Two Level Security for 

Cloud Storage with Data Deduplication” The proposed 

method will focus on deduplication with attribute based 

encryption and secure session authentication for every user 

who is login into cloud. So the proposed system provides 

secure cloud storage for user as well as provide 

deduplication scheme to reduce amount of storage space.  

V.Nirmala, R. K. Sivanandhanand Dr. R. 

Shanmuga lakshmi et.al. [11] has proposed “Data 

Confidentiality and integrity verification using user 

Authenticator scheme in cloud” The proposed scheme 

provides a solution for the data integrity problem in the 

cloud environment, by introducing a user authenticator to 

audit and preserve the integrity of the data. This work also 

carries out the data dynamics of the user’s data by 

performing data insertion, data update and data deletion. 

Surendra Singh Rathod and Anand Rajawat et. al. 

[12] has proposed “The Research on Cloud Server Storage 

Security Using TPA” In the proposed method, we are 

implementing the secure system namely Privacy preserving 

auditing. In this method first the Data Owner will register 

with the Cloud Service Providers.  After the registration 

process cloud owner will approve the user to use services. 

After then getting approved user will be allowed to use the 

system, user will be allowed to upload their private data on 

cloud, before uploading the data user have to encrypt their 

data, the encryption and decryption on client side tool will 

be available on cloud, which is downloadable. 

Sudhansu Ranjan Lenka, Biswaranjan Nayak 

et.al.[13] has proposed “Enhancing Data Security in Cloud 

Computing Using RSA Encryption and MD5 Algorithm” In 

our proposed model, the two algorithms are implemented 

which are: RSA encryption and MD5 hashing. RSA 

algorithm is used for secured communication and file 

encryption and decryption purpose. MD5 algorithm is used 

for digital signature as well as for covering the tables from 

unauthorized users. 

J.ArokiaRenjit and K.Priya et.al. [14] has proposed 

“Data Security and Confidentiality in Public Cloud Storage 

by Extended QP Protocol” Generally cloud technology 

allows storing a data at remote storage location in order to 

increase the utilization of resource. Hence, it is most 

significant for this stored data to be confined and rights to 

data access should be provided only to verified individuals. 

We provide different measures which would increase the 

cloud computing security when outsourcing and distributing 

data. Since the environment of cloud is a combination of 

more technologies, we suggest Extended QP protocol for 

protected data sharing and outsourcing. 

Zaid Alaa Hussien, Hai Jin, Zaid Ameen 

Abduljabbar, Mohammed Abdulridha Hussain et.al. [15] has 

proposed “Scheme for Ensuring Data Security on Cloud 

Data Storage in a Semi-trusted Third Party Auditor” In our 

proposed scheme, three components are involved to provide 

data security on the cloud. The first component is the cloud 

client CC, which uses the storage service provided by the 

CSP. The second component is the TPA, which checks the 

integrity of the data stored on the cloud. Finally, the third 

component is the CSP, which provides storage services to 

the client. 
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