
IJSRD - International Journal for Scientific Research & Development| Vol. 6, Issue 02, 2018 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 665 

Secure Data & Efficient CP-ABE for Multi Server Cloud Storage 

S. Usha
1 
D. Saranya

2
 

1
Assistant Professor 

1,2
Department of Computer Science & Engineering 

1,2
Anna University, BIT-Campus, Tiruchirappalli, India 

Abstract— Data integrity checking is main in cloud storage 

space. It can make the users verify whether their outsourced 

data is kept intact without downloading the whole data. 

Some application scenarios, the clients have to store their 

data on multi-sever cloud. At the same time, the integrity 

examination protocol must be efficient in order to save the 

verify cost. Thus a novel remote data integrity checking 

model: identity-based distributed provable data possession 

(ID-DPDP) is proposed for a multi-server cloud storage. 

Based on the bilinear pairing, a concrete ID-DPDP protocol 

is design. The current paper proposed ID-DPDP protocol is 

provably protected under the hardness assumption of the 

standard computational diffie-hellman (CDH) problem. The 

structural advantages of eliminate the certificate 

management, the ID-DPDP protocol is efficient and flexible. 

Based on the user authorization, the proposed Cipher text 

attributed based encryption (CP-ABE) perform private 

verification, delegated verification, and public verification. 
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I. INTRODUCTION 

Cloud storage is a important service paradigm in cloud 

computing. Benefits of using cloud storage include greater 

accessibility, higher reliability, rapid deployment and 

stronger protection. Despite the mentioned benefits, this 

paradigm also brings forth new challenges on data integrity 

checking, which is a critical issue to ensure data security. 

The issue of data integrity checking in cloud storage, there 

have been proposed, among which Cipher text-Policy 

Attribute-Based Encryption (CP-ABE) is regarded as one of 

the important techniques. A salient feature of CP-ABE is 

that it grants Data owner direct control based on access 

policies, to provide flexible, fine grained and secure data 

integrity checking for cloud storage systems. In CP-ABE 

schemes, the data integrity is achieved by using 

cryptography, where an owner’s data is encrypted with an 

access policy over attributes, and a user’s secret key is 

labelled by his/her own attribute. (ID-DPDP)- Identity - 

based distributed provable data possession) is proposed to 

store data in multi cloud .The protocol eliminates the 

complicated certificate management. In this system, the 

client’s data is distributed to the multi servers based on type 

of data and size of data. Private Key generator generates the 

private key for the client, it contains the client unique id. 

The Client data is transferred to the combiner; the combiner 

distributes the data according to the size and type of data. 

The Verifier sends to the Combiner, the combiner transfer 

the challenge to the respected cloud. After combiner 

aggregates the results and checks it is valid or not. If it is 

valid, allowed clients to store the data in multi-server cloud. 

In PKG (Private Key Generator) creates the private key for 

the client. The client creates the block-tag pair and uploads 

it to combiner. The combiner distributes the blocks to the 

different cloud servers according to the storage metadata. 

The verifier sends to the combiner and the combiner 

distributes data to the corresponding cloud servers according 

to the storage metadata. The cloud servers respond the 

challenge and the combiner aggregates these responses from 

the cloud servers. The combiner send to the aggregated 

response to the verifier. Finally, the verifier checks whether 

the aggregated response is valid. ID-DPDP construction 

mainly comes from the signature and distributed computing. 

The client’s identity with his private key used signature. 

Distributed computing is used to store the client’s data on 

multi-cloud servers. At the same time, distributed computing 

is also used to combine the multi-cloud servers. The multi 

cloud server’s responses to respond the verifier. The 

provable data possession protocol, the ID-DPDP protocol is 

constructed by making distributed cloud computing and 

signature. 

II. RELATED WORK 

In this section, we review the different existing techniques 

for access control which are proposed by others. After that 

we will explain our proposed technique for access control in 

cloud computing client that has stored data at a public cloud 

server (PCS) to verify that the server possesses the original 

data without retrieving it. The model generates probabilistic 

proofs of possession by sampling random sets of blocks 

from the server, which drastically reduces I/O costs. The 

client maintains a constant amount of metadata to verify the 

proof. 

III. SYSTEM MODEL 

The ID-DPDP system model and Data security definition 

are describe in this section. An ID-DPDP protocol define 

four different modules there are illustrated in Figure 1. We 

follow them below: 1) Client: The cloud user who has a 

massive amount of data to be stored in multiple cloud server 

and have the permissions to access and manipulate stored 

data. 2) CS (Cloud Server): cloud service provider, has 

significant storage space and maintain the clients’ data. 3) 

Joiner: it splits the data and distributes them to the different 

servers. 4) PKG (Private Key Generator): Receiving the 

identity and it outputs to the corresponding private key.5) 

File view and Download: The user can download the file 

from this page. Through the owner name and file key view 

the users. If authenticated owner name and authenticated 

key is given the file can be downloading.6)Third Party 

Auditor: Trusted Third Party (TTP) who is trusted to store 

verification parameters and offer public query services for 

these parameters. In system the Trusted Third Party, view 

the user data blocks and uploaded to the distributed cloud.7) 

File Verify and File Alert: File verified on the each servers 

(cloud server1, cloud server2, cloud server3) and verify each 
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verify file and the file is verified by the viewing the file 

from the each file blocks. 

 
Fig. 1: System Model 

IV. ALGORITHM 

In this section, we present algorithm steps. 

1) Step- 1 the data owner login to the system using his 

User ID and Password. 

2) Step-2 the data owner to access the policy of data which 

is to be placed on public cloud. 

3) Step-3 the data owner choose the data to be upload and 

access that data. 

4) Step-4 the data owner define the access policy using 

cipher text attribute based encryption. 

5) Step-5 The file gets encrypted using CDH algorithm 

6) Step-6 the owner then find out the checksum of the data 

which is being upload in order to provide.  

7) Step-7 The file then finally gets uploaded to the 

database 

8) Step- 8 the registered login to the system with the valid 

user ID and key. 

9) Step-9 The user search for the file he wants to 

download 

10) Step-10 the file will be displayed to the user. Only he is 

having suitable attributes that satisfy the access data 

otherwise will not be displayed. 

11) Step-11 in order to download the files the user search 

for the key. 

12) Step-12 the session key will be generated by PKG to the 

user only if he is having suitable attributes.  

13) Step-13 the using the session key, the user request for 

downloading the file. 

14) Step-14 Then DSP will decrypt the encrypted file which 

is placed on the database and returns the decrypted file 

to the user 

15) Step-15 Finally the user will be able to download the 

file on the local system. 

V. SIMULATION WORKS & RESULTS 

We analyze the performance of our proposed ID-DPDP 

protocol. Comparisons with up-to- date ID-DPDP protocols 

show that our protocol outperforms them in terms of 

computational and communication overheads. Note also 

that, unlike the existing protocols in the PKI setting, our 

protocol does not suffer from resource-consuming certificate 

management and verification. Computation: In our ID- 

DPDP protocol, suppose that there exist n message blocks. 

A. Authentication 

All the 3 authorities need to be authenticated in order to 

access their service. Authentication helps to prevent the data 

from the illegal access. 

B. Data Storage 

The cloud service provider manages a cloud to provide data 

storage service. Data owners encrypt their data files and 

store them in the cloud for sharing with data consumers. 

C. Data Access 

To access the shared data files, data consumers download 

encrypted data files of their interest from the cloud and then 

decrypt them. In our scheme, a data owner specifies an 

access structure for a cipher text which is referred to as the 

cipher text policy. Only users with decryption keys whose 

associated attributes specified in their key structures satisfy 

the access structure can decrypt the cipher text. 

The novel approach in Cloud Storage for Identity 

verification of Data Distributed that include the solution for 

the limitation mention in the problem definition Identity-

based public key cryptography system that focuses on 

distributed provable data possession in multi-cloud storage 

as well in the single cloud environment this new approach is 

also able to reduce the conventional strategies of certificate 

management system this approach is also support the remote 

data integrity checking. The main advantage of this novel 

approach is more security is provide, this new protocol is 

more flexible, very fruitful for the client verification in the 

single cloud and multiple cloud. 

Flexibility and verification. Multi -cloud servers’ 

responses to respond the verifier’s challenge. The 

distributed cloud storage is indispensable and Elimination of 

the certificate management. 

 
Fig. 2: Implementation Screens on Encrypt Data 

VI. CONCLUSION 

In multi-cloud server, this paper formalize the ID-DPDP 

system and security model. At the same time, we propose 

the first ID-DPDP protocol which is provably secure and 

under the assumption of CDH problem is hard. Besides of 

eliminate the complicated certificate management, our ID-

DPDP protocol has also flexibility and high efficiency. At 

the same time, the proposed ID- DPDP protocol can realize 

private verification, delegated verification and public 

verification based on the client authorization. 

Further the probabilistic and periodic verification 

to improve the performance is optimized. Our experiment 

clearly demonstrates various approaches to introduce a small 

amounts of computation and communication overheads. 

Therefore, our solution can be treated as a new candidate for 
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data integrity verification in outsourcing data storage 

systems. In future we will focus on enhanced & 

sophisticated data setup process to reduce the computation 

and communication overhead at data owner side. 
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