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Abstract— Secure communication in WSNs is important 

because information transferred in the networks can be easily 

stolen and hack or replaced. LSCD is an approach used to 

detect cloned nodes and without recovering from the cloned 

node information. Clone estimation algorithm is used to 

recover the original information from the cloned nodes and 

leads to a successful communication. Clone detection is 

processed in a non-hotspot region where a large amount of 

energy remains, which can improve energy efficiency as well 

as network lifetime. Wide simulations and demonstrate that 

the lifetime of the storage requirements, and then detection 

probability of our protocol are substantially improved over 

competing solutions from the literature. 
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I. INTRODUCTION 

A wireless sensor network (WSN) is a collection of nodes 

prepared into a helpful to the network. Each node consists of 

giving out ability (one or more microcontrollers, CPUs or 

DSP chips), may contain multiple types of memory (program, 

data and flash memories), have a RF transceiver therefore 

(usually with a single Omni-directional antenna), and have a 

power source (e.g., batteries and solar cells), and 

accommodate various sensors and actuators. The nodes 

converse wirelessly and often self-organize after organism 

deploy in an ad hoc fashion. Systems of 1000s or even 10,000 

nodes are anticipated. Such the systems can be transform to 

the way of we live and work. Currently, WSNs are beginning 

to be deployed at an accelerated pace. It is not unreasonable 

to expect that in 10-15 years that the world will be covered 

with WSNs with access to them via the Internet. This can be 

the deliberate as the Internet fetching a fabric network. This 

new technology is exciting with infinite potential for frequent 

application areas including environmental, medical, military, 

transportation, entertainment, crisis management, homeland 

defense, and smart spaces. 

Know in this paper follows the new approach such 

as the clone estimation technique using to recovering the 

information that means to resolver node in the simulation 

time so that resolving node perform by the all actions. Know 

that resolving node do that the process is continuously 

watching the cloned node in the network formation time. 

Then that time the original and cloned node activities are 

monitoring the in this resolving node. 

In this resolving node continuously watching the 

that two node activities then the activities based to estimate 

the clone nodes and remove from the cloned nodes and then 

get original information that time, in this process done by the 

clone estimating algorithms, and then further action 

performed by using the Trust based mechanism. In the 

mechanism using to send the original information from 

source to destination. 

II. RELATED WORK 

WSNs can be deploy in unkind environments in to fulfill both 

military and civil applications. Then Due to their in service 

nature and they are often unattended, hence prone to different 

kinds of novel attacks. For instance, an attacker might 

imprison nodes and acquiring all the information are stored 

therein—sensors are commonly assumed and to be not 

tamper-proof. The opponent may be the replicate or captured 

sensors and then deploy them in the networks to open a 

selection of the hateful activities. And then this attack is 

referred as the clone attack. 

The wireless sensor networks are either static else 

dynamic. In dynamic WSN, is the location of the sensor node 

and to changes and as the nodes are the mobile. In a static of 

the `wireless sensor network, are once the sensor nodes are 

deployed and then in one position, and it remains the same 

and does not change of the cloned nodes. The cloned node 

detection in the static of wireless sensor networks and then it 

can be carried out of the using centralized approach or 

distributed approach manner. In centralized approach 

manner, a node is to present at the centre of the network and 

which is it is responsible for all the activities in the network. 

Then, In distributed approach manner, [3] all the nodes are 

the equally responsible to for all the activities and then to 

perform activities and then in a distributed manner. 

In wireless sensor networks are, [6] the follows as 

the SET protocol and to performs in the centralized manner 

and to detects cloned nodes and then to dividing the network 

area and into exclusive of the subsets. And then each subset 

will containthe subset of leaders and members. And the 

members of the subsets are at a distance of the one hop is 

away from the subset of the leader. The subset of leaders are 

collects and then subnet members are information and 

forwards are it to the root of the sub-tree. And In distributed 

approach is says, that [2] the identity of each and every nodes 

are shared in the distributed manner. And During data 

transmission time, every nodes are collected the information 

about it’s the neighborhood along with the its location and 

then broadcasts it in this network. The Low Storage Clone 

Detection technique (LSCD) protocols are [4] has the 

increased probability for the identifying of the cloned nodes 

in the network 

Andtheinformation’s are not directly transferred to 

the witness node but it is an arc form around the sink nodes 

and the data is to passed in the one hop neighbors. In the clone 

detection stage, the several clone detections are routes and 

originated from the sink node and then which is compared 

with the other witness path to identify the cloned nodes in the 

networks. 

A. Existing System 

A cloned node has to attack of the information’s, and it may 

be contributes into the networks and operations in the same 
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way as an uncompromised node; and hence, cloned nodes can 

launch a diversity of attacks. Similarly, data transmission 

within the network has become difficult due the various kinds 

of attacks. And the lifetime of the sensor nodes is another 

threat to Sensor networks. 

The main objective is to efficiently identifying the 

cloned in the WSN with respect to successful data 

transmission. And to provide an efficient and secure way to 

transfer data between sensor nodes. 

B. Proposed System 

It is recovered using a recovery node present in the same 

network. Each and every node in the network will have a 

recovery node and the recovery node for each node will be 

different for each round of transmission. If a cloned node is 

identified in the network, the neighbor node notifies the 

recovery node of the cloned node. The recovery nodes check 

the cloned node for all its functions and properties. 

C. Simulation Parameter Setup 

Network Simulator NS2 

Transmission packet size. 512 

No. of nodes 40 

Individual node strength 155 

Packet transmission speed 55 

Node mobility 15 

Transmission range 55 

Data rate 0.50 

Table 1: 

III. SYSTEM DESCRIPTION 

 
Fig. 1: 

 

 

A. Pseudo Code 

While i</r  

Let b record Xa; 

b ← NextNodeOnSameHop(b), i ← i + 1; 

End while; 

Random walk ε3 hops to node a; a.tag = true 

Node a routing reverse sink to a with broadcast Xa; 

whilea.hop= 2 

a ← NextNodeOnLeastHop(a); Broadcast Xa; 

end while; 

//clone; 

While a ←Next Node (a); 

Next Node (ID, loc)! =true; 

Then, 

Start resolver; 

Resolver R; 

End if; 

IV. IMPLEMENTATION 

A. Discovering the Clone Nodes 

The cloned nodes present in the network are identified. The 

cloned nodes are not easily identifiable. The cloned node 

present in the network will observe all the network activities 

and report it to the adversary. The cloned node can be 

identified during exchange of information between the sensor 

nodes. The SLSCD algorithm is applied to during 

transmission of the sensed data packets. The cloned nodes are 

identified by a trust-based authentication mechanism. Using 

this method, during transmission of packets from source to 

destination node, the intermediate nodes take part. While 

passing the information via, intermediate nodes there are 

possibilities of cloned nodes to be present in the intermediate 

node.  

B. Recovering the Original Information 

If any cloned node is present in the intermediate nodes. It is 

recovered using a recovery node present in the same network. 

Each and every node in the network will have a recovery node 

and the recovery node for each node will be different for each 

round of transmission. If a cloned node is identified in the 

network, the neighbor node notifies the recovery node of the 

cloned node. The recovery nodes check the cloned node for 

all its functions and properties.  

C. Dynamic Node Creation 

In this section, Dynamic node creation technique using to 

create the more than one resolver node that node using data’s 

are send into the secure manner. In this way to create the 

resolver node is made up of the temper resistant hardware. So 

in this hardware using means if any attacker does not attack 

the creating the resolver node. So that type of resolver node 

using to send the data from source to destination. So therefore 

dynamic node creation techniques using data’s will be send 

from source to destination on the secure manner. 

D. Packet Monitoring 

Finally all the data’s send from source to destination then all 

the packets are correctly send or not that monitor by using 

packet monitoring tool. That packet monitoring tool using the 

overall data. 
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V. PERFORMANCE ANALYSIS & RESULTS 

The proposed methodology is implemented into NS2; the 

performance of the SLSCD protocol is the WSN 

environments are simulated and thus the succeeded in 

identifying of the cloned node with uppermost likelihood of 

clone detection. The figure-1 represents the graph of 

generated from the values obtained from the networks with 

different scales. 

 
Fig. 1: Clone Detection Probability 

The figure-2 represents by the comparison of low 

energy consumption by the proposed system of the existing 

approach. 

 
Fig. 2: Energy Consumption 

The figure-3 represents as the comparison of the 

average delay and with speed of the data packets release. It 

shows that the delivery of data packet delay reduce as the 

speed increase. 

 
Fig. 3: Data Transmission Speed 

The figure-4 those are represents as that the storage 

requirements under different network scenario i.e., with 

different network nodes and nodal degrees have been reduced 

when compare with the earlier proposed methods. This is due 

to the transmission of data packets by eliminating the similar 

data set. And also, the information about the source and 

destination nodes will node is stored anywhere in the 

network. 

 
Fig. 4: Storage Requirements under Different Network 

Scales 

VI. CONCLUSION 

In this paper, says that the novel method to detected and the 

cloned nodes and the WSN and then to recovering the cloned 

nodes using a recovery mechanism approach was introduced. 

Thus, the proposed methodology shows that the increased 

probability of detecting the cloned nodes. And It also 

provides security to the data packets to sent by encryption of 

the packets after that eliminating number of clone nodes are 

present in the networks are analyzed data. Thereby, the 

reducing storage requirements and then utilizing minimal 

energy for all its activities and it which improves the lifetime 

of the network 
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