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Abstract— Fraudulent behaviors in Google Play, the foremost 

widespread automaton app market, fuel search rank abuse and 

malware proliferation. To spot malware, previous work has 

centered on app viable and permission analysis. During this 

paper, we have a tendency to introduce FairPlay, a unique 

system that discovers and leverages traces left behind by 

fraudsters, to discover each malware and apps subjected to 

search rank fraud. FairPlay correlates review activities and 

unambiguously combines detected review relations with 

linguistic and behavioral signals gleaned from Google Play 

app information so as to identify suspicious apps. FairPlay 

achieves over 95th accuracy in classifying gold customary 

datasets of malware, dishonest and. We go for broad read by 

applying some technique to each application to gauge its 

ranking. In this paper we discovered ranking fraud for mobile 

applications, we develop a necessity to create a perfect, fraud 

less and result that shows corrected application accordingly 

offer ranking; wherever we tend to truly create it happen by 

looking out fraud of applications. They create fraud by 

downloading application through numerous devices and 

provide fraud ratings and reviews. So, as we tend to aforesaid 

on top of here we've got to mine crucial information relating 

specific application like review that we tend to aforesaid 

comments and conjointly such a lot of alternative data we've 

got to mine and place rule to find fakeness in application rank.  
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I. INTRODUCTION 

The industrial success of android app markets like Google 

Play and so the motivation model they supply to well-liked 

apps, produce them appealing targets for dishonest and 

malicious behaviors[1]. We have a tendency to use activity 

knowledge to note real reviews from that we have a tendency 

to tend to then extract user-identified fraud and malware 

indicators[2]. Review consists of a star rating move between 

1-5 stars, and a couple of text and app developers in agency 

tought to extend rating of application install that application 

multiple times[5]. We have a tendency to introduce a system 

that discovers and leverages traces left behind by fraudsters, 

to sight every malware and apps subjected to seem rank 

fraud[6]. We have a tendency to tend to not entirely malicious 

developers, World Health Organization transfer malware, but 

in addition dishonest developers [4]. Dis-honest developers 

attempt to tamper with the search rank of their apps[3]. We 

unit of measurement police investigation fraud rating and 

reviews regarding application and in addition trace the 

malware on the premise of installations and downloading 

application victimization single registration ID[7]. Fairplay is 

employed for organizing the analysis information of 

application[3]. 

II. MOTIVATION 

Fraudulent developers often exploit crowdsourcing sites 

(e.g., Freelancer, Fiverr, BestAppPromotion) to rent teams of 

willing workers to commit fraud place along, emulating 

realistic, spontaneous activities from unrelated of us for 

Associate in Nursing example. We have a tendency to tend to 

call this behavior search rank fraud. In addition, the efforts of 

automaton markets to identify and exclude malware do not 

appear to be constantly roaring. As an example, Google Play 

uses the guard system to urge obviate malware. Previous 

mobile malware detection work has targeted on dynamic 

analysis of app executables also as static analysis of code and 

permissions. However, recent automaton malware analysis 

discovered that malware evolves quickly to bypass anti-virus 

tools. 

III. LITERATURE SURVEY 

A. Paper Name: Android Permissions: a Perspective 

Combining 

Description: In this paper paper we have a tendency to exploit 

earlier approaches for dynamic analysis of application 

behavior as a method for detection malware within the 

mechanical man platform[1]. The detector is embedded 

associate degree exceedingly overall framework for 

assortment of traces from an unlimited variety of real users 

supported crowd sourcing. Our framework has been 

incontestable by analyzing the information collected within 

the central server victimization two varieties of knowledge 

sets: those from artificial malware created for take a look at 

functions, and those from real malware found within the wild. 

B. Polonium: Tera-scale graph mining and inference for 

malware detection 

Description: In this paper, author developed four malicious 

applications, and evaluated Andromaly ability to notice new 

malware supported samples of renowned malware. We 

evaluated many mixtures of anomaly detection algorithms, 

feature selection technique and also the variety of high 

options so as to seek out the mixture that yields the most 

effective performance in detection new malware on 

mechanical man. Empirical results counsel that the projected 

framework is effective in detection malware on mobile 

devices normally and on mechanical man specifically. 

C. Fair Play: Fraud and malware detection in Google play 

Description: In this paper, author proposes a proactive theme 

to identify zero-day android malware[4]. Without wishing on 

malware samples and their signatures, our scheme is actuated 

to assess potential security risks expose by these entrusted 

apps. Specifically, we've developed an automatic system 

referred to as RiskRanker to scalably analyze whether or not 

a specific app exhibits dangerous behavior (e.g, launching a 

root exploit or causing background SMS messages. 
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IV. ARCHITECTURE OF PROPOSED SYSTEM 

 
Fig. 1: Architecture of the proposed System 

V. PROPOSED SYSTEM 

We propose PCF (Pseudo code Finder), associate formula 

that exploits the observation that fraudsters utilized to review 

associate app unit most likely to post those reviews inside 

relatively short time intervals (e.g., days). PCF takes as input 

the set of the reviews of associate app, organized by days, and 

a threshold value. PCF outputs a set of known pseudo-cliques 

thereupon were shaped throughout contiguous time frames. 

For every day once the app has received a review , PCF finds 

the day’s most promising pseudo-clique begin with each 

review, then covetously add different reviews to a candidate 

pseudo-clique; keep th1e pseudo set (of the day) with the very 

best density. With that work-in- progress pseudo-clique, 

travel to succeeding day covetously add different reviews 

whereas the weighted density of the new pseudo-clique 

equals or exceeds. Once no new nodes square measure aspect 

to the Work-in-progress pseudo-clique, we’ve got an 

inclination to feature the pseudo set to the output , then move 

to consecutive day. In planned system User and developer can 

do the registration. Developer can login to the system and 

transfer the appliance. Then user can login and rummage 

around for the appliance. User will see the appliance 

uploaded by the developer. Once finding application that user 

needs to transfer user can choose search rank fraud detection 

and then he can check the malware within the application. 

Once users satisfaction user can transfer the application. 

A. Advantages 

1) The proposed system is able to detect malware before the 

installation 

2) This system is more efficient than existing system 

VI. RESULT 

A. Maware Detection 

 
Fig. 2: Result of Malware Detection 

Result of the malware detection is show screenshot. The 

scanning result is shown in this figure. 

B. Rank Fraud Detected of application 

 
Fig. 3: Result Fraud Rating Detection 

VII. CONCLUSION 

We develop PCF, a rule to spot temporally unnatural, co-

review pseudo-cliques fashioned by reviewers with 

considerably overlapping co-reviewing activities across short 

time windows. We have a tendency to use temporal 

dimensions of review post times to spot suspicious review 

spikes received by apps; we have a tendency to show that to 

complete a negative review. We’ve got introduced FairPlay, 

a system to find each deceitful and malware Google Play 

apps. We develop PCF, AN economical rule to spot 

temporally unnatural, co-review pseudo-cliques fashioned by 

reviewers with considerably overlapping activities across 

short time windows. 
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