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Abstract— At the point when contrasted and the customary 

cryptography, the visual cryptography unscrambles mystery 

images alluding to the qualities of human vision, instead of 

the cryptography learning or complex calculations. 

Moreover, seeing to the freeness of the mystery key, the 

entire procedure of encryption and also decryption for the 

visual cryptography meets a quick managing course. With 

regards to the security concern, it ensure that nobody can 

approach any pieces of information about the substance of a 

mystery image from singular cover images. In this way, 

inferable from the investigations on this field, the objective 

of light-weighted cryptography is come to. Presently the 

visual cryptography has been produced from the aimless 

shadows to the significant ones. Watching the much created 

system, some progressed visual cryptography methods are 

presented in this overview, individually.  
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I. INTRODUCTION 

The word cryptography is gotten from Greek word "Crypto" 

which implies covered up and "Grafo", which implies 

composed. It is the examination and usage of methods to 

conceal data, to shield a message or content from being 

perused. The data that is ensured can be composed content, 

electronic signs, email messages, images or information 

transmissions. The way toward making the data mixed up 

from the third individual is encryption or enciphering and the 

aftereffect of encryption is a figure content or cryptogram. 

Turning around this encryption procedure and recovering the 

first coherent data is called decryption or translating. 

As far back as humankind has existed, individuals 

have had numerous mysteries, and other individuals have 

needed to know these privileged insights. Beforehand the 

cryptography is performed on paper and pencil, and were 

accessible just to the individuals who approached legitimate 

training. Today our lives are totally digitized and 

cryptography has turned into a vital piece of almost 

everybody's day by day life, and it's utilized to shield secret 

data from programmers. Almost all our private data is put 

away in one of the numerous databases from the 

administration, banks, and social insurance administrations, 

military et cetera. 

The basic engineering in the figure beneath 

demonstrates the procedure of encryption and decryption. 

Figure-1 determines the proposed encryption process design 

where the image will be chosen as an info and after that the 

cutting capacity will part image into four equivalent amounts 

of, at that point at long last uprooted part will be prepared 

through proposed encryption calculation with 128 bits 

measure key esteem at that point proposed encryption process 

will execute number of task then each encoded parts of image 

will be indeed join through consolidate process lastly a figure 

image will delivered as a yield. 

 
Fig. 1: Architecture Diagram for Encryption 

Figure 2 is demonstrating the straightforward 

engineering of the proposed decryption process where a 

figure an image will choose as an information at that point 

cutting capacity will cut image into four a balance of the 

proposed decryption process will execute number of task with 

128 bits estimate key esteem. After that each decrypted parts 

of image will be redisplayed vertically then every piece of 

image will indeed join lastly a unique image will created as a 

yield. 

 
Fig. 2: Architecture Diagram for Decryption 

There are five modules in our project they are as follows: 

 Convert Text Message Into Image: In first module we 

convert the text message into images to perform visual 

cryptography.  

 Slicing of Image: In second module we perform image 

slicing and shuffle it. 

 Encryption Process: In third module the slicing image 

will be encrypted and then send it to receiver.  

 Decryption Process: In fourth module the receiver will 

decrypt the image to see the original image. 

II. LITERATURE SURVEY 

 [1] Secret partaking in visual cryptography, presented by 

Sandeep Katta. In recursive covering up of insider facts 

a few messages can be covered up in one of the offers of 

the first mystery image. The images that are to be 

covered up are taken by their sizes from littler to the 

biggest. The underlying little mystery image is separated 

into five distinct offers utilizing visual cryptography. 

Through re-enactment and examination, it is shown that 

recursive covering up and dark scale mystery sharing fill 
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in as stenographic channels that can be utilized to install 

imperceptible watermarks, pass on mystery keys or 

encode confirmation data. 

 [2] The thought of VCS is to part an image into number 

of offers which independently uncovers no data about the 

first mystery image. The image is comprised of high 

contrast pixels, and can be recouped by superimposing 

every one of the offers without doing any calculations. 

By applying the Noar and Shamir 2-out-of-2 visual 

cryptography calculation, two offers are made, which 

independently delivers no data about the first mystery 

image. 

 [3] Dynamic multi-mystery sharing plan, presented by 

Han-Yu Lin, and Yi-Shiung in view of the restricted hash 

work. In the event that somebody needs to impart 100 

images to others he needs to acquire 100 offers, which is 

hard to oversee. This plan takes care of this issue by 

keeping just a single offer image and decodes all other 

mystery images with its offer (Universal share).The 

significant qualities of its outline are multi-utilization of 

the mystery shares and that distinctive gathering insider 

facts can be reproduced by the quantity of edge esteems 

that gives greater adaptability. Preferred standpoint in 

this plan is different images can be shared effectively. In 

this plan numerical counts are not performed here key 

protecting is missing. 

 [4] Strengthen the Security of Confidential Information 

utilizing Cryptographic Technique by Prasanna Kumar 

H.R and Dr. Niranjan N Chiplunkar, are utilized two 

strategies, in the main technique they encode the 

discharge image and afterward apply the visual 

cryptography to make the offer, in the second strategy 

DES is connected and after that send to the beneficiary. 

 [5] They built up a mystery sharing plan that encodes 

dark scale images with a predetermined number of dim 

levels. The misfortune conversely is so extensive with 

the end goal that the recuperated image is contorted. In 

different strategies, the development of a visual mystery 

offering plan to a general access structure for plural 

mystery images have been proposed. 

III. PROBLEM STATEMENT 

The most widely recognized downsides of the visual 

cryptography are, we can't recuperate the first info image with 

great lucidity. At the point when no pixels are extended, a low 

quality image is recouped. Some of the time a few pixels are 

lost at the season of decryption. Subsequently collector can't 

get unique information appropriately. In image encryption 

process, fundamentally 2 issues emerges regarding the time 

taken for its calculation and its security level. For continuous 

image encryption just for those figures are best which takes 

lesser measure of calculation time without bargaining 

security an encryption plot which runs gradually, despite the 

fact that may have higher level of security highlights would 

be of minimal useful for constant procedures. Thus an 

exchange of must be made. We are not utilizing lossless 

pressure for encryption or decryption since it additionally 

unfit to recuperate the first image with great clearness. There 

is no algorithm that ensures the best possible recuperation of 

unique information. 

IV. PROPOSED SYSTEM 

In the vast majority of the common images, the estimations 

of the neighboring pixels are emphatically associated that is 

the estimation of any given pixel can be sensibly anticipated 

from the estimations of its neighbors. Keeping in mind the 

end goal to disseminate the high relationship among pixels 

and increment the entropy esteem, we propose a recently 

configuration image encryption algorithm that partitions the 

image into various pieces and after that rearranges their 

positions and afterward it passes them to the proposed 

encryption algorithm. There are two principle keys to build 

the entropy; the primary variable mystery key of the 

uprooting procedure (level and Vertical) and the second 

factor mystery key of the proposed encryption algorithm. The 

variable mystery key of the uprooting procedure decides the 

steady, which is utilized to fabricate the mystery image with 

a variable number of pieces. On the off chance that the key is 

changed, another steady will be created, and afterward an 

alternate mystery image is acquired. The variable mystery 

key of the proposed encryption algorithm is utilized to encode 

the uprooted image. The shared data among the scrambled 

image factors will be diminished by encryption process and 

in this manner expanding the entropy esteem. In this paper we 

proposed recently configuration piece based encryption 

algorithm where square chart of proposed framework 

appeared in figure [3], keeping in mind the end goal to build 

the security level of the scrambled images. 

We propose a recently configuration image 

encryption algorithm that partition the image into numerous 

squares and afterward rearranges their positions and 

afterward it passes them to the proposed encryption 

algorithm. The recipient will decode the encoded rearrange 

image to get the first information. 

A. Processing is done on Encryption Side 

 
Fig. 3: Block Diagram of At Sender Side 

1) Cutting Approach 

Here we are performing cutting procedure as 4 with the end 

goal of re-enactment, elite and straightforward the idea. Once 

the cuts are refresh with its new positions. We take after 

following stage. To cutting an image we have utilized basic 

idea like select starting X, Y arrange, greatest X, Y facilitate 

and middle X, Y Coordinate apply mathematical work. 

2) Removal Approach 

After the cutting of image we perform relocation. In the First 

step unique image is cut and separated into 4 sub cut. This cut 

sub image is presently utilized for dislodging. Here we are 
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utilizing two relocation approaches (i.e. vertical and even) 

one by one. This dislodge of pixel position of sub images 

diminishes the relationship between the adjoining pixels and 

it might be reasons for higher entropy. This approach is being 

tried by making pixel pieces of various sizes and after that 

their outcome is being broke down. For vertical and level 

removal of pixel position we have utilized number of vertical 

pixel hinders in sub image and appropriately it will 

dangerously dislodge the pixel obstructs vertical way in the 

1:1 way; as indicated by this strategy, hinder at area first will 

move to second square position, second piece will move to 

3th square position and third piece will to fourth square 

position. Similarly the piece at area fourth will move to third 

square position, third square will to second square position 

and. essentially the above procedure will apply on level 

removal approach. This procedure will apply on each sub 

some portion of image. 

V. METHODOLOGY 

Proposed Encryption Algorithm: Byte Array containing 16 

characters (bytes) long key Ki denotes ith index in 16 byte 

long key array 

A. Calculations: 

Encryption Side S1 = (K1×2) + (K3×4) + (K5×6) + (K7×8) 

+ (K9×10) + (K11×12) + (K13×14) + (K15×16) S2 = (K0×1) 

+ (K2×3) + (K4×5) + (K6×7) + (K8×9) + (K10×11) + 

(K12×13) + (K14×15) 

Sum = absolute value of (S1+S2) 

Compulsory Condition: Value of Sum must always 

contain exactly three digits e.g. 103,387 etc. Case-1: if 

Sum<100 then error message is displayed that the key is too 

weak. 

Case-2: if 100<Sum<999 then it satisfies the 

condition and therefore further processing takes place as 

follow: 

Step-1: Let Sum = d1d2d3, then RGB values of all 

the four pixels (P1, P2, P3 and P4) are modified as follow: 

Perform d1 number of right shifts in R byte of all four pixels 

Perform d2 number of right shifts in G byte of all four pixels 

Perform d3 number of right  shifts in B byte of all four pixels 

Step-2: If d1 is an odd number Reverse the bits in P1 

Else Perform EXOR operation between P1 and K1 If d2 is an 

odd number Reverse the bits in P2 Else Perform EXOR 

operation between P2 and K2 If d3 is an odd number Reverse 

the bits in P3 Else Perform EXOR operation between P3 and 

K3 If d4 is an odd number Reverse the bits in P4 Else Perform 

EXOR operation between P4 and K4 

Case-3: if Sum>999 (i.e. Sum contains more than 

three digits) then only last three least significant digits are 

considered and the most significant digit is ignored. It is 

because most significant (left most) digit has the least 

possibility of getting changed whereas as we move towards 

right, digits change rapidly, which is good for encryption 

process. 

Example: Let Sum = d1d2d3d4 Then only d2, d3 

and d4 will be considered according to step-2 and d1 will be 

ignored as the probability of this digit to change is least 

among d1, d2, d3 and d4. 

B. Reverse Processing is done on Decryption Side 

 

Fig. 4: Block Diagram at Receiver Side 

Handel Key Exchange Issue: Proposed examine is a 

procedure to outline and execute of another Hybrid Image 

encryption algorithm. Proposed procedure is a strategy for 

image encryption that joins at least two encryption method 

and generally incorporates a mix of symmetric and hilter 

kilter encryption to take profit of the qualities of each sort of 

encryption. Be that as it may, cryptographic key should be 

known to both the sender and beneficiary of encoded 

information, and it might cause security hazard to trade the 

key over an unreliable channel. Then again, deviated or open 

key encryption gives preferable security over symmetric key. 

In hilter kilter key the cryptographic key required for 

unscrambling information does not host to be imparted to 

different gatherings. This is more secure, yet the disservice of 

this encryption is slower calculation speed than symmetric 

key. An answer for this issue is to first encode and trade the 

symmetric encryption key by methods for unbalanced 

encryption, and afterward utilize that symmetric key for 

scrambling and unscrambling the genuine information. In 

spite of the fact that this strategy gives insurance while the 

scrambled key is exchanged between parties, it isn't really 

secure exactly when the encoded symmetric key is being 

decrypted. In the event that an enemy is observing the 

framework where this happens and if the framework isn't 

white-box ensured, the cryptographic keys can be separated 

in plain shape. For symmetric key algorithm we will utilize 

straightforward AES algorithm. 

VI. CONCLUSIONS 

Visual cryptography is a system to give a safe method to 

exchange images. The primary use of visual cryptography is, 

it achieves human eyes to unscramble mystery images with 

no calculation prerequisite. Visual Cryptography surrenders 

simple interpreting of the mystery image by a straightforward 

stacking of the printed share transparencies. Be that as it may, 

there are some functional issues that need cautious thought. 

The transparencies ought to be exactly adjusted with a 

specific end goal to get an unmistakable recreation of the 

mystery image. There is likewise some unavoidable 

commotion presented amid the printing procedure. Besides, 

the stacking technique can just reenact the OR activity which 

dependably prompts a misfortune conversely. The loss of 
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difference can be corrected by additionally preparing. Super 

forcing the offers with even a slight change in the 

arrangement brings about an exceptional debasement in the 

nature of the remade image. In this paper two new 

probabilistic plans for high contrast and dark scale images. 

For high contrast images recursive data concealing procedure 

was utilized as a part of which littler mysteries are covered up 

in the offers of bigger insider facts without a development in 

the size. We can connected this 45 concealing system to 

numerous applications in genuine and digital world For dim 

scale images we proposed another plan that gives idealize 

quality images however it isn't specifically a plan that is a 

direct superposition of offers. 
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