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Abstract— Home security have seen lots of changes in recent 

years. Compared to old and traditional systems, with their 

complex panels and fewer capabilities. Traditional Door 

locking system do not provide better security, no remote 

access, no history of all exits/entries and many more 

limitations. It’s time to switch to smart. You do not need to 

worry about the lost key while your fingertip is your pass and 

your face is your identity. Access security of your house 

anywhere and keep an eye for security breaches. Why should 

we compromise with the thing that matters the most- Your 

Home. This Project is built keeping in mind day-to-day home 

security issues. We all have a spam visitor everyday who 

annoys us by ringing the bell everytime. So now it’s time to 

give him a rest. A simple app installed on your mobile device 

is now your alert mechanism instead of loud noise making 

bell. Identify the person at the door and decide his entry 

yourself on your couch. Isn’t it easy? This Security system 

comprises of an IoT device i.e. Raspberry Pi and an Android 

Application installed on any device along with Fingerprint 

sensor and a camera as the major parts. The Fingerprint 

sensor read the fingerprint, and allow access if it matches with 

one in Database while deny in the other case. If the guest is 

new it sends the notification with image of guest on admin 

device asking permission to unlock the door and storing 

fingerprint of guest in Database. The stats of domestic 

robbery in India is on hike. Number of such cases in 

Metropolitan city like Delhi alone have reached 4560 in the 

year of 2016-17 which is then closely followed by Bangalore. 

This system is a little step to abate such cases in future. 
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I. INTRODUCTION 

Home security have seen lots of changes in recent years. 

Compared to old and traditional systems, with their complex 

panels and fewer capabilities. Traditional Door locking 

system do not provide better security, no remote access, no 

history of all exits/entries and many more limitations. It’s 

time to switch to smart. You do not need to worry about the 

lost key while your fingertip is your pass and your face is your 

identity. Access security of your house anywhere and keep an 

eye for security breaches. Why should we compromise with 

the thing that matters the most- Your Home. 

 This Project is built keeping in mind day-to-day 

home security issues. We all have a spam visitor everyday 

who annoys us by ringing the bell every time. So now it’s 

time to give him a rest. A simple app installed on your mobile 

device is now your alert mechanism instead of loud noise 

making bell. Identify the person at the door and decide his 

entry yourself on your couch. Isn’t it easy? 

 This Security system comprises of an IoT device i.e. 

Raspberry Pi and an Android Application installed on any 

device along with Fingerprint sensor and a camera as the 

major parts. The Fingerprint sensor read the fingerprint, and 

allow access if it matches with one in Database while deny in 

the other case. If the guest is new it sends the notification with 

image of guest on admin device asking permission to unlock 

the door and storing fingerprint of guest in Database. 

 The stats of domestic robbery in India is on hike. 

Number of such cases in Metropolitan city like Delhi alone 

have reached 4560 in the year of 2016-17 which is then 

closely followed by Bangalore. This system is a little step to 

abate such cases in future  

II. COMPONENTS 

A. Fingerprint sensor 

Basically fingerprint sensor Adopting personal unique 

fingerprint to prevent and guard from unauthorized access to 

your system. 

 Secure your computer files and data by your fingerprint. 

 This sensor allow you to secure windows login, screen 

saver lock, password bank, file encryption 

 This sensor uniquely identifies each user from those who 

are unauthorised. 

 Store up to n number of fingerprints in your system 

allowing many admins feature. 

 Fingerprint sensor electronically captures the unique 

characteristics and features of the ridges on the human finger 

and digitally store this info in the form of encrypted biometric 

keys or binary representation. They capture, analyze and 

compare scanned fingerprint images against a database of 

pre-scanned digital images, then execute a command based 

on the match was found or not. 

 Fingerprint scanners can be used to uniquely 

identify an individual or to verify the identity of an individual. 

They basically combine the use of pressure analysis and 

visible light analysis to authenticate the ridges and 

bifurcations of the finger. 

 Fingerprints that were obtained through the 

traditional ink-and-paper imaging can be scanned and 

digitally stored. Aside from security, fingerprint scanners are 

mostly favoured because of their convenience. Other 

biometric identification schemes include facial structure, 

hand geometry, the capillary vessels of the retina, vein 

patterns. 

 In our project the fingerprint works in two ways. 

First one is when a person puts his/her finger it checks if it is 

matches or not, if it matches with the stored data then it will 

allow the person to enter the door. But if the fingerprint does 

not matches with the stored data, a notification will 

automatically be sent to the user using blynk server. 

B. Raspberry pi 

The Raspberry Pi Zero has turned out to be a standout 

amongst the most prevalent variant of the Raspberry Pi since 

it turned out. Be that as it may, numerous individuals 

suspected that it was inadequate in one of the essential 

element that was inbuilt remote web. Starting today, the Pi 

Zero raspberry needs it no more. 
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 It is relatively indistinguishable to the past 

Raspberry Pi Zero essentially, every one of the chips and 

segments are still on the best side of the board.  

Raspberry Pi 3, the radio wire is totally unique.

     
Fig. 1: Block diagram 

 Rather a little white chip that contains it, the 

reception apparatus on the Pi Zero is imprinted on the board.  

 Fundamentally it fills in as the mind for the 

framework. The programming dialect which we compose it 

encourages it to get amended. It likewise actuates and run the 

program of the sensor utilized or some other part. Thus it 

functions as the mind. 

C. Firebase 

The Firebase is a Database which is a cloud-encouraged 

database. Data is stored here and get synchronized 

dynamically to each related end user. When you collect cross-

platform applications with iOS, Android, and JavaScript, 

most of the end user share one Continuous storage database 

model and usually gets the updates with the most a la mode 

data present. 

 The Firebase’s Real-time database gives you a 

feature to create rich, group oriented applications by granting 

secure access to the database particularly from end user side 

code. Info is stored on locally, and even while not connected, 

real-time sessions keep on ending, giving the end user a 

responsive unpleasant experience. At the moment when the 

device recovers association, the Real-time Database sync the 

info update with the remote changes that happened while the 

end user was not connected to the internet, consolidating any 

contentions.  

 The real-time database gives an articulation based 

instruction dialect, called Firebase Real-time Database 

Security Rules, to identify how your information should be 

organized and when information can be read from or written 

to. At the moment when assimilated with Firebase 

Authentication, admin characterize who approaches what 

kind of info, and how they can reach to it. 

 In short it will save all the media related and 

including the fingerprints that are stored.  . 

 
                           Fig. 2: Conneection diagram  

D. Blynk server 

Blynk was introduced for the IoT. It can control 

elements/device remotely, it can display sensors info, it has 

ability to store information, it can be used for communication 

between Iot device and any cellular device. There are three 

major module in the stage:  

1) Blynk App - Gives you interesting User interface with 

many gadget for your tasks. 

2) Blynk Server – It is responsible for many number of 

interchanges between the mobile device and equipments. 

We can use Blynk Cloud or run our own private Blynk 

server locally. It is open-source, could  handle large 

number of gadgets without much of a stretch and can  be 

easily      run on a Raspberry Pi.  

3) Blynk Libraries – It is responsible for prevalent 

equipment stages –it  empowers connection with the 

server and processing of all approaching and out coming 

directions. 

 Henceforth these are used for getting the notification 

on the device which usually is a phone whenever someone 

puts his hands on the fingerprint sensor and the data does not 

matches then the notification will be sent. 

E. WiFi module: ESP8266 

The ESP8266 is an example of  Wi-Fi microchip with full 

TCP/IP stack and microcontroller capacities marketed and 

produced by Shanghai-based Chinese manufacturer Espressif 

Systems.  

 In the early stage the chip went to the consideration 

of western maker in the month of Aug 2014 with the ESP-01 

module, made by Ai-Thinker. This small module help 

microcontrollers to interface with a Wi-Fi system and create 

basic TCP/IP associations using Hayes-style guidelines. Be 

that as it may, There is no uncertainty that it is improbable 

that there will be a ton of data about it. Maximum working 

voltage of ESP8266 is around 3.6V .It has eight pins. for 

powering and communication. It will provide internet access 

to the system. 

F. Camera Module 

This project also require a a camera module for taking 

pictures of visitors. Raspberry pi has its official camera 

module named Standerd Raspberry pi camera module. It is 

5MP camera and color reproduction is very good. 

 The camera module comes attached with a ribbon 

cable witch connect it with raspberry pi. In configuration 

screen we need to enable the camera and send command to 

take pictures. 

III. INITIAL SETUP 

When we talk about setting up a smart system, what hit our 

mind the most? An IoT device – Raspberry pi or an Arduino. 

This project will be using raspberry pi. As we know a 

raspberry pi is a small computer on a board, we need to install 

a operating system in Raspberry pi. The most preferred OS 

for this purpose is Raspbian, a linux distribution. 

 We need to download it or sometimes it is available 

with the raspberry pi which shows on boot up. Then all we 

need to do is set things up. Set a wireless connection, location, 

time etc . 
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 But before all this could be done we need a display 

for the raspberry pi. This could be either done by 

downloading any Virtual Network Computing that displays 

the GUI of raspbian that is being processed by raspberry pi or 

can be done by command prompt by providing appropriate 

commands for setup. 

 Now the raspberry is set we need to set up all the 

sensors and module. This project uses fingerprint sensor and 

camera module. 

 We set the fingerprint sensor red, white, green and 

black cables with USB TTL converter. And to check if the 

fingerprint is detected by the raspberry, open up the console 

and run the following command: 

ls /dev/ttyUSB* 

 To set the camera module, there is a cable ribbon 

attached with the raspberry pi official camera module. All 

you need to do is connect the ribbon cable with pi and enable 

the camera in configuration screen. 

 Now its time to set Firebase and Blynk server. To set 

up firebase add dependencies to your gradle, log on to 

firebase online server, name your project and a unique URL 

is generated by firebase which is to be added to the code 

where the values are to be sent to the cloud. 

 The second task is to download and add Blynk 

libraries in our code that will be used for alert mechanism 

when there is a access request at the door step. 

IV. WORKING 

When this system will be ready to be used by the users, it will 

require initial configuration to be set at the time of 

installation. In this configuration time and location would be 

set and also there will be some admins account to be created 

in the database with their fingerprint and photo. These admins 

would be major members of the family and their mobile 

devices would have controlling functionalities over the 

system. The admin setting can be changed anytime using 

mobile device and security system. These will be the first few 

fingerprints in the database. Now, what if the system faces a 

fingerprint which is not saved in the firebase? 

 So when a guest user interacts with the system, the 

first thing to do is place the finger on the fingerprint sensor. 

Fingerprint code saved in the raspberry pi would instantly get 

activated and match the input with all the fingerprint saved in 

the database. If it does not matches any saved cases, the if-

else block activates both the blynk server and the camera 

module. The camera module code gets activated first and the 

enabled camera clicks a photo of the visitor at the doorstep. 

This photo is passed as an argument to the blynk server code 

in the raspberry pi and this is sent to the firebase. The real-

time firebase instantly get updated with the media provided 

by the security system. Now the mobile app comes into play. 

The app which continuously retrieves data from the firebase, 

get notified on the app even if the user is using another 

application. The user is presented with the screen where the 

GUI asks for permission granting for this guest along with his 

photo. If the admin approves and specify to save this user in 

the database for anytime access to the security system, the 

fingerprint is saved and the door opens/remain closed which 

depend on the argument passed by admin from his 

application. 

 Also, this system monitors all the entries and exit of 

the house through the door in the firebase database for any 

future references. 

V. CONCLUSION 

From all the above discussion we conclude that this system 

comprises many aspects of computer science technologies for 

the security of the most valuable thing in the world_ our 

Home. This system is a little step toward the abolition of the 

theft, burglary, all those which would harm us and our family. 

This system work on access granting principle which ensures 

only the trusted members are allowed access to the home and 

the rest are denied. We never know what more technology 

future may bring but this is to be certain that this smart system 

is smart enough to integrate all of these technologies in a way 

to ensure a more secure future. 
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