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Abstract— The fast development of mixed media applications 

has joined basic significance to advanced example 

acknowledgment and recovery methods. We propose a 

computerized watermarking strategy for image pattern 

confirmation. Image authentication systems have as of late 

increased extraordinary consideration because of its 

significance for a substantial number of sight and sound 

applications. Advanced images are progressively transmitted 

over non-secure channels, for example, the Internet. In this 

way, military, medicinal and quality control images must be 

secured against endeavors to control them; such controls 

could alter the choices dependent on these images. To secure 

the legitimacy of interactive media pictures, a few 

methodologies have been proposed. These methodologies 

incorporate ordinary cryptography, fragile and semi-fragile 

watermarking and computerized marks that depend on the 

image content. Computerized watermarking is a cutting edge 

innovation of concealing data inside some advanced media: 

for example, content, picture, video, or sound records. It was 

produced as of late as another strategy for copyright 

assurance. Strategies are ordered by the administration they 

give, that is strict or specific verification, tamper discovery, 

restriction and recreation abilities and heartiness against 

various desired images handling activities. The point of this 

paper is to show the strategies for rising watermarking 

procedures for image authentication. 

Key words: Digital Watermarking, Correlation-Based 

Watermarking, A Lossless Watermarking Scheme    

I. INTRODUCTION 

The watermarking procedure is a sort of steganography 

grown particularly for conceivable confirmation. This 

strategy takes its name from naming of paper and cash on 

account of a few similitudes with conventional paper-based 

watermarking. Both of these stamping strategies change the 

structure of the bearer itself; they are not really noticeable or 

even imperceptible. Both are hard to repeat and difficult to 

expel without decimating the transporter itself. 

Straightforward watermarking encourages the proprietor to 

keep the possession data regardless of whether the image was 

edited and modified [1]. Watermarks can be utilized to follow 

the copyright and responsibility for media. The different focal 

points of advanced watermarking incorporate telecom and 

dispersion of information where the copyright data and the 

first possession subtleties are determined to avert theft of 

information. Fingerprinting is additionally another kind of 

computerized watermarking.Mathai et. Al[2].Multimedia 

security is very critical worry for the web innovation in light 

of the simplicity of the duplication, appropriation and control 

of the sight and sound information. The advanced 

watermarking is a field of data concealing which shroud the 

critical data in the first information for security unlawful 

duplication and appropriation of interactive media 

information. This paper exhibits a study on the current 

computerized picture watermarking systems. The aftereffects 

of different advanced picture watermarking procedures have 

been analyzed based on yields. In the computerized 

watermarking the mystery data are embedded into the first 

information for securing the proprietorship privileges of the 

sight and sound information. The picture watermarking 

procedures may separate based on space like spatial area or 

change area or based on wavelets. The spatial area methods 

straightforwardly chip away at the pixels and the recurrence 

space deals with the change coefficients of the picture. 

Certificate‐ based arrange verification is the utilization of a 

computerized endorsement to distinguish a client and a 

frequently gadget utilized by a known client on the system, 

and is regularly sent as a team with customary client 

validation techniques, for example, username and secret 

phrase. 

II. DIGITAL WATERMARKING 

The digital correspondence innovation, similar to web 

innovation faces different inconveniences identified with the 

protection and security of the information. Security methods 

are required in view of illicit access of information without 

authorization. Thusly, it is important to ensure information in 

the web innovation. For giving the security of digital 

information different methods are utilized like encryption, 

decoding, cryptography, steganography and digital 

watermarking. In this paper examines about the digital 

watermarking. The digital watermarking is an utilization of 

the digital image preparing [3].  

 The digital watermarking is a procedure of data 

covering up. There are different methods for concealing the 

data as digital substance like image, content, sound and video. 

Essentially digital watermarking is a strategy for inserting 

some mystery data and extra data in the spread image which 

can later be extricated or recognized for different purposes 

like confirmation, proprietor ID, content insurance and 

copyright assurance, and so on. Some of the time the scaling 

factor is additionally utilized for implanting the watermark in 

the spread image. The digital watermarking is utilized for the 

security of the digital substance and to shield the information 

from illicit clients and gives the possession directly to the 

digital information. An essential normal for digital 

watermarking is strength and intangibility against different 

kinds of assaults or regular image control like pivot, 

separating, scaling, trimming and pressure. The proficiency 

of digital watermarking calculations is completely founded 

on the strength of the installed watermark against different 

sorts of assaults. Digital watermarking is a strategy used to 

enhance the responsibility for by supplanting low dimension 

flag straightforwardly into image. Digital watermarking 

strategy is additionally utilized for the sealing and 

confirmation [4].  

 Each digital watermarking method incorporates two 

calculations: one as the implanting calculation and different 



Digital Watermarking Schemes for Image Authentication Applications 

 (IJSRD/Vol. 6/Issue 12/2019/209) 

 

 All rights reserved by www.ijsrd.com 768 

as the distinguishing calculation. These two procedures are 

same for all the kind of watermarking methods. Figure 1 

demonstrates the watermark implanting process in which the 

watermark is installed in the spread image by utilizing the 

inserting calculation. What's more, Figure 2 demonstrates the 

watermark identification process in which the installed 

watermark is recuperated by utilizing the location calculation. 

 
Fig. 1: Watermark Embedding Process 

 
Fig. 2: Watermark Detection Process 

A. Digital Image Watermarking Working 

Digital Watermarking is a procedure which is utilized in the 

digital flag handling of implanting shrouded data into mixed 

media information. This data isn't typically obvious, just 

devoted indicator or extractor can seen and separates that 

data. Digital Image Watermarking utilize digital image for 

implanting the shrouded data, in the wake of installing the 

watermarked image is created and the watermarked image is 

progressively vigorous against assaults.  

 Figure 3 demonstrates the phases of digital 

watermarking. Fundamentally working of digital image 

watermarking can be separated in three phases [5]:  

1) Embedding Stage  

The installing stage is the main stage in which the watermark 

is implanted in the first image by utilizing the inserting 

calculation and the secret key. At that point the watermarked 

image is produced. So the watermarked image is transmitted 

over the system. 

2) Distortion/Attack Stage  

 In this stage, when the information is transmitted over the 

system. Either some commotion is included with the 

watermarked image or a few assaults are performed on the 

watermarked image. In this way, our watermarked 

information is either changed or demolished. 

3) Detection/Retrieval Stage  

In the identification arrange, the watermark is recognized or 

extricated by the committed identifier from the watermarked 

image by applying some location calculation and by utilizing 

secret key. What's more, commotion is likewise identified. 

 
Fig. 3: Stages in Digital Image Watermarking 

III. CORRELATION-BASED WATERMARKING METHOD FOR 

IMAGE AUTHENTICATION APPLICATIONS 

Figure 4 shows the flow chart of the watermark embedding 

process. The original image is transformed from the spatial 

domain to the frequency domain via the discrete Fourier 

transform ~DFT!. Consider an M3N original image h(m,n), 

where m, n are the spatial indices. The DFT of h(m,n) is 

written as H(u,v), where u, v represent the spatial frequency 

coordinates[6]: 

H(u,v)=X(u,v)exp[ jø(u,v)]               (1) 

 Here, X(u,v) is the magnitude of the frequency 

coefficient, uH(u,v)u, and f(u,v) is the phase part of the 

frequency H(u,v), given in the standard manner as follows: 

ø(u,v)is the unique angle in (-π,π) such that Eq. 1 is true. -

> 2 

 
Fig. 4: The BPOF-based embedding method. 

 In our watermarking method, the phase is kept 

unchanged but the magnitude X(u,v) is modulated. The 

realvalued X(u,v) array is first transformed to an 

integervalued array by 

R(u,v)=round(X(u,v)   (3) 

 The round (.) function rounds the operand to the 

nearest integer value, which can be represented by a fixed 

number q of bit planes. Hence, writing in a bit slice format, 

we have 

 R=Rq-1 , Rq-2 ,...,R1 , R0 , where Ri is the ith bit plane 

of the rounded magnitude. 

 The second input to the bit-plane embedder is the 

BPOF, which is obtained by first binarizing the phase-only 

filter according to the following schedule: 

 
 Next we map this {+1,-1} pattern respectively to a 

unipolar binary pattern {1,0} which is equivalent to a 1-bit 

phase quantization. We denote this unipolar array as B(u,v), 

and it is our BPOF. 

 As shown in Fig. 4, the embedding box now has two 

inputs—the rounded magnitude spectrum of the original 

image [R(u,v)], and the BPOF signature B(u,v). In order to 

employ bit-plane embedding, we need to decide which bit 

plane(s) will be modified and how. This decision is to be 

made from an optimal trade-off of the quality degradation of 

the image and the robustness of the embedded signal, which 

suggests one of the mid-level bit planes may work best. In the 

results section, we show how we came up with a good 

formulation of this choice. For now, it suffices to specify a 

particular bit plane w. The following equation then captures 

how this selected plane(s) is modified: 

R`(u,v)=C(u,v).B(u,v)   (5) 

 Here • denotes an invertible logical operation on the 

BPOF signature bit plane B(u,v) and any other bit plane 

C(u,v) of R. Note that the BPOF signature has the same 

symmetry aspects as the magnitude bit planes. The • 
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operation must respect that symmetry. The • operation we 

used in our experiments was: 

1) First encrypt B(u,v), yielding EB(u,v), with a 

nonavalanche[7] encryption that respects the symmetries 

of B(u,v), and then 

2) 2. pick a w out of {0,...,q-1}, and set C(u,v) equal to the 

wth bit plane of R=Rq-1 , Rq-2 ,...,R1 , R0 . 

3) 3. Replace the wth bit-plane C(u,v) of the rounded 

magnitudes with the EB(u,v). This results in a 

modification of the rounded bit planes from Rq-1 , Rq-2 

,...,R1 , R0 to Rq-1 ,...,Rw+1 , EB(u,v), 

 Rw-1 ,...,R0 . We designate the modified rounded 

magnitudes as R˜ (u,v).  

IV. A LOSSLESS WATERMARKING SCHEME FOR HALFTONE 

IMAGE AUTHENTICATION 

Existing watermarking systems [8] can be grouped into three 

classes: hearty, delicate and semi-delicate. Among them, 

delicate watermarks are effectively debased by picture 

preparing tasks, and hence frequently utilized for checking 

picture trustworthiness and verification. Validation 

watermark is concealed information embedded into a picture 

that can be connected to distinguish any unapproved change 

of the picture. Our plan is a square based strategy. 

 
Fig. 5: Block diagram of watermark embedding 

A. Watermark Embedding 

The block diagram of watermark embedding is as shown in 

Fig. 5, and each step is detailed described below. Watermark 

generation our scheme exploits image hash as a fragile 

watermark. Image hashing is known as the problem of 

mapping an image to a short binary string. Image hash 

function has the properties that perceptually identical images 

have the same hash value with high probability, while 

perceptually different images have independent hash values. 

In addition, the hash function is secure, so that an attacker 

cannot predict the hash value of a known image. Image 

hashing is one-way, collision-free and relatively easy to 

compute for any given image. Hence, the watermark can be 

viewed as adaptive for its sensitivity to change of the image. 

Our scheme generates the watermark hash WH of the original 

image using hash functions. Suppose WH is an L-bit “0-1” 

sequence, thus we need L blocks to embed data for each block 

can be inserted into 1-bit data. 

1) Image blocking  

The scheme starts with dividing the halftone image into 

disjoint pixel blocks. Suppose the size of the halftone image 

I and a block B are M×N and m×n respectively, and I is 

segmented into b blocks B1, B2, …Bb. Since each pixel is 

either black or white, an m×n block has totally 2m×n different 

patterns. Some patterns never occur in I, while some occur 

many times. 

 
Fig. 6: An example of an original block and its similar 

blocks 

2) Block classification and ordering  

This step aims to select appropriate blocks to embed data. To 

all blocks in I, we count their occurrence respectively, and 

then rank the frequency of occurrence. Sorted in descending 

order, suppose t1, t2, …tj (j ≤ 2m×n) denotes the occurrence 

times of block pattern p1, p2, …pj, respectively. It is clear 

that Formula (1) is satisfied. 

 
 Lookup table construction A lookup table T is made 

up of original blocks O1, O2, …Ou, similar blocks S1, S2, 

…Su, and frequency of occurrence of O1, O2, …Ou. Sj (1 ≤ 

j ≤ u) is the corresponding similar block of Oj. Similar blocks 

that never occur in the image are used to displace original 

blocks for watermark embedding. In the context, two blocks 

with the same size are considered similar if the Hamming 

distance between them is 1, namely, only one pixel value is 

different. Therefore each block has 2m×n similar blocks. As an 

example a 4×4 block and its 16 similar blocks are shown in 

Fig. 6. 

 According to the frequency of occurrence, we select 

k block patterns with highest k occurrence t1, t2, …tk as a 

candidate block set. 

 To a block in the set, if all of its similar ones occur 

at least once in I, then the block is discarded from the 

candidate set. If one or more similar blocks do not occur, we 

randomly select one as its similar block. All candidate blocks 

are investigated like this, and original blocks and 

corresponding similar blocks are recorded in T. Besides this, 

we need to record the frequency of occurrence for computing 

embedding capacity. So far a lookup table is constructed. It is 

essential that each similar block in T must be different from 

any other blocks. More details of the lookup table 

construction can be seen in [9]. 

 
Fig. 7: An example of a lookup table. 

 As an example shown in Fig. 7, the lookup table is 

constructed on the halftone Lena image, with the size of the 

Lena and a block 512×512 and 4×4 pixels, respectively. Only 

5 blocks with highest frequency of occurrence and their 

similar blocks are given. 

3) Watermark embedding  

To embed data, we compare the block Bi (1 ≤ i ≤ b) with O1, 

O2, …Ou one by one. If Bi is the same as Oj, 1-bit data can 
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be inserted with the rule: If “0” is to be embedded, we do not 

change Bi, if “1” is to be embedded, we displace Bi with Sj. 

The operation as shown in Formula (2) is repeated for all 

blocks B1, B2, …Bb. 

 
4) Overhead Information Embedding  

In [9], the lookup table needs extra storage space for 

watermark embedding and extraction. Since different image 

has different lookup table, no universal table is suitable for all 

images. Besides, the lookup table is also need to be protected. 

Our scheme overcomes the disadvantage successfully by 

embedding the lookup table in the host image as overhead 

information. 

V. CONCLUSION 

In this paper, background on survey of authentication 

techniques was discussed. Digital watermarking is very 

helpful technique for providing safety measures to the digital 

media on the internet skill. Digital watermarking is immobile 

a demanding explore field with many interesting problems, 

like it does not prevent copying or distribution and also 

cannot survive in every possible attack.   The survey of digital 

watermarking for images was presented. First, the theoretical 

part was given, and then the description of practical 

implementation of different kinds of watermarks. We have 

proposed a BPOF signature-based watermarking technique 

for image authentication applications. Our method is 

extremely useful for image distribution scenarios over the 

internet, as there is no need to transmit complex images, thus 

providing a significant saving in bandwidth. Thus the paper 

explains about the digital watermarking techniques for image 

authentication. 

REFERENCES 

[1] https://www.researchgate.net/publication/262297066_D

igital_Watermarking_Techniques_In_Image_Processin

g. 

[2] Mathai, N.J. ; Kundur, D. ; Sheikholeslami, A. ; 

“Hardware implementation perspectives of digital video 

watermarking algorithms”, This paper appears in: Signal 

Processing, IEEE Transactions on Issue Date : Apr 2003 

Volume : 51 , Issue:4 On page(s): 925 – 938. 

[3] A Survey: Digital Image Watermarking Techniques 

Preeti Parashar1 and Rajeev Kumar Singh2  PG 

Scholar1, Assistant Professor2 Department of CSE & IT, 

MITS, Gwalior, India. 

[4] N. Tiwari, M. k. Ramaiya and Monika Sharma, “Digital 

watermarking using DWT and DES”, IEEE (2013).  

[5] L. Robert and T. Shanmugapriya,” A Study on Digital 

Watermarking Techniques”, International Journal of 

Recent Trends in Engineering, vol. 1, no. 2, (2009) May.  

[6] Correlation-based watermarking method for image 

authentication applications Farid Ahmed The Catholic 

University of America Department of EECSWashington, 

D.C. 20064 Ira S. Moskowitz Naval Research 

Laboratory Center for High Assurance Computer 

Systems—5540 Washington, D.C. 20375. 

[7] W. Stallings, Cryptography and Network Security—

Principles and Practices, 3rd ed., Prentice Hall ~2003. 

[8] J. S. Pan, H. C. Huang and L. C. Jain, “Intelligent 

Watermarking Techniques,” World Scientific, 2004. 

[9] P. S. Liao, J. S. Pan, Y. H. Chen and B. Y. Liao, “A 

Lossless Watermarking Technique for Halftone Image,” 

International Workshop on Intelligent Information 

Hiding and Multimedia Signal Processing, Melbourne, 

Australia, May 15, 2005. 

[10] A Lossless Watermarking Scheme for Halftone Image 

Authentication Jeng-Shyang Pan†, Hao Luo††, and Zhe-

Ming Lu††,††† †Department of Electronic Engineering, 

National Kaohsiung University of Applied Sciences, 

Kaohsiung, Taiwan ††Harbin Institute of Technology 

Shenzhen Graduate School, Shenzhen, China 

†††University of Freiburg, Freiburg, Germany 


