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Abstract— In this paper a survey done on various methods 

used for the security of the vehicle. There are various sensors 

used for the safety of the driver. Vehicle security and accident 

prevention is more challenging. Also there are many cases, in 

that the heart attack occurred during driving the vehicle. In 

that case we need to build system which can handle all this 

problems. So in order to bring a solution for all this problems 

this system can be implemented. Vehicle security 

enhancement and accident prevention system can be 

developed through the application of ignition control 

(tracking and locking) using IOT, accident detection and 

prevention, driver fatigue, alcohol detector and speed limiting 

with efficient vehicle management system. The need for this 

project is to provide security to the vehicles by engine locking 

system which prevents the vehicle from unauthorized access. 

This technique helps to find out the exact location of the 

accident and with the help of server an emergency vehicle can 

be sent to the exact location to reduce the human life loss. It 

also detects the behavior of the driver through sensors 

whether he/she is drowsy or drunk, so that occurrence of 

accident can be prevented. We also build a heartbeat sensor 

which continuously monitors the heartbeats of the driver, if 

heart attack detected it slow down the speed of the vehicle 

and emergency message will be sent to the hospital with 

desired location. The place of the vehicle identified using 

Global Positioning system (GPS). 
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I. INTRODUCTION 

With the increase of number of automobiles especially in 

some metropolis such as Delhi / Mumbai/Calcutta etc, it is 

really difficult to solve the problems related to automobile 

accidents and hazards. In these cities accidents have crossed 

the level above the expectations and are causing hazards and 

human loss. To conflict this predicament, driving safety 

systems have been customized as per the requirements and 

encouraged in a lot of developed countries for many years. 

Similarly the accidents owed due to the consumption of 

alcohol is prevented using Alcohol Detection Sensor which 

senses the alcohol consumption from breath bringing the 

vehicle to halt and at the same time giving an attentiveness by 

displaying a message on already mounted LCD monitor. The 

safety standard is especially easier said than done in real-life. 

Even though these days the security measures and standards 

carried out by the Governments from time-to-time are testing 

and examining, the accidents have become unavoidable due 

to local standards of the vehicles. As a result, a new system is 

proposed to deal with the thorny issues. Along with 

continually updated wireless communication and signal 

acquisition technologies through the concept of IoT, an 

effectively wireless inspection and notification system has 

been developed. In today’s urban life transportation is 

common and many mishaps are occurring on the roads daily. 

Hence, a security and monitoring system is design to 

overcome these problems. This system developed 

incorporating current technology is presented in this research 

work. The Global Positioning System (GPS) receives the 

coordinates from the satellites about the critical information. 

The system also finds its importance in soldier monitoring, 

tracking of the theft vehicles etc. The microcontroller based 

system developed makes use of global positioning system 

(GPS) and global system for mobile communication (GSM). 

The work includes one GPS device and a duplex 

communication process. The GSM Modem along with the 

SIM makes the communication process through our regular 

mobile system. 

II. LITERATURE REVIEW 

A. Context-Aware Driver Behavior Detection System in 

Intelligent Transportation Systems 

In this paper, this system uses Vehicular ad hoc networks 

(VANETs) which are a application of mobile ad hoc 

networks. In this application they use dedicated short range 

communication (DSRC) to allow vehicles in close proximity 

to communicate with each other. It uses five-layer context 

aware architecture to analyze the behavior of driver in real 

time driving. In that layers it includes normal, fatigued, drunk 

and reckless driving. After observing the behavior of the 

driver, it will then alert the driver and other vehicles. The 

functionality of the architecture is divided into three phases, 

which are the sensing, reasoning, and acting phases. To make 

a decision on available information about driver behavior, the 

Dynamic Bayesian network for driver behavior detection is 

used.[1] 

B. VANET based vehicle tracking module for safe and 

efficient road transportation system  

In this paper, VANET used vehicle to vehicle and vehicle to 

infrastructure communication. This system uses traffic signal 

priority control method. This method is used clear the path 

for emergency vehicles. It also uses the on board unit (OBU), 

an android app titled SMARTDRIVE (systematic 

management of road traffic through data retrieval in VANET 

environment), a server and road side units (RSU’s). The OBU 

is placed inside the vehicle and RSU’s is to be placed at the 

road intersections. The app SMARTDRIVE, used in this 

system is the main part of this project. This app is integrated 

into a navigation system that permits access road maps, 

current location and route information through an interface. 

It also reports accidents or road hazards directly to the 

authority on one click of a button and avail a emergency 

services to the injured.[2] 
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C. Real time biometrics based vehicle security system with 

GPS and GSM technology 

In this paper, real time biometric authentication is required to 

get access to the vehicle. For that, fingerprint recognition 

technique is used to protect the vehicle from any unauthorized 

access. If the person is certified, vehicle access is allowed. 

Else SMS will be sent to the owner and the engine will be 

turn off. If the theft cuts off the power supply, then the global 

positioning system (GPS) is used to locate the real time 

location of the vehicle, in case the vehicle is still stolen by the 

theft. Engine control unit (ECU) is used to take action on the 

received data. [3] 

D. RTOS based Vehicle Tracking System 

In this paper, the proposed system is designed with aimed to 

track the vehicles using Real Time Operating System 

(RTOS). The location of the vehicle is indicated using GPS 

(global positioning system) technology. GPS will give the 

information of parameters like longitude, latitude, by which 

we can easily identify the location of the vehicle and map it 

on Google map. Graphical user interface (GUI) is used to 

display the received information on Google map. The system 

performs multitasking by using sensors. It uses various 

sensors like temperature sensor, alcohol sensor, eye blink 

sensor and accelerometer etc. The system collects all the 

sensor data and if any action required then it will do that. [4]  

E. Design and Implementation of Real Time Vehicle 

Monitoring, Tracking and Controlling System 

In this paper, the proposed system is placed inside the vehicle 

whose position is to be determined on the web page and 

monitored at real time. The system consists of GPS, GSM, 

PWM and various sensors. The GPS is used to detect the real 

time location of the vehicle and the GSM used to send the 

alert message to the owners mobile. In this system, the 

vehicles path and speed were monitored in real time. If the 

driver drives the vehicle on the wrong path then the alert 

message will be sent from the proposed system to the 

vehicle’s owner mobile and also alert the driver via speaker. 

If the vehicle’s speed goes beyond the specified value of the 

speed, then also the warning message will be sent from 

system to the owner mobile. For the safety of the cabin 

temperature sensor and gas sensor is used to alert the driver 

about overheat of the engine and gas leakage in the vehicle. 

[5] 

F. Vehicle Tracking and Monitoring System to Enhance the 

Safety and Security Driving using IoT 

In this paper, the system used Internet of Things (IoT) to 

virtually control the vehicle and show the real time working 

of sensors used in this project. There are three sensors are 

used in this system, such as temperature sensor, alcohol 

sensor and eye blink sensor etc. The GPS and GSM used for 

tracking and monitoring purpose. GPRS sends the tracking 

information to the server and thus an alert message generated 

is transmitted to the owner. Alcohol sensor used to detect 

whether the driver drunk or not. When the driver is drunk, the 

vehicle stops. The eye blink sensor used to monitor the eye 

movement of the driver. When the driver sleeps/ feels 

drowsy, the vehicle automatically stops and sends the 

message to the owner. Temperature sensor is used to detect 

the engine temperature. When the engine temperature crosses 

the threshold level then an alarm starts to alert the driver.[6] 

III. COMPARATIVE STUDY 

From the above mentioned papers there are various methods 

are used for the safety of the vehicle and driver. Some used 

VANET for the close range vehicle communication, others 

used biometric for the security of the vehicle. In that study 

GPS and GSM used only to find the exact location of the 

vehicle and send the SMS to the owner. But there is no system 

to off the ignition in real time if the vehicle is in unauthorized 

hands. Also there is no safety for the driver if the heart attack 

occurs during driving. To overcome these problems we build 

a system to solve all these problems. The system having 

various sensors for the safety of the driver. If heart attack 

occurs the speed of the vehicle automatically slow down and 

the emergency message send to the hospital. If the theft is 

happened, then we can track and stop the vehicle in real time 

by slow down the speed of the vehicle using IOT. 

IV. CONCLUSION 

Vehicle tracking system  is nowadays the most important 

system for the person who want their car security in efficient 

hands this is the main reason why the vehicle tracking system 

are getting popular day by day not only in metropolitan areas 

but also in small cities. The security of the system is enhanced 

by using the tracking and locking in real time using IoT. 

There is also a vehicle cabin safety features for driver. There 

are increasing problem of heart attack during driving the 

vehicle. So we used heart beat sensor to detect the heart attack 

and stops the vehicle. There is also a feature of accident 

detection and prevention. So we can save the human life lost 

due to lack of help. 
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