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Abstract— The X.509 Public Key Infrastructure is 

centralized, weighing trust on single entity - Certificate 

Authority. A decentralized public key infrastructure for 

issuing SSL certificates is needed to overcome the flaws in 

the current X.509 PKI, which can help remove a single point 

of failure and in early detection of rogue certificates. 

Certificates will be signed by making a transaction. Domain 

owner will put up certificate along with signatures by trusted 

entities on their server, and clients will verify the integrity of 

this certificate that they receive by querying the smart 

contract on block chain. 
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I. INTRODUCTION 

There are around 1200 Certification Authorities (CA) and 

the security of Internet relies on the least trustworthy of 

them. Public Key Infrastructure is often considered as 

Achilles Heel internet. Our current PKI leaves our 

communication vulnerable to Man in the Middle Attacks 

(MITM)
 
giving a false sense of security. Security can be 

broken by spoofing DNS and compromising Certificate 

Authorities, both of which are, although very difficult, but 

possible and has been done various times in past
 

by 

malicious hackers, government or intelligence agencies 

either by infiltrating networks or using backdoors. A 

breached CA can sign malwares, making it appear as an 

authentic software. As years went by, authorities/individuals 

in power have abused their power to stay in power. ICANN, 

created by the American government, serves as the 

backbone of the Internet
 

having ownership of root dns 

servers. Trust is disrupted. Instead of fixing and patching the 

loopholes again and again, a new infrastructure is needed. 

The future of Internet IS decentralized and open. 

Pretty Good Privacy’s web-of-trust model provided 

mechanisms to exploit the trust between different parties, 

however not specifying how trust should be established in 

the first place. Because of this there is slow adoptation of 

PGP. What we aim to do is adapting PGP style web-of-trust 

backed by smart contracts to manage – publishing, signing, 

revoking keys – removing weight of trust from a single 

entity in the PKI at the same time increasing overall trust 

among the entities. 

II. EXISTING SYSTEMS 

A. Certificate Transparency 

After the Diginotar hack, Google came up with a 

mechanism
 [22][23]

 to detect fraudulent certificates being 

issued. Its working describes a public ledger, in which all 

the certificates issued to all the domains are present, 

accessible to users and the domain name owners. 

Monitoring and auditing of certificates can alert domain 

name owners (at the earliest) when a certificate is issued on 

their name. The difference between this and blockchain 

based solution is that Public ledger here is present on a 

central log server, means there will be very few of them 

(every CA will be expected to have log server up, however 

anyone can setup and run their own). CT can be 

implemented on blockchain, but CT does not prevent the 

attacks it just helps in early detection. Much more can be 

done if blockchain is used to change the PKI. 

B. Certificate Pinning 

“Certificate pinning is a process of associating a host with 

its expected X.509 certificate or public key. Once a 

certificate or public key is known or seen for a host, the 

certificate or public key is associated or 'pinned' to the host. 

If more than one certificate or public key is acceptable, then 

the program holds a pinset. In this case, the advertised 

identity must match one of the elements in the pinset.
 
This 

utility is enabled by default in most of the browsers. The 

only problem with certificate pinning is that when the 

certificate will be obtained from the host for the first time 

before it gets pinned it will be vulnerable to MITM attack. 

One walkaround for this is browsers having embedded 

certificates for websites. 

C. DNSSEC Dane 

In 2014 it was found that emails to be send through Yahoo!, 

Hotmail, Gmail were being routed through rogue mail 

servers. DNSSEC was introduced to overcome these flaws 

in DNS. DNSSEC protects the query to Domain Name 

Servers by using digital signatures. It should be noted that it 

does not encrypt information just helps in validation using 

signatures. DNSSEC incorporates a chain of digital 

signatures into the hierarchy with each level owning its own 

signature generating keys. This means that for a domain 

name like www.example.com each DNS resolver must sign 

the key of the one below it along the way. Each DNS entity 

will sign its child’s public key. Root zone will sign .com’s 

public key, .com will sign example.com’s public key. 

DANE (DNS-based Authentication of Named Entities) 

makes use of DNSSEC for secure communication between 

intended domain’s server and clients by enabling 

administrator of a domain name to certify the keys used in 

that domain's TLS clients or servers by storing them in the 

DNS. DANE is backward compatible and will remove the 

need of CAs. 

D. Convergence 

Convergence was designed to replace Certificating 

Authority with Notaries. Just like with a CA, client can 

choose to trust various Notaries. In current PKI a SSL 

certificate is signed by one CA, with convergence when 

client will be presented a SSL certificate from a server, it 

will check with multiple notaries whether they vouch for the 

certificate or not. From the result, the client can decide 

whether to trust the server or not. Major advantage of 

convergence over existing PKI is - when a CA is 

compromised and its certificate is revoked, all the 
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certificates which were signed by that CAs are also revoked 

but with convergence since multiple notaries can vouch for a 

single certificate, losing trust in a notary will not revoke all 

of its signed certificates as they’ll be signed by other CAs as 

well. 

E. Blockchain Based 

Namecoin
 
is the first fork of Bitcoin and also the first to 

implement Decentralized DNS and Decentralized TLS 

certificates backed by blockchain consensus. “.bit” top level 

domains can be registered on the namecoin. Significant 

amount of work is done by developers of Namecoin to 

tweak Firefox browser to get SSL/TLS protocol between dot 

bit domain server and the clients working. There are various 

other blockchain based dApps which have their own DNS 

and essentially do the same. Some are ENS, Blockstack. 

These applications are powerful and completely 

decentralized, having their own PKI. However, there might 

be hindrance in getting people to use applications. Minimal 

displacement and compatibility with old protocols and 

infrastructure is highly desired for an easy transition of 

technology. 

III. BACKGROUND 

A. Blockchain & Ethereum 

The idea of an anonymous, decentralized cash system has 

always bemused cryptographers. Bitcoin
 [2]

 was the first 

implementation of such system, in which every individual 

reaches a consensus about every individual’s asset – all 

without giving personal details and the need for a central 

authority. To prevent double spending attacks and malicious 

or accidental modification of transactions, bitcoin employs 

the use of the blockchain technology, which, here, are 

Blocks containing transactions that are linked in a 

timestamped, linked-list fashion. 

Because of the way it is designed, it is resistant to 

malicious modification of data and serves as an open 

distributed ledger that can record transactions in a verifiable 

way. This chain of blocks represent the state of the ledger 

agreed to by all nodes in the network. Once a transaction is 

part of the longest chain of blocks, all nodes agree that it is 

valid. Validating unspent (not added to the blockchain yet) 

transactions or Mining is done through proof-of-work which 

involves repeatedly hashing blocks of unconfirmed 

transactions until a hash is found below a certain value. 

Proof-of-work is basically proof that computation power of 

majority of nodes in the network has been spent, i.e. , 

majority nodes agree upon the incoming transactions. 

Essentially, the blockchain technology can be 

described as an immutable, append-only, public ledger that 

facilitates consensus in peer-to-peer networks. 

Application of blockchain is not limited to 

cryptocurrencies. It can be used for smart contracts, 

Decentralized Automated Organizations, Decentralized 

Identity systems to keep track of ownership of assets, etc. Its 

application is still being researched. 

One such tool, that allowed the development of 

such applications in an abstracted manner, emerged as a 

disruptive technology called Ethereum. Ethereum is a 

decentralised platform that runs smart contracts on 

applications that run on a custom built blockchain. So 

Ethereum provides both the hardware infrastructure and 

abstraction on top of it so that the development of 

decentralized applications is made easy. 

B. Smart Contract 

Smart contracts are contracts in digital form which enforce 

some rules defined and control digital assets. They should 

operate without any third trusted party and should verify the 

negotiation of the contract. Smart contracts can be 

considered as an alternative to traditional legal agreement. 

Because of its nature, Blockchain is one platform on which 

smart contracts can be implemented. Usually smart contracts 

are a very small part of the total application, used just to 

enforce rules. Our smart contract is designed to work on 

Ethereum blockchain. Ethereum Blockchain’s unique 

feature of events and logs feature provides mechanism for 

smart contract to callback to concerned clients, similar to 

how a server callbacks to client in traditional architecture to 

notify for events occured on server. 

C. IPFS 

InterPlanetary File System is content-addressable distributed 

file system. It is like a combination of git and bittorrent 

protocols. Content-addressable means that any content is 

retrieved by asking the network if anyone has a file with 

some hash. 

It is quite (very) expensive to store information on 

blockchain and is not economically viable to store large 

amount information, as that will be kept with all the nodes 

in the network. Hence in IPFS, only minimal required 

information is stored on-chain and rest is stored off-chain. 

IPFS has become popular storage medium for decentralized 

applications. 

D. WEB-OF-TRUST 

PGP is a computer encryption program that provides 

confidentiality and authentication of communication 

between two parties. It does not require Certificate 

Authorities to ensure authentication but rather makes use of 

Web-of-Trust in which anyone can sign each other’s public 

key. The web-of-trust protocol as described by Phil 

Zimmermann, The creator of PGP, “As time goes on, you 

will accumulate keys from other people that you may want 

to designate as trusted introducers. 

Everyone else will each choose their own trusted 

introducers. And everyone will gradually accumulate and 

distribute with their key a collection of certifying signatures 

from other people, with the expectation that anyone 

receiving it will trust at least one or two of the signatures. 

This will cause the emergence of a decentralized fault-

tolerant web of confidence for all public keys.” 
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IV. DESIGN 

 
Fig. 1 Class diagram for smart contract 

 

Our proposed idea, has two major actors, first is the smart 

contract. The smart contract works as a medium to the 

blockchain. This helps to manage the attributes and the 

identities. The second element is the client. The client has 

the job of interacting with the smart contract. 

The entity releases a set of attributes, revocations 

and signatures for its identity. Every entity has a 

corresponding ethereum address and the ethereum address is 

controlled by the smart contract which the entity controls. 

An entity can do following things: 1. publish an 

attribute, 2. revoke a published attribute, 3. sign another 

entity’s attribute. 

A. Publish an Attribute 

An attribute will have the following fields: 

1) attribute id 

2) owner 

3) identifier 

4) certificate 

Hence an attribute is just a proposed certificate. That has to 

be signed by various other entities in order to be trusted. Our 

client will make sure that the certificate is signed by at least 

three entities before trusting the ssl certificate. 

V. CONCLUSION 

The proposed system uses smart contract to publish, sign, 

revoke keys. It also makes use of web-of-trust model for 

certificates to have multiple signatures, by different entities - 

CAs or other entities (friends or known entities for 

example). A user can choose to trust CAs and other entities, 

further trusting their signatures. 

VI. FUTURE WORK 

A. Decentralized ID Systems 

Let’s say in future some decentralized, Ethereum blockchain 

based ID system is used, that can be further used to validate 

the identity of ethereum addresses. 

B. IKP 

In the proposed idea, the impact of one entity’s signature is 

diminished since more than one other entities are required to 

sign the attributes of an entity. Hence, there is no particular 

incentives to CAs or other peer entities to not go rogue. 

Also, there is no automated means to report rogue CAs. The 

task is labour intensive and time consuming. Drawing from 

Instant Karma PKI, which is: “an automated platform for 

defining and reporting CA misbehavior that incentivizes 

CAs to correctly issue certificates and detectors to quickly 

report unauthorized certificates.” , we could add the facility 

to report rogue CAs through public auditing. The CA would 

have to pay heavy fine as compensation. 
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