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Abstract— Now-a-days, security has become a key issue 

during the storage and transmission of the digital data files 

over an unprotected public channel. In this scenario, 

cryptography play a vital role in protecting the digital files 

against malicious attacks. The conventional encryption 

schemes such as Advanced Encryption Standard (AES), Data 

Encryption Standard (DES), Diffie - Hellman algorithm, 

Rivest - Shamir - Adleman (RSA) and other cryptographic 

algorithms are mostly focused on encrypting the textual data. 

But, image encryption schemes differ from text encryption as 

they are identified by the existence of huge data and high 

redundancy. In this paper, to achieve high sensitivity and 

superior key space, a multiple chaotic map based on image 

encryption algorithm has been proposed. The proposed 

algorithm employs three stage permutation and two stage 

diffusion to resist several attacks. The various analyses are 

done to check the strength of the proposed algorithm and its 

ability to resist the attacks. Here, the image of size 256x256 

is encrypted.  
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I. INTRODUCTION 

In recent years, chaos based cryptosystem are greatly used for 

encrypting bulk images. The key advantage of chaotic cryptic 

modules over traditional encryption algorithms are high 

sensitivity to initial conditions and large key space. Chaotic 

map works in the aspect of achieving greater randomness, 

which is one of the key features for designing any successful 

cryptosystem. There are many image encryption schemes 

available employing one and two-dimensional chaotic maps. 

Further, by applying more than one chaotic map enlarges the 

key space, which makes the system highly resistant against 

various cryptanalysis attacks. 

II. LITERATURE SURVEY 

A substitution-diffusion architecture based symmetric image 

cipher has been proposed by Patidar et al., [13].The chaotic 

standard map and logistic map have generated the chaotic key 

stream to accomplish the robust substitution and diffusion 

plot. Wang et al., have proposed a color image encryption 

scheme using the combination of 1D and 2D logistic map 

structures [3].The two chaotic maps are iterated alternatively 

to generate the chaotic matrix to permute and diffuse the 

image pixels. AlZain et al., [2] proposed the Efficient Chaotic 

Tent Map – based Image Cryptosystem. In this scheme, the 

security is improved and enhanced encryption efficiency is 

obtained. 

Kadir et al., [6] have developed Color image 

encryption using skew tent map hyper chaotic system of 6th-

order CNN. In this theory, good encryption result and larger 

key space are achieved. It can resist common attacks and 

enhance the security of transmitting image. Pareek et al., [12] 

have implemented a scheme with interconnected constructs 

of two logistic maps to encrypt images. In this scheme, secret 

key with a size of 80 bits has been used for initial conditions 

in both logistic maps. In the iteration stage, random sequence 

from the first chaotic map was given as initial seed to the 

second chaotic map. Chaos triggered image encryption – a 

reconfigurable security solution proposed by Balakrishnan et 

al., [1] proves that combination of chaotic maps can improve 

key strength and high level security is achieved. 

III. METHODOLOGY 

The proposed image encryption scheme has two phases 

namely permutation and diffusion. Each phase uses two one 

dimensional chaotic maps. Permutation phase makes use of 

combined Tent and Sine map (CTS) to shuffle the pixel 

values between the image planes. The diffusion phase takes 

up the Combined Cubic and Sine map (CCS) to shift the pixel 

positions. 

In order to implement the combine chaotic scheme, 

three nonlinear one dimensional chaotic maps such as tent, 

sine and cubic are considered, which are mathematically 

defined by Eqs. (1) - (3) as given in Table 1. Using these 

chaotic seed maps, two new chaotic systems namely 

Combined Tent – Sine (CTS) and Combined Cubic – Sine 

(CCS) have been modeled. It can be mathematically 

represented by Eqs. (4) and (5) as listed in Table 1.The output 

of combined chaotic map has wider chaotic range and larger 

key space than its seed map. This can be demonstrated by the 

results of bifurcation diagram shown in Fig.1 (a-e). 
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(b) 
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Fig. 1: Bifurcation diagram of (a) Tent map, (b) Sine map, 

(c) Cubic map, (d) CTS map, (e) CCS map 

 
Table 1: Mathematical representation of the chaotic maps 

Where r is the control parameter, x(n) is the seed 

value for the (n+1)th iteration  and n is the number of 

iterations. 

IV. BLOCK DIAGRAM 

 
Fig. 2: Block diagram for the proposed image encryption 

algorithm 

 
Fig. 3: Flowchart for the proposed image encryption 

algorithm 

A. Encryption Process 

The encryption process has two phases namely permutation 

phase and diffusion phase. 

Permutation phase - In Permutation phase, image 

pixels are rearranged through three routines namely row 

permutation, column permutation and pixel permutation 

using key generated from CTS map which is shown in Fig 4. 

At first the input image is divided into 3 planes namely red, 

green and blue. Next, row key of length M is generated and 

perform row permutation for red plane. Next, column key of 

length N is generated and perform column permutation for 

red plane. Finally, pixel key of length M*N is generated and 

perform pixel permutation for red plane. Here M is the size 

of row in original image, N is the size of column in original 

image. 

 
Fig. 4: Permutation phase using CTS map 
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Diffusion phase - In Diffusion phase, the position of 

image pixels are shifted through two routines namely row 

diffusion and column diffusion using key generated from 

CCS map. For row diffusion, row key of length M is 

generated. The key values are converted into binary. If the 

last bit is ‘1’, then shift the particular row otherwise no 

change. For column diffusion, column key of length N is 

generated. The key values are converted into binary. If the 

last bit is ‘1’, then shift the particular column otherwise no 

change. . This process is repeated for green and blue planes 

separately. Finally, the encrypted image is obtained by 

concatenating red, green and blue planes. 

B. Decryption process 

It is the reverse process of encryption. Here same keys are 

used to decrypt the encrypted image. 

V. ANALYSIS 

In order to analyze the security of the proposed system, the 

following analyzes were done. 

A. (i) Chosen plain text attack analysis 

Chosen plain text attack is one among the traditional types of 

attacks that the cryptosystem may undergo. If the proposed 

cryptosystem is immune to resist this attack, then it has 

resistant towards other traditional attacks. The cryptanalyst 

considers two plain images P1, P2 and two cipher images C1, 

C2. In order to prove the proposed system is resistance 

towards chosen plain text attack, then it needs to break the 

equation. 

XOR (P1, P2) = XOR (C1, C2) 

From the Fig. 5, it is noticed that the equality has 

been broken which proves the proposed system is system 

resistance towards chosen plain text attack. 

    
(a)                    (b) 

Fig. 5: Chosen plain text attack analysis (a) XOR(P1,P2) 

and (b) XOR(C1,C2) 

B. Key sensitivity analysis 

The proposed model utilizes two different key sets to perform 

permutation and diffusion. In the permutation phase if the 

initial condition and control parameter are changed to x(1) = 

0.44876457898635 and 3.9999-r respectively,  then even a 

minute change in the initial condition and control parameter 

resulted in an undesired output. Fig.6 (b) and (c) depicts the 

effectiveness of the key sensitivity and the resultant image are 

highlighted. 

 
(a) 

 
(b) 

 
(c) 

Fig. 6: (a) Decrypted image with initial condition x(1) = 0.5 

and control parameter 4-r. (b) Decrypted image with wrong 

initial condition x(1) = 0.44876457898635. (c) Decrypted 

image with wrong control parameter 3.9999-r, where r 

ranges from 0 to 4 

C. Entropy analysis 

Entropy is a statistical measure of randomness that can be 

used to characterize the texture of the input image. The 

encrypted image should possess entropy value nearing 8 in 

order to resist the statistical attack. The entropy of encrypted 

images are listed in Table 2. These results confirmed that all 

entities are almost equal to 8 and the proposed algorithm is 

more secure against entropy attack. 

Image Red Green Blue 

Lena 

Baboon 

Car 

7.2818 

7.6230 

7.6020 

7.5599 

7.3120 

7.4534 

7.5599 

7.3210 

7.4534 
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