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Abstract— Most mobile developers working on an 

application are likely to encounter a common problem - how 

to write back-end services. Achieving a solid architecture that 

allows the service to scale correctly (with minimal downtime) 

requires solid knowledge of back-end technologies. Without 

it, you're likely to waste a lot of time and money. Serverless 

computing is a way to build applications without managing 

the servers. Mobile back-end as a Service (MBaaS) with 

Firebase has been a real lifesaver for the mobile developer. 

With MBaaS, a developer can take a few lines of code and 

some tuning and use services like Real-time database, 

storage, and authentication without having to know how they 

work. In this project, we will use Firebase for serverless 

computing.  
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I. INTRODUCTION 

Serverless computing is a cloud computing execution model 

in which the cloud provider dynamically manages the 

allocation of machine resources. Pricing is based on the actual 

amount of resources consumed by an application, rather than 

on pre-purchased units of capacity. It is a form of utility 

computing. 

Serverless computing still requires servers. The 

name "Serverless computing" is used because the server 

management and capacity planning decisions are completely 

hidden from the developer or operator. The serverless code 

can be used in conjunction with code deployed in traditional 

styles, such as microservices. Alternatively, applications can 

be written to be purely serverless and use no provisioned 

services at all. 

Serverless computing allows you to build and run 

applications and services without thinking about servers. 

Serverless applications don't require you to provision, scale, 

and manage any servers. You can build them for nearly any 

type of application or backend service, and everything 

required to run and scale your application with high 

availability is handled for you. 

Building serverless applications means that your 

developers can focus on their core product instead of 

worrying about managing and operating servers or runtimes, 

either in the cloud or on-premises. This reduced overhead lets 

developers reclaim time and energy that can be spent on 

developing great products which scale and that are reliable. 

Serverless application provide four main benefits – 

A. No Server Management 

There is no need to provision or maintain any servers. There 

is no software or runtime to install, maintain, or administer. 

B. Flexible Scaling 

The application can be scaled automatically or by adjusting 

its capacity by toggling the units of consumption (e.g. 

throughput, memory) rather than units of individual servers. 

C. High Availability 

Serverless applications have built-in availability and fault 

tolerance. You don't need to architect for these capabilities 

since the services running the application provide them by 

default. 

D. No Idle Capacity 

You don't have to pay for idle capacity. There is no need to 

pre- or over-provision capacity for things like computing and 

storage. For example, there is no charge when your code is 

not running. 

II. AIM OF THE STUDY 

 To explore the new possibilities and understanding of 

Serverless Computing. 

 To replace the server computing. 

 To reduce the complexity of the server-based 

application. 

 Use of newly announced ANDROID development 

language i.e. Kotlin. 

III. RESEARCH OBJECTIVE 

 To know the concept of Server-less Computing. 

 To know the concept of Firebase. 

 To know how to handle an application without having an 

actual server connected all the time. 

 To understand new market requirements and explore the 

capabilities of serverless computing. 

Cost for maintaining server is too high, and it 

increases the risk of data theft and loss as well. Initially, the 

serverless architecture was dependent on the third party 

application or services for managing the server-side another 

form of serverless computing that became popular at that time 

was Mobile backend as a service (MbaaS). In this, it helps the 

developer to use the ecosystem of the cloud accessible 

databases. 

Such as Firebase, Heroku and authentication 

services like AWS Cognito and Auth0. 

But these days the meaning of serverless computing 

is becoming change day-by-day by the emerging 

technologies, it is now defined as stateless compute 

containers and modeled for an event-driven solution. AWS 

Lambda is one of the good examples of serverless computing 

architecture and which uses Function as a Service (FaaS) 

model of cloud computing. Salesforce Heroku uses the 

Platform as a Service (PaaS) architectures, these are the next 

step in this direction. 

IV. RESEARCH METHODOLOGY 

A research method is a technique for gathering evidence and 

information or methods or techniques that are used for 

conduction for research. The methodology is a theory and 
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analysis of how research does or should proceed or way to 

systematically solve the problem. 

V. HOW SERVER-LESS COMPUTING WORKS 

It is a cloud computing execution model in which the cloud 

provider dynamically manages the allocation of machine 

resources. And it will cost only on the actual usage of the 

resource unlikely server computing where it costs as the 

whole resource was costed whether they are used or not. 

Serverless computing still requires servers, hence 

it's a misnomer. The name "serverless computing" is used 

because the server management and capacity planning 

decisions are completely hidden from the developer or 

operator. The serverless code can be used in conjunction with 

code deployed in traditional styles, such as microservices. 

Alternatively, applications can be written to be purely 

serverless and use no provisioned services at all. 

A. Serverless Runtimes 

Most serverless vendors offer to compute runtimes, also 

known as function as a service (FaaS) platforms, which 

execute application logic but do not store data. The first "pay 

as you go" code execution platform was Zimki, released in 

2006, but it was not commercially successful. In 2008, 

Google released Google App Engine, which featured metered 

billing for applications that used a custom Python framework, 

but could not execute arbitrary code 

Aws Lambda introduced by Amazon in 2014, was 

the first public cloud vendor with an abstract serverless 

computing offering. AWS Lambda initially supported only 

Node.js. It now supports Python, JAVA, C#, and Go and code 

written in other languages can be invoked indirectly via 

Node.js. 

Google Cloud Platform offers Google Cloud 

Functions which supports Node.js and other languages. 

IBM has published Open Whisk as an open source 

serverless platform. OpenWhisk includes native support for 

Node.js, Python, Java, and Swift, and supports other 

languages and runtime via Docker containers. 

VI. ADVANTAGES 

A. No Server Management 

There is no need to provision or maintain any servers. There 

is no software or runtime to install, maintain, or administer. 

B. Flexible Scaling 

Your application can be scaled automatically or by adjusting 

its capacity by toggling the units of consumption (e.g. 

throughput, memory) rather than units of individual servers. 

C. High Availability 

Serverless applications have built-in availability and fault 

tolerance. You don't need to architect for these capabilities 

since the services running the application provide them by 

default. 

D. No Idle Capacity 

You don't have to pay for idle capacity. There is no need to 

pre- or over-provision capacity for things like computing and 

storage. For example, there is no charge when your code is 

not running. 

E. Cost 

Serverless computing is more cost-effective than renting or 

purchasing a fixed quantity of servers, which generally 

involves significant periods of underutilization or idle time. 

It can even be more cost-efficient than provisioning an 

autoscaling group, due to more efficient bin-packing of the 

underlying machine resources. 

F. Operations 

In addition, a serverless architecture means that developers 

and operators do not need to spend time setting up and tuning 

autoscaling policies or systems; the cloud provider is 

responsible for ensuring that the capacity always meets the 

demand. 

G. Productivity 

In serverless computing, the units of code exposed to the 

outside world are simple functions. This means that typically, 

the programmer does not have to worry about multithreading 

or directly handling HTTP requests in their code, simplifying 

the task of back-end software development. 

VII. DISADVANTAGES 

A. Performance 

The infrequently-used serverless code may suffer from 

greater response latency than code that is continuously 

running on a dedicated server, virtual machine, or container. 

This is because, unlike with autoscaling, the cloud provider 

typically "spins down" the serverless code completely when 

not in use. This means that if the runtime (for example, the 

Java runtime) requires a significant amount of time to start 

up, it will create additional latency. 

B. Resource limits 

Serverless computing is not suited to some computing 

workloads, such as high-performance computing, because of 

the resource limits imposed by cloud providers, and also 

because it would likely be cheaper to bulk-provision the 

number of servers believed to be required at any given point 

in time. 

C. Monitoring and debugging 

Diagnosing performance or excessive resource usage 

problems with serverless code may be more difficult than 

with traditional server code because although entire functions 

can be timed, there is typically no ability to dig into more 

detail by attaching profilers, debuggers or APM tools. 

Furthermore, the environment in which the code runs is 

typically not open-source, so its performance characteristics 

cannot be precisely replicated in a local environment. 

D. Security 

Serverless is sometimes mistakenly considered as more 

secure than traditional architectures. While this is true to 

some extent because OS vulnerabilities are taken care of by 

the cloud provider, the total attack surface is significantly 

larger as there are many more components to the application 

compared to traditional architectures and each component is 
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an entry point to the serverless application. Moreover, the 

security solutions customers used to have to protect their 

cloud workloads become irrelevant as customers cannot 

control and install anything on the endpoint and network level 

such as IDS/IPS 

VIII. PROBLEMS DUE TO THIRD-PARTY API SYSTEM 

Vendor control, multitenancy problems, vendor lock-in and 

security concerns are some of the problems due to the use of 

3rd party APIs. Giving up system control while implementing 

APIs can lead to system downtime, forced API upgrades, loss 

of functionality, unexpected limits and cost changes. 

A. Lack of operational tools 

The developers are dependent on vendors for debugging and 

monitoring tools. Debugging Distributed Systems is difficult 

and usually requires access to a significant amount of relevant 

metrics to identify the root cause. 

B. Architectural complexity 

Decisions about how small (granular) the function should be, 

take time to assess, implement and test. There should be a 

balance between the number of functions should an 

application call. It gets cumbersome to manage too many 

functions and ignoring granularity will end up creating mini-

monoliths. 

AWS Lambda, for now, limits you to how many 

concurrent executions you can be running on all your 

lambdas. The problem here is that this limit is across your 

whole AWS account. Some organizations use the same AWS 

account for both production and testing. That means if 

someone, somewhere, in your organization does a new type 

of load test and starts trying to execute 1000 concurrent 

Lambda functions you’ll accidentally Denial of service (DoS) 

your production applications. 

C. Implementation drawbacks 

Integration testing Serverless Apps is tough. The units of 

integration with Serverless FaaS (i.e. each function) are a lot 

smaller than with other architectures and therefore we rely on 

integration testing a lot more than we may do with other 

architectural styles. Problems related to deployment, 

versioning, and packaging also exist. You may need to deploy 

a FaaS artifact separately for every function in your entire 

logical application. It also means you can’t atomically deploy 

a group of functions and there’s no concept of versioned 

applications so atomic rollback isn’t an option. You may need 

to turn off whatever event source is triggering the functions, 

deploy the whole group, and then turn the event source back 

on. 

A keylogger can be installed on your computer in 

more than one way. Keylogger plays a very important role 

and the person with access to your system could install it. This 

is the reason why you must always be sure you're 

downloading files from a trusted resource. 

 

 

IX. CONCLUSION 

Serverless is the next generation of deploying apps into Cloud 

Infrastructures – it doesn’t necessarily replace developers 

using a PaaS/Containers but allows a greater level of 

abstraction from both the Infrastructure and the application 

itself. It is also worth noting (although obvious I hope) that 

not all apps can be deployed in this way, As always the best 

way to learn more about it is to try it 
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