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Abstract— Nowadays, the elderly populations is growing at a 

faster rate and are suffering from one disease or the other. 

With the help of technology and Health care system are being 

developed in order to constantly monitor the patient physical 

parameter as allergies, temperature etc. These parameters are 

stored in medical data (patient information, patient medical 

history, test result etc.) Such information can be recorded on 

as a digital file, Database etc. and is collected by hospitals. 

Information that is contained in the medical data relates to an 

individual private life especially the health data. Such data is 

sensitive in nature and need security. Patient can share 

Medical Records to the Health care Members and Personal 

Contacts in Highly Secured Manner with Encrypted URL and 

Live-ID. Documents shared with Encryption technique using 

AES Algorithm and OTP will be generated and shared as E-

Mail. Shared Documents will be accessed only after the 

validation of OTP has completed. Shared documents will be 

accessed and uploaded by health care Members and Personal 

Contacts. 
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I. INTRODUCTION 

Personal Health Record (PHR) concept has come in existence 

in recent years for secure sharing of patient health 

information in cloud. In this it is a patient has overall control 

of patient’s data is with patient. In the PHR system patient 

can create, delete, modify and share own their PHR 

information through the public cloud. Each patient is having 

the full access control of own Personal Health Information 

and can share our health data with a wide range of users in 

public and personal domains. Before providing the PHR data 

to cloud it must be in encrypted format and feasible approach. 

The each data should be stored in third-party service and it’s 

provide the PHR service by cloud with many security and 

privacy risks for Personal Health Record. Using ABE, that 

are stated policies are based on the attributes of users or data, 

which enables a patient to share our PHR data among a set of 

users by encrypting the file by using encryption algorithm 

under a set of attributes. The main issues are encryption; key 

policy and decryption are easily with the number of aspects 

involved. To address the key management challenges, we 

theoretically divide the users in the system into two types of 

domains, namely public and private domains.   

Furthermore, the framework implements fine-

grained access control, dynamic policy updates, on demand 

user revocation and provides a break-glass access policy to 

PHRs data. We proposed Patient can share the Medical 

Records in highly secured manner. We are using Encrypted 

URL technique and OTP generation for secure access. Shared 

Documents will be accessed after the validation part 

completed. Health care members and personal contacts of 

patient can access the Medical Records and upload the 

Medical Records to patient.  

By sharing Patient can able to know the status of 

their health from Doctors. It is a Two-way authentication in 

more secured way. Cloud computing technologies offer 

services to overcome all such limitations, namely: 

1) Patient data can be versatile and gathered from different 

sources. Not only the standard Relational database 

management Systems but also NOSQL data can be 

stored and queried for continuous patient monitoring. 

2) The amount of data to be stored in the database server 

can be practically unlimited.  

3) Data can be fully distributed and linked across public, 

private and hybrid or federated clouds. 

4) Data access and sharing can be provided ubiquitously to 

any number of geographically Distributed users enabling 

collective use and thus foster collaboration and collective 

intelligence. 

5) Patient  have empowerment on the health records that 

they can share their medical records to the third party in 

secured way with encrypted URL and live-id. 

II. EXISTING SYSTEM 

In the EPR systems are traced back over four decades. The 

great demand for effective EHR systems by all stakeholders 

in healthcare organizations is relatively limited. (1) medical 

record movement and updating problems, (2)automation of 

the guidelines for health of the patient and giving the care 

pathway. Attribute Based Encryption is the encryption 

technique which is used to solve the security problems with 

outdated data. The preliminary model of the Attribute Based 

Encryption is keys of users and the Encrypted text are 

combined with the groups of attributes and using exact key 

only decrypt the cipher text. So there is the match between 

the cipher text and private as well as attributes. In the later 

years the Attribute Based Encryption (ABE) is based on one 

to many approaches i.e. for particular information for many 

numbers of users, the encryption schemes are evolved.  

ABE is a crypto system for fine grained sharing of 

encrypted data. Ming Li et al has presented a paper on 

“Securing Personal Health Records in Cloud Computing: 

Patient-centric and Fine-grained data Access Control in 

Multi-owner Settings”. The Author implement the best 

technique for handle the many number of users, i.e. it greatly 

increases the scalability. So, the Attribute Based Encryption 

technique can be used for securing the patient health record 

in cloud with multi-owner scenario. Attribute Based 

Encryption (ABE) is the primary encryption algorithm to 

achieve the main issues in Fine Grained Access control in 

cloud. The most sensitive data is patient health information. 

So if the health data is maintained with the Cloud is good one 

but we have to provide the number of security for that cloud 

data. 
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The importance of security and privacy of patient 

data will be discussed in the literature; Navarro, Huston, 

Bergman are the representative examples for data privacy for 

patients. The brief overview demonstrated as (1) the demand 

is that in EPR development the scale of that should not be 

underestimated. Overcomes the challenges on demands on 

PHR side for sharing the data. The patient can access the 

Medical Records securely. All the Medical Records related to 

the patient will be updated daily, so that patient can access the 

data whenever needed. But patient cannot able to share their 

Medical Records to the Health care members and to the 

personal contacts. 

In the existing system the patient can access the 

Medical Records with highly secured manner. All the 

Medical Records related to the patient will be updated daily, 

so that patient can access the data whenever they needed. 

Patient can able to access the Medical Records from their 

account but the patient can not able to share the Medical 

Records to more than one third party like pharmacies, lab, 

scan centre etc. Patient can able to share the medical record 

only to the people who are having the EHR account, but 

patient cannot able to share their Medical Records to the 

personal contacts. In the current world, patient can able to 

access the details from the different modules like pharmacy, 

labs, visit summary, billing etc.  

Patient can access the details at anywhere and at any 

time with help of the web browser. Patient can share the 

Medical Records to the third party after showing their 

Medical Records and again the third party updated the same 

Medical Records and send to the patient. Common functions 

that are performed by Personal Health Records Software are 

managing patient records, appointment scheduling, bill 

payment, and secure messaging. One possible drawback that 

causes poor PHR uptake is the lack of integration into the care 

delivery system. 

A. Limitation of Existing System 

a. Existing data system patient can share the Medical 

records with the connected users who all are already 

having the EHR account. 

b. Integration is tightly coupled. 

c. Medical records cannot able to share any third party 

because they are not having the account.  

d. Hence the availability of patient medical records outside 

the system is impossible. 

e. But patient data can be shared to any third party health 

care services for the betterment of wellness. 

f. Hence the patient empowerment is achieved and 

wellness is being achieved. 

III. PROPOSED SYSTEM 

Patient can share and access the data to third party and Health 

care services like labs, pharmacies and health centre. Patient 

can able to know the status of their health from receiving 

Documents. That Documents shared by third party and Health 

care services.  

Ensuring authenticated access to Health care 

members and personal contacts, Secured access techniques 

using access/expired times of Encrypted URL. If patient want 

to share the data they will share documents by generating link 

and that link will be send as an email to the Personal contacts 

for whom Patient have selected. And also patient can able to 

share multiple documents at the same time. Medical Record 

will be access the link after the validation with One-Time-

Password. In this system Patient can able to fix the 

appointment whenever they need and also they can cancel the 

appointment with their time. Patient can able to send a 

message to the personal contact and also to the health care 

members. In this system we have visit summary that was 

updated by the physician or doctor in hospital. This will be 

updated when the patient want to take test. Documents of test 

will also send to patient with the attachments. Patient have 

the access of Medical Records in the PHR account. If they 

want to share the Medical Records to the 3rd party who are 

not having PHR account, they can add the contacts in their 

portal. After creating account they can able access and share 

the data easily. Those who are not having the PHR account 

that patient also able to share the Medical records.  

If Patient want to share Medical records the link will 

be generated   and then send as an Email to third party, that 

link will be generated with the help of AES algorithm using 

Encrypted Key. 

 
Fig. 1: Architecture Diagram for Proposed System 

Third party will click the link and then OTP will be 

generated if the link is not expired. OTP will be generated as 

some random numbers and send as Email to the third party. 

Third party will access the link by giving the valid OTP 

number. If OTP number is matches the third party will show 

the list of documents shared by the patients else the Third 

party will try for 4 times. If fail attempts for 4-times that link 

will not be accessed by the third party because the reason of 

fail attempts. It will be updated in the patient portal. 

If patient want to share again.  They can click 

regenerate URL and again the new URL will be generated 

with the help of AES Algorithm by using Encrypted Key. 

Third party will click the link again and then OTP will be 

generated again if the link is not expired. OTP will be 

generated as some random numbers and send as Email to the 

third party.  

Third party will access the link by giving the valid 

OTP number. If OTP number is matches the third party will 

show the list of documents shared by the patients. Then the 

third party can fill the Documents and again share to patient. 

Patient can able to know the status of their health from the 

Documents shared by Third party.  
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A. Advantages of Proposed System 

 Patient has the rights to share the medical records to the 

person for whom they want to send and also access the 

details from third party health care members. 

 This system provides the user for remote access and 

sharing like the documents of labs, pharmacy, visit 

summary etc. 

 Provides data privacy, if the patient want to share the data 

to the third party it will be shared in a highly secured 

manner. 

 Patient can able access the medical records whenever 

they need with existing browser as a client. 

 Patient can able to share the file and view their health 

status in the PHR portal whenever they needed.  

 Patient status will be updated automatically in their PHR 

account. 

IV. CONCLUSION 

Sharing files across the computing systems is a big success 

and it is the need of the critical functioning systems like 

health care. Files should be shared across systems seamlessly 

without any problem. The very need of the patient health care 

system is sharing the info to any health care vendors across 

the globe for best wellness management. In today's health 

care solutions files sharing is tightly coupled. One can't share 

the health care data to the user who is connected to the 

system. 

In online health care systems this chance of sharing 

involves security issues and attacks by intruders .Hence we 

have two challenges here one is sharing files to 

unauthenticated user and second is sharing the same in a 

secured manner. This two we have attained using mail based 

two factor authentication technique OTP authentication. 

Another advantage of the proposed system is accessing the 

shared files in hypertext transfer protocol Hence it can be 

accessed using a simple browser. 

V. FUTURE ENHANCEMENTS 

We have done the file sharing using mail based system. This 

can be extended easily to SMS based system. SMS based 

OTP verification can give easy access of the system and can 

quicken the process too. This system can be extended with 

enhanced sharing configurations like multiple users sharing 

with levels. In multiple sharing with levels sharing is possible 

from any user to any third party user.  

This gives an opportunity of initiating the sharing at 

any level not only by the one who owns it currently .File 

handling actions in the recipient side can be enhanced with 

additional options .Additional options can be compressing the 

shared files and file conversion .Provides data privacy, if the 

patient want to share the data to the third party it will be 

shared in a highly secured manner. Patient share and access 

their health records whenever recovered. 
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