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Abstract— Health plays an important part in one’s life, a good 

health leads a good life. The generation we are living in has 

offered many easy techniques to make our life more 

comfortable and lavish but, on the other hand it has made us 

blind on maintaining a proper health. The youth and the old 

generation are careless regarding regular medical check-ups. 

A proper monitored health leads us to be less prone to life 

threatening diseases. The project Health Diagnosis System 

overcomes this serial problem by helping today’s generation 

to monitor their health regularly. It keeps in focus the elderly 

citizen and disabled patient. In this project, various 

parameters of the patient are monitored using internet of 

things. The real time parameters of patient’s health are sent 

to cloud using internet connectivity. By using IoT, the cloud 

storage is more reliable and does have minimal chances of 

data loss. It comes up with sensors that measures temperature, 

blood pressure and heartbeat of the patient. The Arduino used 

in the project continuously reads the input from the sensor 

and stores the data on cloud which is then accessible by the 

respective patient. The Arduino is coded using Python 

language. The input data from the sensor is stored and 

retrieved from cloud using BR and AES algorithm. These 

algorithms provide more security and file gets easily 

encrypted and decrypted. BR algorithm comes up with two 

techniques. One is random key generation and other is 

parallel encryption and decryption of file. The more popular 

and widely adopted symmetric encryption algorithm likely to 

be encountered nowadays is the Advanced Encryption 

Standard. The result of the diagnosis is accessed by the user 

through cloud which is displayed on mobile screen or any 

other display screens. The project functions by sensing the 

temperature and heartbeat of the users and uploads the data 

on the cloud which is later easily accessed and viewed by the 

respective patient.  
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I. INTRODUCTION 

The technology has developed so much that it has made our 

lives easier and bearable. The new gadgets and various 

proposed systems are leading the human life to reach new 

heights of success. There is an enthusiasm for various sensors 

and gadgets that are easily accessible for individual human 

services, fitness and movement mindfulness. Similarly, 

technology has played a vital role in health care system. 

Earlier digital computers were used as a tool in the intensive 

care unit to monitor patient’s health. The later advancements 

came up with ultrasonic image processing due to which early 

health diagnosis became possible. The future advancements 

were made according to the coming needs of human health. 

These technologies came up with some cost which made the 

health monitoring system a less affordable. Wireless systems 

and sensors were introduced to monitor health but, there was 

no system to record the data and refer to it for future 

diagnosis. The proposed system comes with the idea of self-

monitoring health care where the patient’s heartbeats, pulse 

rate and temperature are sensed using Arduino. The data 

collected after sensing is stored in the cloud for future 

references. The storage of information on cloud and 

retrieving data from it is implemented using BR and AES 

algorithm. The accuracy and cost of the system are equally 

emphasized by using proper sensors. In this paper, we 

concentrate especially on the clinical field and various 

technology through which easily health can be monitored, 

data can be easily stored and refer later with more security. 

Rest of the paper is organized as follows, Section II describes 

Related Works, Section III describes Health Diagnosis 

System, Section IV describes System Architecture and 

Implementation, Section V describes Future work and 

conclusion. 

II. RELATED WORKS 

Late years have become the evidence of technology and 

health care system going hand in hand. The early introduction 

of computers was implemented in intensive care units where 

the pulse rate of the patient is monitored during crucial 

conditions. 

The early diagnosis of health became possible by the 

introduction of ultrasonic imaging. Here, sensors were 

introduced to create an image of the internal human parts on 

the computer and check for any problems, accordingly 

treatments were provided to the patients. Further 

advancements made the life of disabled people easier by 

implementation of instrumental modules for monitoring the 

interaction between the elderly participant and the computers. 

Internet of Things have made our lives easier and has also 

opened new gates of possibility in the health caring system 

due to which a reliable result is generated after every 

diagnosis. 

Wireless technology was introduced such as 

receiver to receive the data after sensing patients’ health and 

transmitter to transmit the data to the display screen. Recent 

advancements in this field has been done by introducing the 

concepts of big data analysis which gives the flexibility to 

store health reports of many patients together on cloud and 

refer it later for future treatments. IoT embedded with the big 

data concepts leads to real time alerting. The internet of things 

has various applications in the field of health care system 

starting from remote monitoring to smart sensors. IoT serves 

the purpose of keeping patients safe and healthy. The 

healthcare IoT system increases the patient and doctor 

interaction and leads to more satisfied results. It has found 

various application such as contributing in the real time 

location services, this service is generally used by doctors to 
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keep track of the medical equipment that is sometimes 

misplaced by other healthcare staff. It has also found 

application in the Hand hygiene Compliance where the 

cleanliness of health worker is checked from time to time 

because it is noted that few patients catches infections due to 

lack of hygiene in hospitals. These interactions are done 

through real time alerting, if a clinician comes near the 

patient’s bed unhygienically then, the device would start 

buzzing [1]. 

The only problem faced here is to manage immense 

amount of health reports of different patients by hospital IT. 

Therefore, the new technology named as cloud computing is 

introduced in the field of healthcare system, which serves 

with huge storage space and gives the opportunity to store the 

data. Later, as per the requirements, data can be successfully 

retrieved. The important application of Internet of things is 

remote health monitoring, through which adequate healthcare 

is provided to people who are in dire need of this. There is a 

difference between IoT based healthcare and GSM based 

health care system, in the first one the results are viewed and 

accessed by many users to keep track of patient’s health while 

in the messaging system, the interaction happens only 

between the patient and the particular doctor [3]. With the 

help of IoT, device fitted with sensors notifies the concerned 

healthcare providers when any change is found in the vital 

functions of a patient. 

Devices such as Medical Dispensing device by 

Philips is used by patients so that they will not miss a dose 

anymore, the device is perfect for elderly patients. UroSense 

by Future Path Medical is used for catharized patients to 

check their core body temperature and urine output. A device 

named GPS Smarthole is a shoe tracking wearable device 

specially developed for dementia patients who have the habit 

of forgetting things [1]. The RFID technique is embedded 

with the IOT to make healthcare products that are more 

efficient, affordable and easily available to the consumer. 

There is a constant increment in demands of IOT based 

products that can help one to keep track of his/her health. 

Healthcare data are the data that plays an important role in 

improving the lives of patients and gives the ability to 

doctors, nurses and other healthcare staff to make better 

decision faster. These data are called as biological and 

medical data which are considered to be sensitive hence, 

securing these sensitive data is the next advancement in this 

field [2]. 

III. HEALTH DIAGNOSIS SYSTEM 

The proposed system clears all the drawbacks in the existing 

system. It is more effective and provides accurate result to the 

patient. There is no need of any surveillance by the doctor as 

the product can be used for self-monitoring as it is wearable. 

The device is wearable and can be wore on wrist or palm to 

get the desired result. The sensors used in the system is used 

to sense the body temperature and pulse rate, the data 

collected is shown to the patient through provided display 

device using WiFi. These data are stored in the cloud which 

is later accessed by the doctor to keep a check on patient’s 

health or to get fed on the information of patient’s earlier 

health. Though, earlier system came with the proposal of 

storing data on the cloud but, it lacked the concept of security. 

As mentioned earlier, medical data are sensitive data which 

has to be secured from various threats during its storage, 

which implies to use strong algorithm for easy storage and 

accessibility of these data. The requirement is fulfilled by 

applying Byte resolution algorithm and Advanced Encryption 

algorithm standard algorithm. Both the algorithms are helpful 

to store data on cloud easily with more security. It doesn’t 

allow unauthorized user to access the sensitive data. 

 
Fig. 1: Components of Health Diagnosis System 

RFID tags will be used in the sensors for an effective 

body temperature and pulse rate sensing. Radio frequency 

identification tags are used to identify some objects or keep 

track of it hence, it will serve as a perfect tool as a sensor in 

the proposed system [4]. RFID interfaced with Arduino 

device which is a microcontroller specially used to sense and 

control objects in the physical as well as digital world. 

Arduino is coded using programming language to meet the 

required needs. Thus, here Arduino is coded to sense body 

temperature and pulse rate and using wifi module send it to 

display device for viewing the result. Arduino project 

provides an integrated development environment to sense 

objects using sensors and actuators [5]-[6]. Therefore, such 

self-monitoring wearable device is a revolutionary step to 

make life better by keeping track of one’s health. The 

proposed system can be used by elderly citizen so that they 

can keep track of their health and even doctor can learn about 

their patient’s change in health from time to time. 

IV. SYSTEM ARCHITECTURE AND IMPLEMENTATION 

A. Innovations 

This system includes five protocol layers starting from the 

device sensor layer, WiFi module layer, Arduino IDE layer, 

display device layer and the cloud storage layer. 

Various diseases can be detected easily through the 

developed IoT. This paper proposes a system where non-

intrusive method is used to include the parameters to sense 

body temperature, pulse rating, blood pressure checkup and 

respiratory checkup. Sensors are set up to note the blood 

pressure and also a different sensor is used to check the health 

of respiration system. By checking this, many diseases can be 

easily diagnosed and hence early treatment becomes possible. 

The proper synchronization between the different layers will 

result into an effective system which can be wearable and 

hence any change in health is easily tracked. 

Features: The system consists of two sensors to 

sense the blood pressure and respiratory check, WiFi module 

to avoid any wired connection and which can be used to 

transfer data to the Arduino IDE, where the details are 
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recorded and used for transferring data. Now, the health 

report is sent to any display device that is available for the 

connection to show up the result. The important feature of this 

system is the ability to store the data on cloud, therefore cloud 

storage is possible and guided using BR and AES algorithm. 

 
Fig. 2: System Architecture 

B. System Architecture 

The system architecture of the proposed system is explained 

in the figure 2. As described in the figure, there are two sensor 

modules respectively for blood pressure measurement and 

respiration check is setup using RFID tags. The sensor works 

when it comes in contact of the patient hence, it is developed 

as a wearable product. Now, there’s a transparent setup of 

WiFi module is done which is used to transmit all the 

collected data from one layer to another. The Arduino IDE is 

setup which plays key role to sense the data and coded using 

python language to sense and collect the data. A display 

device is used to display the result that has been transmitted 

all over from sensors. Further, the data is recorded and is 

ready to be transmitted to the cloud for storage purpose. The 

storing of data is performed using BR and AES algorithm 

which provides security and insurance to the data. 

BR algorithm also called as Byte Resolution 

algorithm is a symmetric key block cipher algorithm which is 

applied on different set of blocks of data and encrypted using 

multithreading concepts [7]. Advanced Encryption standard 

is an iterative cipher that is based on ‘substitution–

permutation network’. This technique comprises of some 

linked operations, such as substituting the input with the 

output or applying permutation method to shuffle the bits if 

the input. The AES encryption is widely used now and is 

supported by both hardware and software. Therefore, these 

two algorithms encrypts the data received by the sensor and 

provides bit by bit security. 

Therefore, the system architecture is divided into two 

segments: 

C. Hardware Segment 

The hardware segment has a microcontroller Arduino UNO 

R3, temperature sensors, a pulse rate sensor and a respiratory 

sensor and an ESP8266 Wi-Fi shield. 

1) Arduino UNO R3: 

Arduino hardware is a computerized microcontroller which is 

used as a sensor and controller both. The specification of 

Arduino Uno is that it has 14 digital I/O pins out of which 6 

can be used as PWM outputs, 6 analog inputs, a 16MHz 

ceramic resonator, a USB connection, a power jack and a 

reset button. It operates at 16MHz clock speed. It has an 

SRAM of 2KB and EEPROM of 1KB. It also has a flash 

memory of 32KB out of which 0.5KBis used by bootloader. 

In addition to this, the Arduino Uno can be easily coded by 

using Arduino IDE. 

2) DS18B20 - Temperature Sensor: 

The DS18B20 digital sensor is explained as a thermal probe 

that employs DALLAS DS18B20. This temperature sensor is 

favorable because of its unique one wire interface. The 

conversion time of an analog signal to a digital signal is as 

much less as 750ms. It can convert temperature to a 12-bit 

digital word. It has waterproof capabilities which make it apt 

for a wearable health monitoring device. 

 
Fig. 3: DS18B20- Temperature Sensor 

3) SEN-11574-Pulse Sensor: 

The pulse can be defined as the number of times the heart 

beats per minute. This pulse rate must be maintained by the 

heart in order to ensure a healthy body. Whenever a person 

falls ill there are changes noticed in their heartbeat. Hence, it 

becomes important to monitor the heartbeat of the person to 

ensure his/her good health. This is done by achieving pulse 

sensor SEN-11574. This pulse sensor is a plug-and-play heart 

rate sensor for Arduino and other microcontrollers. 

 
Fig. 4: SEN-11574-Pulse Sensor 
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4) ADS1292R- Respiratory Sensor: 

AD1292R respiratory shield for Arduino reads the ECG and 

respiration data in real time processing. It has an SPI pin 

which makes it compatible with most of the microcontrollers. 

The cable of the sensor takes two ECG electrodes and one 

DRL (Driven Right Leg) electrode which works for common 

mode noise reduction. "Impedance pneumography" is used 

by ADS129R to measure respiration. The methodology 

shows the change in chest impedance to arrive at respiration 

measurements. 

D. Software segment 

Software segment consists of Arduino IDE, Cloud storage, 

BR and AES algorithm. 

Secured cloud storage is the feature of this system 

which distinguishes this paper from other IoT based 

healthcare papers. Variously paid cloud storages are 

available, such as AWS, IBM Bluemix, Google Cloud, 

iCloud by Apple Inc. 

1) Parameters generated: 

The output generated after sensing the patient’s heartbeat, 

temperature and blood pressure is shown in the Fig.-9. Once 

the body temperature of the patient rises above 90 degrees, 

the device pops up with the notification regarding the same. 

 
Fig. 9: Parameter generated 

The data collected from these sensors is not only 

useful to update one about one’s health but, also helps in 

detection of other diseases too. A large amount of data which 

is being collected by the sensors can be used to predict 

various health issues, which are generally rare to be 

diagnosed easily. One such disorder is Sleep Disordered 

Breathing (SDB). With further amendments, sleep cycle of a 

person can be noted and accordingly result will be generated 

regarding the SDB. Therefore, this system can form a base to 

detect other diseases too. 

V. CONCLUSION AND FUTURE WORKS 

The proposed system provides a dependable, efficient and 

affordable health care device. The system consists of two 

sensors, Arduino IDE, display device and cloud storage to 

store and access the data. Storage of data is performed by 

using encryption algorithms like BR and AES algorithm, thus 

the security and integrity of health reports is maintained. The 

system is an initiative to improve one’s busy life by detecting 

any health problem once the device is in contact with the 

patient’s body. 

The future work can be made in this proposed 

system by addition of a technology which will analyze the 

given data and predict sleeping patterns of the user. It will 

also give suggestions of a nearby clinic whose services are 

available at the required time and a set of pharmaceutical 

shops which are in and around a radius of 4 KMs of the user. 

Thus, the system can be transformed in to complete health 

assistant. 
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