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Abstract— Biometric credentials, also known as an e-
credentials, e-Certificates, is a combined paper and
electronic documents that contains biometric information
that can be used to authenticate the identity of all civilians.
It uses contactless wireless network, including a
microprocessor chip (computer chip) and antenna (for both
power to the chip and communication) embedded in the
front or back cover, or center page, of all types of soft
copies. Electronic Biometrics module includes contactless
network which stores personal data of the person in
quarantine, information about the civilian and the issuing
institution. In its simplest form an electronic documentaries
contains just a collection of read-only files, more advanced
variants can include  sophisticated  cryptographic
mechanisms protecting security of the document and / or
privacy of the user. The user's critical information is both
printed on the data page of the certificates and stored in the
chip. The specific choice of each country as to biometric
security features to include makes major difference in the
level of security and privacy protection.

Scope— The purpose of this project is to design and develop
a smart networking system that can efficiently verify and
authenticate user in any environment. Users can neglect the
overhead issues of carrying, safe guarding and missing the
credentials that are mandatory all through their life. This is
achieved by having all the credentials to softcopy and
having it in government servers that can be accessed at any
time through encrypted biometrics (Fingerprint).
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. EXISTING SYSTEM

In this system a describes two state-of-the-arts and portable
finger print based authentication and GSM based
authentication system .While the authentication system
allows secure access to a media center at
home/banks/office/industries etc. The present scenario to
operate a bank locker was with locks which were having
keys. By this we can’t say that we were going to provide
good security homes/banks/office/industry etc. To provide
perfect security and to make our work easier, we were
taking the help of two different technologies viz. Embedded
Systems and Biometrics. The main purpose is to design and
implement a high security system based on FINGERPRINT,
PASSWORD and GSM technology which can be organized
in bank, secured offices and homes. Users can neglect the
over head issues of carrying, safe guarding and missing the
credentials that are mandatory all through their life. This
was achieved by having all the credentials to softcopy and
having it in government servers that can be accessed at any
time through encrypted biometrics (Fingerprint).

Il. PROPOSED SYSTEM

In a proposed system we using two technologies such as
portable finger print based authentication and antenna

(Zigbee) based authentication system. While the
authentication system allows secure access to a media center
at traffic/banks/passport verification/industries etc. The
present scenario to personal files is which are having
hardcopy in banking sectors. By this we can’t say that we
are going to provide good security and to check the files
should have a long time period to our passport/
verification/banks/offices etc. To provide perfect security
and to make our work easier, we are taking the help of two
different technologies viz. Embedded Systems and
Biometrics. The main purpose is to design and implement a
high security system based on FINGERPRINT and ZIGBEE
technology which can be organized in bank, secured offices
and home. The purpose is to design and develop a smart
networking system that can efficiently verify and
authenticate user in any environment. Users can neglect the
overhead issues of carrying, safe guarding and missing the
credentials that are mandatory all through their life. This is
achieved by having all the credentials to softcopy and
having it in government servers that can be accessed at any
time through encrypted biometrics (Finger print).
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Fig. 1: Block diagram of proposed system

A. Working Principle:

1) User End:

In request of inspector or Security validating personnel to
civilian shall feed the biometrics thumb print data in
electronic module. The module identifies the valid
biometrics data, thereby initiating the process to send the
relevant identification search to the database in a encrypted
format. Once the credential is identified the relevant data
shall be displayed in a monitor for validations. Hence the
credentials are clear to match the user profile the complete
process will end up in a matter of seconds.

2) Inspection End:

The authorized personnel who has the right to access the
encrypted framed database shall retrieve the data through
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wireless network. The Inspector has the right to review the
credentials which already available in database shall make
decision for further proceedings.

B. Design Calculation:

1) Power Supply:

The module design has been concluded to be hand held unit
for anyone to carry at any area of environment. Hence the
module shall be powered through battery environment.

Interface

Fig. 2: Receiver End

C. Tiva C Controller:

Tiva C Series devices offer consumers compelling cost-
effective solutions by integrating application-specific
peripherals and providing a comprehensive library of
software tools which minimize board costs and design-cycle
time. Offering quicker time-to-market and cost savings, the
Tiva C Series microcontrollers are the leading choice in
high-performance 32-bit applications. It extends support for
multiple standard interfaces with high data rate with less
coding structures. More over device suitable to handle
modern embedded platform with future enhancement
(wireless technologies) at very low cost .targeting
performance and flexibility, the Tiva C Series architecture
offers a 120 MHz Cortex-M with FPU, a variety of
integrated memories and multiple programmable GPIO.

The regulating to obtain a desired fixed dc voltage.
The regulation is usually obtained from an IC voltage
regulator unit, which takes a dc voltage and provides a
somewhat lower dc voltage, which remains the same even if
the input dc voltage varies, or the output load connected to
the dc voltage changes.

D. Wireless Transceiver:

The Wireless Transceiver used in the system is meant for
the connectivity between the hand held biometric module to
the data centre. Most probably Zigbee /Bluetooth shall be
much suitable for application.

E. Battery:

1) Lead Acid Battery:
12V 4.5Ah SLA Battery
CAT.NO: SB2484

SLA- Size 90(L) x 70(D) x 106(H)mm- Charge current
420mA for 10- 14 hours- Discharge current 20 hr rate
210mA Capacity:- 20hr rate (0.20A) 4.2Ah- 10hr ..
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Fig. 3: Battery
Share SLA- Size 90(L) x 70(D) x 106 (H)mm
- Charge current 420mA for 10- 14 hours
- Discharge current 20 hr 225mA
a) Capacity:
—  20hr rate (0.20A) 4.5Ah
— 10hr rate (0.38A) 3.8Ah
— 5hrrate (0.68A) 3.4Ah
— lhrrate (2.40A) 2.4Ah
— Int Resistance:
b) Fully charged (20°C, 68°F) 35m Ohm
— Max Discharge Current (5 sec):40A
— Constant Voltage Charge
C) Initial charging current < 1.2A Cycle:
— Voltage 14.40V~15.00V @ 20°C (68°F)
—  Temp Coefficient:
— 30mV/°C Stand by:
— Voltage 13.5V~13.80V @ 20°C (68°F)
—  Temp Coefficient: - 20mV/°C

F. Specifications:

Standard Recharge Current 400mA

Recharging Time 12hr

Recharging Voltage 14.4V-15V
Amp Hour Rating 4.5Ah
Connection Type Spade Terminals

1 Hour Capacity 2.7Ah
5 Hour Capacity 3.6Ah
10 Hour Capacity 4.05Ah
20 Hour Capacity 4.5Ah

Battery usage Rechargeable
Battery Chemical Composition | Sealed Lead Acid (SLA)
Type of battery SLA Block
Battery Peak Current 63A
DC Voltage 12V
Product Length 90mm
Product Height 106mm
Product Depth 70mm

Table 1: Specification

G. Finger Print Sensor (R305):

TTL UART is a finger print sensor module with TTL UART
interface. The user can store the finger print data in the
module and can configure it in 1:1 or 1: N mode for
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identifying the person. The finger print module can directly
interface with 3v3 or 5v Microcontroller. A level converter
(like MAX232) is required for interfacing with PC.
a) Features of Finger Print Sensor (R305) -TTL
UART:

— Power DC: 3.6V-6.0V

— Interface: UART (TTL logical level)/ USB 1.1

—  Working current: 100mA

— Peak Current :150mA

— Matching Mode: 1:1and 1:N

— Baud rate (9600*N) bps, N=1-12 (default N=6

57600bps)

—  Character file size: 256 bytes

— Image acquiring time <0.5s

— Template size: 512 bytes

—  Storage capacity: 256

— Security level: 5 (1, 2, 3, 4, 5(highest))

—  FAR:<0.001%

— FRR:<0.1%

— Average searching time: < 0.8s (1:880)

—  Window dimension: 18mm*22mm

—  Working environment:

— Temp: -10?- +40?

—  Storage environment Temp: -40?- +85?

—  RH: 40%-85% RH: <85%

—  Pinout:
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1 VCC Power input
2 GND Signal ground
3 D Data output. TTL logic
- RD Data input. TTL logic
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6 D- Data -
7 D+ Data +
8 GND Ground

Fig. 4: Pin diagram of finger print sensor

H. Dimensions:

- - -

Fig. 5: Dimension of finger print sensor

. ZIGBEE:

1) CC2500 (Active)
Low Cost, Low-Power 2.4 GHz RF Transceiver Designed
for Low-Power Wireless Apps in the 2.4 GHz ISMB.

Fig. 6: Zigbee
2) Functional Diagram:
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Figure 7:Functional Diagram of zighee
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3)
a)

b)

c)

d)

4)

Features

RF Performance

High sensitivity (-104 dB m at 2.4 k Baud, 1%
packet error rate)

Low current consumption (13.3 mA in RX, 250 k
Baud, input well above sensitivity limit)
Programmable output power up to +1 dB m
Excellent receiver selectivity and blocking
performance

Programmable data rate from 1.2 to 500 kb Band
Frequency range: 2400 - 2483.5 MHz

Analog Features

OOK, 2-FSK, GFSK, and MSK supported.

Suitable for frequency hopping and multichannel
systems due to a fast settling frequency synthesizer
with 90 us settling time.

Automatic Frequency Compensation (AFC) can be
used to align the frequency synthesizer to the
received centre frequency.

Integrated analog temperature sensor.

Digital Features:

Flexible support for packet oriented systems: On-
chip support for sync word detection, address
check, flexible packet length, and automatic CRC
handling.

Efficient SPI interface: ~All registers can be
programmed with one "burst" transfer.

Digital RSSI output:

Programmable channel filter bandwidth
Programmable Carrier Sense (CS) indicator
Programmable Preamble Quality Indicator (PQI)
for improved protection against false sync word
detection in random noise

Dimensions:

Support for automatic Clear Channel Assessment
(CCA) before transmitting (for listen-before-talk
systems)

Support for per-package Link Quality Indication
(LQN

Optional automatic whitening and dewhitening of
data

Low-Power Features

400 nA SLEEP mode current consumption

Fast startup time: 240 us from SLEEP to RX or TX
mode (measured on EM design)

Wake-on-radio functionality for automatic low-
power RX polling

Separate 64-byte RX and TX data FIFOs (enables
burst mode data transmission)

General

Few external components: Complete on-chip
frequency synthesizer, no external filters or RF
switch needed

Green package: Ro HS compliant and no antimony
or bromine

Small size (QLP 4x4 mm package, 20 pins)

Suited for systems compliant with EN 300 328 and
EN 300 440 class 2 (Europe), FCC CFR47 Part 15
(US), and ARIB STDT66 (Japan)

—  Support for asynchronous and synchronous serial
receive/ transmit mode for backwards compatibility
with existing radio communication protocols

5) Applications

— 2400-2483.5 MHz ISM/SRD band systems

—  Consumer Electronics

—  Wireless game controllers

—  Wireless keyboard mouse & RF enabled remote
control.

—  Wireless audio Watchdog Timer (WDT) with its
own on-chip RC oscillator for reliable operation

— Programmable code protection Power saving
SLEEP mode

—  Selectable oscillator options

— Low power, high speed CMOS FLASH/EEPROM
technology.

I1l. CURRENT SENSOR

s

Fig. 8: current sensor

A. Features:

— Low noise analog signal path
— 0.4 mQ internal conductor resistance
Output voltage proportional to AC and DC
current
— Min. sensing current 0~20A at 5V voltage supply
— High Sensitivity 65 mV/A
Wide operating voltage range 3.0~12 V.
— Low operating current 3mA
— Nearly zero magnetic hysteresis.
— Ratio metric output from supply voltage
— 23K Hz bandwidth
FUNCTIONAL BLOCK DIAGRAM:
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Fig. 9: Block diagram of current sensor

B. Functional Description:

The Winson WCS2720 provides economical and precise
solution for both DC and AC current sensing in industrial,
commercial and communications systems. The unique
package allows for easy implementation by the customer.
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Typical applications include motor control, load detection
and management, over-current fault detection and any
intelligent power management system etc...

The WCS2720 consists of a precise, low-
temperature drift linear hall sensor IC with temperature
compensation circuit and a current path with 0.4 mQ typical
internal conductor resistance. This extremely low resistance
can effectively reduce power loss, operating temperature
and increase the reliability greatly. Applied current flowing
through this conduction path generates a magnetic field
which is sensed by the integrated Hall IC and converted into
a proportional voltage.

The terminals of the conductive path are
electrically  isolated from the sensor leads. This allow the
WCS2720 current sensor to be used in applications
requiring electrical isolation without the use of opto-
isolators or other costly isolation techniques and make
system more competitive in cost. WCS2720.

IV. KEYPAD

A. Matrix Keypad

Fig. 10: keypad

A 4x4 matrix keypad requiring eight Input / Output ports for
interfacing is used as an example. Rows are connected to
Peripheral Input /Output (PIO) pins configured as output.
Columns are connected to P10 pins configured as input with
interrupts. In this configuration four pull-up resistors must
be added in order to apply a high level on the corresponding
input pins.
1) Features:

— Contact de bouncing.

— Easyto interface.

— Interfaces to any

microprocessor.

— Data valid output signal for interrupt activation.
2) Applications

— Vending machines.

—  Public phones.

— Ticketing
3) Specification

— Parameter Value

—  Operating force 20cN

—  Key lifetime 1x109 million.
4) Pin Name Details:

- 1-4 RO-R3 rows

microcontroller or

— 5-8 C0-C3 columns

B. Working

This Application Note describe programming techniques
implemented on the AT91 ARM-based microcontroller for
scanning a 4x4 Keyboard matrix usually found in both
consumer and industrial applications for numeric data
entry.,AT91Keyboard interface In this application, a 4x4
matrix keypad requiring eight Input /Output ports for
interfacing is used as an example. Rows are connected to
Peripheral Input /Output (P1O) pins configured as output.
Columns are connected to PIO pins configured as input with
interrupts. In this configuration, four pull-up resistors must
be added in order to apply a high level on the corresponding
input pins as shown in Figure 1. The corresponding
hexadecimal value of the pressed key is sent on four
LEDs.figurel.

Vee Vee Vee Vee
130K|ﬂ 133Kﬁ 133Kﬁ 133Kﬁ
ATE1
(" PIO
l l l l
Al 70 sl 0
PIO
l l | |
Rows 0' 8 sl 20 _
Dumm:ﬁ . "‘ ‘ ‘
PIO
l l I ]
sl ol sl |0 ]
\_PIO I I
FIf. E‘L ol c‘L
PIO
Columns IO
(Input with Intarrupt) PIO
PIO

Fig. 11: Pin Connection of keypad.
1) Advantages of proposed system

Fraudulent activities through hard documents can
be eradicated

— Carrying and safe guarding of all the types of
documents might be neglected

— Flexibility in use of any documents at any time
anywhere

— More easily enable new functionalities

— Border refugee trespassing can be handled in a
stringent validating process

— Easily reconfiguration, upgrade

— Multi use of the same application in all sector of
work

2) Applications:

— Passport Verification at airports.

—  Driver’s license and preferred document checks in
Peak hour Traffic.

— Document verification in
Organization.

— Institutions to enroll candidates by verification
process can make simple.

— Enabled border officers to automate watch list
checks in near-real time during inspection

Government
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— Permitted airline staff to generate manifests of
passengers without having to resort to more labor-
intensive means of data entry such as keystroke

— Created a standardized “token” that could automate
inspections by retrieving a traveler’s biometric
information from an enrolment database.

V. CONCLUSION

We have implemented a authenticate system using
FINGERPRINT and ZIGBEE. It is a low cost, low in power
conception, compact in size and standalone system. Future
work of this paper is planned to a develop a easily verify the
biometric information of the person in any environment.
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