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Abstract— Online Reviews in Social Media serves as a 

medium for consumers to manifest their thoughts about 

products and services. However, Spammers are joining the 

community trying to deceive consumers by writing fake 

reviews. This plays an important part in affecting consumer’s 

actions, decision making and to manipulate the review 

contents. Spam reviews cause loss of credibility and corrupt 

the entire product/vendor sales. Spam writers contrive 

various stratagems to lure customers and mislead them.  In 

this survey, we aim to give overview of an efficient method 

to identify spam reviews and to filter out the spam content.    
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I. INTRODUCTION 

Online consumer reviews portray a significant role in today’s 

e-commerce. It helps customers to make wise and a 

scrutinised decision for their purchase. People exchange 

opinions about products or vendors in online blogs, forums or 

on websites of online mega-retailers (eg. eBay, Amazon, 

Yelp). Malicious users misuse the review website and post 

untrustworthy and fake opinions. 

The internet and online social media has created vast 

opportunities to enable online spamming reviews which plays 

a critical role in influencing consumer purchase decision 

which acts as a primary concern.  

Many review sites allow consumers to rate their 

products and services and to express their outlook on the 

commodity. These are highly subjective and are often 

individually biased. With increasing profit incentives, 

illegitimate reviews are known as spam reviews, which are 

intentionally made up by competitors or product 

manufacturers. 

Recent studies depict that 92 percent of consumers 

read online reviews when looking for a local business and 

about 68 percent of consumers will form an opinion about a 

local business after reading just 1-6 online reviews. 

There are certain major mainframe reasons why 

customer trust online reviews: 

1) Need for transparency from businesses. 

Consumer wants to know everything when they shop. Before 

the Internet, only personal recommendations were important, 

so shopping at a new business that our family or friends were 

unfamiliar with was risky. 

2) Rely on the opinions of others to influence what they 

should do. 

People find reviews more reliable to trust and make an 

informed decision to purchase a product/service from online 

sites. 

Driven by profits, a large number of spam reviews 

are inserted manually or automatically by proxies and other 

sources to promote/demote the products. This creates 

scepticism among customers and sources to wrong 

assessment and also disrepute the review system. Exploiting 

user activity like the number of reviews posted, and treating 

users whose ratings show high deviation from the 

mean/majority ratings as suspicious. 

Online reviews has an influential potential in 

customers purchasing decision. Therefore review spam 

detection is considered as the first step towards securing the 

online review systems. Without proper protection spam 

reviews will cause gradual loss of credibility of the reviews 

and corrupt the entire online review system eventually. In 

recent years the exponential increase in the internet usage and 

exchange of user’s opinion is the motivation for online review 

spamming. 

Reviews provide viewpoints on these strengths and 

shortcomings of various commodities. Prior works involve 

unigram, bigram and their composition and also use other 

features like pair wise feature, in a review and use the 

probabilistic language modelling to spot spam reviews for the 

accuracy of detecting spam is low and also not able to detect 

spammers. So here we use review based model to detect spam 

reviews and user based model to detect spammers. 

In our approach, we determine a systematic way, 

define key research and articulate future research for review 

spam detection also we examine reviewer behaviour using 

pattern matching with templates.  

II. PROPOSED SYSTEM 

In our proposed system we propose three features and show 

how effective each feature are in identifying spam from 

normal reviews in order to improve the accuracy of the 

product. 

A. Early Time Frame: 

Spammers, usually write their spam reviews in short period 

of time for two reasons first, because they want to impact 

readers and other users, and second because they are temporal 

users, they have to write as much as reviews they can in short 

time. Spammers try to write their reviews, in order to keep 

their review in the top reviews which other users visit them 

sooner. To avoid this type of spam reviews we can calculate 

the days between last and first review of the particular user to 

detect spam reviews. 

B. Content Similarity: 

Spammers, often write their reviews with same template and 

they prefer not to waste their time to write an original review. 

In result, they have similar reviews. To avoid this each and 

every user review will be compared with spam review 

templates to detect spam reviews. 
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C. Threshold value for spammers: 

Once the review is marked as spam then the users will not 

able to view the spam review, and also threshold value will 

be calculated for every user (spammers). If the user 

repeatedly misbehaves and exceeds the threshold value then 

the user account will be blocked by admin. 

III. MODULES EXPLANATION 

We propose four modules in this paper. The explanation  

For each modules are as follows: 

A. Cataloguing of Users & Viewing Products: 

In this module, user has to register to become a member of 

the online shopping site from which they wish to purchase the 

product. Once he/she has created the account they can login 

to their account. Now user can view the list of products 

available and can select and view the complete specification 

of a particular product. User can view other user reviews 

before purchasing the product. 

B. Bank Application & Purchase Product: 

In this module, user having bank account can sign up in our 

bank application, here an account will be created by bank 

admin. Now user can purchase the product from the list of 

available products. Once the user initiate the purchasing 

process bank application portal will be open. User can enter 

the account details and OTP to pay amount. Now amount will 

be debited from the user account. 

C. Posting Reviews: 

In this module, user can post their reviews about the products. 

Users are made free to post reviews even before purchasing 

the product. If the admin finds many negative feedback 

towards a product then all the reviews about the product are 

analysed by the admin. Then the detection process starts. 

Another solution to reduce the spammers count is to restrict 

this module by allowing only the user who purchased the 

product can review about the product which will reduce the 

spammers count. 

D. Detecting Spam Reviews: 

 
Fig. 1: System Architecture 

In this module, admin will analyse each and every reviews 

posted by the users about the product. Admin can apply user 

based and review based methods to detect spam reviews and 

also admin will compare user reviews with spam review. 

IV. ALGORITHM DESCRIPTION 

We propose two algorithms for analysing the overall review 

and finding the spam review and the spammers so that it 

displays the originality of the product. The algorithms are 

described as follows: 

A. Spam Detection Algorithm:  

In this algorithm, it mainly focuses on and checks the date 

difference between the product launch date and the review 

posted date, a time frame constraint is applied in order to 

check whether a review is posted immediately after the 

product launch or after a few days. Spammers are temporal 

users they want to impact readers they pose their reviews in a 

short span of time. Depending on the date difference it can be 

approached as a spam review or a conventional user review. 

In our project we have set a 2 day constraint. If the user posts 

a review on the launch date of the product or within two days 

from the launched date then the admin identifies the 

spammers using this algorithm. 

B. Review Analysing Algorithm: 

This algorithm is applied over the posted reviews where each 

review is compared with a pre-defined template of strings. A 

linguistic match is made between the template and the user 

reviews. Moreover, spammers won’t prefer to waste time on 

writing original reviews they often write their reviews with 

same template. On calibrating the string match if 8 or more 

words match then it is considered as a spam review. 

Furthermore, the user who is identified to post spam reviews, 

a threshold limit is set .If the user crosses the limit, then the 

user is blocked. In our project we set the threshold limit as 

5.Our review analysing and spam based method shows high 

accuracy that the proposed method has described. The strong 

results are further confirmed by human evaluation. 

V. RESULTS 

A. Behavioural Based Analysis : 
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B. Linguistic Based Analysis : 

 

C. Detecting and Blocking Spammers: 

 

VI. CONCLUSION 

Many reports have indicated the quality issues of online 

comments. This paper introduces a new spam detection 

framework to identify spam reviews and block those 

spammers. We proposed certain behavioural and linguistic 

features that are procured from user which gives more 

productive and trustworthy results while detecting and 

filtering spam content. This hybrid approach increases 

accuracy of spam detection. Our experimental results using 

various website reviews from software domain showed that 

the proposed method to be very effective in identifying spam 

reviews. The system gives convenience to administrators and 

availability of flexible settings which leads to a better 

performance. 
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