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Abstract— Most companies have some form of sensitive data 

and therefore a risk of sensitive data exposure. Information 

such as credit card numbers, research secrets, student records, 

personal information, medical records, banking data, and 

employee records are forms of sensitive data. These 

businesses are trusted with this data and users expect that 

their information is secure and managed correctly. However, 

it seems that every time you turn on the news, another major 

security breach is announced. Protecting sensitive data is by 

no means easy, because there are always people out there 

trying to get access to it.   
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I. INTRODUCTION 

When it comes to protecting sensitive data it’s important to 

know three things: which data is sensitive, where this data is 

located, and who should have access to it. 

 Which data is sensitive? – Before security professionals 

can secure sensitive data it’s important to know what 

constitutes sensitive data. An organization may be 

collecting terabytes of data, but not all data is equally 

important. Once it’s understood what the critical data is, 

you can ensure a security strategy is in place to secure it. 

 Where is sensitive data located? – Sensitive data is often 

stored on the file server, but what about in the cloud? Or 

perhaps on tape backup? Or in transit? In a manager’s e-

mail? Knowing where the data is will determine the 

security measures applied to it. All sensitive data in 

transit must be encrypted to prevent man-in-the-middle 

attacks or eavesdropping. This would include all data 

travelling outside the local network. But it may include 

even some data traveling within the local network, 

depending on what the data is. 

 Who needs access to the sensitive data? – Access to 

sensitive data can be carefully limited to only those who 

need access, and at only the right level of access. This 

will help prevent attacks or data leaks from within an 

organization. In a business environment, for example, 

there may be 20 accountants who need access to the 

network. However, not all accountants will have access 

to the same information. The controller may have access 

to the company’s long-term plan and forecast data and 

other accountants may not. 

Similar data strategies are found in other areas, such 

as research and development and human resources. 

Determining who needs access to what is an important 

consideration for security administrators. [1] 

Now let’s take a look on Threat Agents, Attacker’s 

Approach, Security Weakness and Technical & Business 

Impacts mentioned below:[2] 

 

A. Examples 

1) Passwords used by Applications:  

Applications connect to databases and back-end systems 

using account IDs and passwords. Clear text passwords in 

configuration files exposes this sensitive data. [3] 

 
2) Sensitive Information in HTML/JS Comments 

 
In above example, if we view the page source, we can easily 

find sensitive data such as password in comment section. [4] 
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[6] 

B. Prevention Techniques 

Mitigating exposure to sensitive data is critically important to 

administrators. A leak of sensitive data can have significant 

financial implications, can damage the reputation of the 

organization, and hurt its competitive advantage. Therefore, 

understanding what sensitive data is and how to secure it's 

essential. 

 Data storage - Sensitive data, like any other types of data, 

needs to be stored somewhere. This may be on file 

servers, in the cloud, or even on a tape backup. Each of 

these locations requires a form of security to ensure data 

is stored securely. For example, a company recently 

required the executive assistant to take a backup tape 

home every Friday as part of the tape rotation policy. 

Company data was unencrypted on the disk and kept in 

an unsecured location. This is not a great approach to 

maintaining secure data. Data stored on tape backup must 

be encrypted and the tape must be maintained in a secure 

location. Data stored on a disk or on the cloud must also 

be encrypted and protected using authentication and 

authorization strategies. 

 Data in transit - Secure data does not just sit in storage; 

often it's on the move. This may be passwords to bank 

accounts, for instance, or credit card information entered 

into a Web server. Data in transit must be secured using 

appropriate protocols (such as IPSec, HTTPS, or FTPS) 

both in the LAN and the WAN. 

 Data authentication - Authentication is a security 

measure whereby access to a system, file, or device is 

controlled by acceptable credentials. For instance, in a 

common network, users will have a username and 

password to authenticate them and allow them access to 

the network. Without these credentials they will not be 

allowed on the network. It isn't always a username and 

password combination; it can be biometrics such as 

thumbprint or a swipe card. This type of authentication 

used must be secured and managed. This is a common 

security problem as simple usernames and passwords can 

be easily obtained. Attackers can do this by using either 

password-cracking utilities or social engineering 

strategies. 

 Data authorization – Once a user is authenticated to a 

network, authorization refers to the files someone has 

access to. So you can authenticate to the network using 

your username and password and have read access only 

to accounting folder. Incorrect authorization can easily 

lead to security breaches – accidently or carelessly 

allowing access to sensitive data is fairly common. [7] 

II. CONCLUSION 

Sensitive data exposure can be difficult for attackers to 

exploit, but they are highly motivated because of the potential 

pay-outs. Do not store sensitive data if you do not need it. Be 

sure to encrypt the necessary sensitive data during storage, 

transit, and display with secure protocols such as SSL/TLS. 

[8] Use up-to-date, strong standard algorithms and keys. 

Store passwords using hashing functions. [9] 
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