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Abstract— Cloud computing is an emerging Information 

Technology with lot of advantages meanwhile some data 

security problems may arise. It is a type of computing that 

relies on shared computing resources rather than having 

local servers or personal devices to handle applications. The 

services are delivered and used over the internet and are 

paid for by the cloud customers on an as-needed or pay-per-

use business model. As an increasing growth of cloud 

computing, many enterprises provide different cloud 

services to different cloud customers For   a cloud customer 

it is difficult to choose an appropriate cloud service which 

are trustworthy and also which meet their requirements. 

Here we proposed a simple model in which clouds are 

categorized based on security and dynamic ranking is 

provided for clouds based on user requirements. 
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I. INTRODUCTION 

Cloud computing is the new trend in the field of networking. 

Cloud computing is the technology which allows the users 

to commission computing resources according to their 

requirements. However, cloud computing also pose security 

risk to the user’s data. Suppose the cloud service used by the 

customer doesn’t have enough security then the user’s data 

might be at the risk of hacking, stealing or misusing. 

Therefore it is important for a customer to choose in which 

cloud service they are storing their data. Also the customers 

have different requirements like cost of the cloud, space 

required, validity period and these may vary among different 

customers. So the cloud service provider should be both 

trustworthy and meet the customer requirements. 

The main objective of our idea is to provide 

easiness to cloud customer during their cloud selection 

process. Here we are having an admin which will categorize 

the cloud providers into three grades A, B and C based on 

the security level and cost of the cloud providers. In each 

grade the cloud providers will be dynamically ranked 

according to the user requirements. To achieve dynamic 

ranking and selection of cloud services, Linear 

Programming (LP) model is used. Linear Programming is a 

method to achieve the best outcome in a mathematical 

model whose requirements are represented by linear 

relationships. The admin will also check the authorization of 

cloud customer using exhaustive search algorithm. If the 

user is authorized means the admin will allow to upload 

their files in specific cloud. 

II. EXISTING SYSTEM 

In cloud computing there are a number of things to think 

about when we evaluate cloud providers. Cloud security is 

one of the most important considerations. Cloud providers 

should have several standard security measures in place and 

constantly update them, Foreman says. ”You’ve got to be 

completely sure that you’re completely comfortable with 

your cloud providers approach to security”. In the existing 

system assurance and verification techniques need to fit the 

dynamics of the cloud ecosystem. If a customer wants to 

buy a cloud he should search among the pool of available 

cloud services which satisfies his requirements. Also the 

customer may be unaware of the security threats in that 

particular cloud and any updations or changes in the service 

available are not mentioned to the customers hence there is 

no transparency between the cloud providers and the 

customers. 

Some of the data security issues in the cloud 

computing includes 

A. Data Integrity 

Data Integrity is the assurance that digital information is 

uncorrupted and can only be accessed or modified by those 

authorized to do so. Integrity involves maintaining the 

consistency, accuracy and trustworthiness of data over its 

entire lifecycle. Whenever a data is on a cloud, anyone from 

anywhere anytime can access the data from the cloud since 

data in a cloud may be common, private and sensitive. So at 

the same time, many cloud computing service consumer and 

provider accesses and modify data. Thus there is a need of 

some data integrity method in cloud computing. 

B. Data stealing 

Data stealing the illegal transfer or storage of any 

information that is confidential, personal, or financial in 

nature, including passwords, software code, or algorithms, 

proprietary process-oriented information, or technologies. 

Many cloud service provider do not provide their own server 

instead they acquire server from other service providers due 

to it is cost affective and flexible for operation and cloud 

provider. So there is a much probability of data can be 

stolen from the external server. 

C. Data loss 

If the cloud computing service provider shut down his 

services due some financial or legal problem then there will 

be a loss of data for the user. Moreover, data can be lost or 

damage or corrupted due to miss happening, natural disaster, 

and fire. Due to above condition, data may not be accessible 

to users. 

D. Data location 

Physical location of data storage is very important and 

crucial. It should be transparent to user and customer. 

Vendor does not reveal where all the data’s are stored. 

In existing system the customer will normally 

register in a particular cloud service and a specific key will 

be given to the customer. Then the customer can upload the 

data in the cloud. Once the customer store the data then the 

cloud provider will have the full control over the data. There 
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will be no transparency between the customer and the cloud 

providers. 

E. Disadvantage 

1) It does not ensure the trustworthiness of the cloud. 

2) Difficulty in choosing the appropriate cloud providers. 

III. PROPOSED SYSTEM 

In order to increase the confidence of the cloud customers 

we provide a rigorous and adaptive assurance technique. 

Here we make use of admin accessibility where the admin 

will categorise the cloud into 3 grades based on cost and 

security as A, B and C. On each grade the admin will store 

the list of the cloud providers. The grade A will contain 

cloud providers with high cost and high security. The user 

who needs to store highly confidential data can choose this 

grade. Grade B will contain cloud providers whose cost are 

lower than grade A and the cost of Grade C providers are 

lower than A & B. Sometimes the user needs to store data 

which need not to be highly secured. In such cases the user 

can choose grade B or C. In each grade the user will give 

requirements and based on the user requirements the cloud 

providers will be ranked dynamically using Linear 

Programming model. The user can now choose to which 

cloud they want to upload their files and send request to the 

admin .If the admin identifies that the user is authorised then 

it will allocate space to upload file else will reject the 

request. 

A. Advantage 

1) Improved security. 

2) Application performance is increased. 

IV. MODULES IDENTIFICATION 

 Registration and login page 

 Categorise the cloud providers 

 Ranking the cloud using Linear Programming 

Algorithm 

 Verification by Admin 

A. Module description 

1) Registration and Login page: 

In this module if the customer is new user means then he has 

to register by filling the necessary details like username, 

password and TIN number as given in fig (1). Here the 

admin of perspective enterprise can check and view specific 

key. If existing user means then he can directly login using 

the username and password. 

 
Fig. 1: Registration page 

2) Categorise the cloud providers: 

In this module the important role of admin is to divide the 

cloud into categories as A, B and C grades as shown in fig 

(2) based on their cost and level of security. In each grade 

there will be a list of cloud providers. Here the user will give 

requirements like cost, data space and validity. 

 
Fig 2: Categorising the cloud 

3) Ranking the cloud using Linear Programing Algorithm: 

In this module based on the requirements entered by the 

users the clouds will be ranked dynamically by Linear 

Programming Algorithm. LP The cloud provider which 

almost satisfies the user needs will be ranked first and then 

comes the other cloud providers. The user then give request 

for the desired cloud. The request will be sent to admin. 

 
Fig. 3:  Displays a list of cloud providers 

In the fig(3) the list of cloud providers in a grade is 

displayed the user then gives the requirement by clicking on 

the requirement button which will open into a dialogue box 

where the user will give their requirements. 

 
Fig. 4: Giving User requirements 

The above fig (4) user give the requirements like 

data space, cost, validity and give submit. Using Linear 

Programming method the user requirements is taken as the 

objective function and all the cloud providers services are 

matched to obtain the maximum function nearest to the 
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objective function and that cloud providers is ranked first. 

The user will then send request to the admin. 

4) Verification by Admin: 

In this module the Admin will check whether the user is 

authorized user or not using the TIN number which the user 

provides during registration. If the user is authorised means 

the admin will accept the request and provide the space. The 

admin verifies the user using Exhaustive search algorithm. 

A key is generated randomly and assigned to the user during 

registration. When the user login the admin verifies using 

the key which has been generated early. If the user is 

unauthorised means then the admin will reject the request. 

V. CONCLUSION 

Cloud is a vast Information Technology that need to adopt 

to the changing cloud environment day by day. It must 

provide satisfaction to the cloud customers by increasing 

their confidence that their data is stored in a secured cloud. 

The goal of this paper is to propose a secured, transparent 

and dynamic ranking of the available cloud providers by 

satisfying almost all requirements of cloud service 

customers using Linear Programming method. The proposed 

system has an admin that simplifies the process of ranking 

the cloud providers so that it’s easy for the user to select a 

cloud providers based on their requirements. 
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