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Abstract— The wireless sensor network consists of nodes that 

generates data periodically. Due to energy and bandwidth 

limitation of wireless sensor networks, every sensor needs to 

transmit the sensed data to base station. In the wireless sensor 

network sensor could not send the data directly to the base 

station only send the data through the sink node. When 

compared to other sensor node the sink node only having 

more memory and energy with in the WSN. The compression 

techniques are used for encoding source information, the size 

of the provenance increases with the number of nodes 

traversed by the network packets. The base station generates 

path index for every available paths and indexes them. The 

energy and bandwidth limitations of wireless sensor networks 

(WSNs) makes it crucial that data provenance for these 

networks be as compact as possible. Even if lossy 

compression techniques are used for encoding provenance 

information, the size of the provenance increases with the 

number of nodes traversed by the network packets. To 

address such issues, we propose a dictionary based 

provenance scheme. In our approach, each sensor node in the 

network stores a packet path dictionary. With the support of 

this dictionary, a path index instead of the path itself is 

enclosed with each packet. Since the packet path index is a 

code word of a dictionary, its size is independent of the 

number of nodes present in the packet’s path. 
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I. INTRODUCTION 

The large-scale sensor networks are deployed in numerous 

application domains, including medical monitoring, 

environmental monitoring, surveillance, home security, 

military operations, industrial machine monitoring, etc. In 

these application domains, sensors vary from miniature, 

body-worn sensors to external sensors such as video cameras 

or positioning devices. The diversity of such network 

environments requires adopting techniques that can ensure 

the trustworthiness of data across the network [1]. 

Since provenance [2] records the history of both data 

acquisition and transmission, it is considered as an effective 

mechanism to evaluate the trustworthiness of data. It also 

provides the information about the operations performed on 

data. However, reducing the size of the provenance is crucial 

in large-scale sensor networks. Sensor nodes in these 

networks may not be able to record and manipulate very large 

provenance data due to storage and computational resource 

constraints. Besides, transmission channels may not have 

sufficient capacity for transmitting large provenance data. 

Although most of the recent approaches [3], [4] focus mainly 

on provenance modeling, collection, and querying, a few of 

them [2], [5], [6], [7] address the size. 

Trustworthiness of provenance in sensor networks. 

In this paper, project investigates the problem of efficient and 

secure compression of provenance information in wireless 

sensor networks (WSNs). The problem imposes a set of 

challenges: 

 The compression of provenance should be as com-pact 

as possible 

 The compression or encoding should ensure that the 

system does not lose any provenance information after 

decoding. 

The trustworthiness of the provenance must be 

assured. In order to address the drawbacks of lossy 

compression techniques and to address the limitation of 

entropy lower bound, this project proposes a dictionary based 

approach to encode the sensor data provenance. Our proposed 

technique com-presses the packets’ paths and represents them 

using distinct indexes. These indexes are stored in a 

dictionary. With the sup-port of this dictionary, a fixed size 

path index can be used to represent a path of arbitrary length 

.Therefore; the use of dictionary based method allows one to 

keep the size of a compressed path smaller than the path’s 

entropy at the cost of additional storage space for dictionaries. 

Provenance graph is shown in figure 1.1 

 
Fig. 1.1: Provenance Graphs of Sensor Networks 

As opposed to existing approaches, our proposed 

mechanism compresses the provenance into a much smaller 

size which is smaller than the entropy. Hence, transmission 

channels do not experience difficulties with handling 

provenance data in large scale WSNs. Moreover, our 

compression scheme is lossless in contrast to other 

lightweight mechanisms which are lossy in nature. The 

simulation and experimental results of our dictionary based 

lossless compression approach show that it generates 

provenance of much smaller size than that of existing lossy 

provenance schemes. 

II. RELATED WORKS 

Extensive research has been carried out on the topic of 

network provenance. However, due to limited computational 

ability, energy constraints, and low bandwidth, these 

conventional provenance schemes [10] cannot be applied in 

WSNs directly. Alam and Fahmy propose a probabilistic 

approach [8] to encode the nodes’ IDs into the provenance. 

Shebaro et al. use Bloom filter to encode the IDs of the nodes 

that are on a packet’s path. These approaches minimize the 

size of provenance information by keeping only the nodes’ 

IDs. However, the edges which refer the packet transmissions 

are discarded. Hence, those approaches are lossy provenance 
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compression techniques. Lossy provenance encoding 

schemes [9], [8],  share the following characteristics: (i) only 

nodes’ IDs are recorded in the data provenance, (ii) 

unavoidable false positive in provenance decoding, and (iii) 

increase in the provenance size with the number of nodes 

traversed in order to keep the false positive rate under a given 

threshold. To build the dictionary they use the substrings that 

appear multiple times in a message. As cyclic paths are not 

allowed in sensor networks, a node shows up at most once on 

a packet’s path i.e., there is no repeated nodes on a path. As a 

result, these traditional dictionary based algorithms cannot be 

applied directly to provenance compression. 

III. OVERVIEW OF OUR APPROACH 

Before introducing the underlying concepts and formal 

algorithms, the overview of our dictionary based provenance 

scheme is discussed below. 

The BS collects data packets and also their 

provenance information such as source nodes, traversed paths 

etc. Therefore, provenance of data in a sensor network can be 

represented as a directed graph, referred to as provenance 

graph, where vertexes represent the provenance records at 

sensor nodes and directed edges represent the transmissions 

of data packets from one node to another. 

To ensure the security of provenance, this project 

use the AM-FM sketch scheme this binds the packet content 

and its provenance together. The AM-FM sketch is a 

distributed, node-level digital signature scheme. Using this 

scheme, whenever a sensor node generates or forwards a data 

packet, it creates the digest of the data and signs this digest 

prior to sending the packet to the next node. 

The base station appends the route when a sensor 

node is newly added to the system. Then the base station 

sends the index path to the header node and then the path of 

data provenance transmission is noted in the form of graph. 

This method used to identify the path of transmission and the 

nodes in the path has been identified. 

The most challenging issues in the design of our 

dictionary based provenance scheme are how to build the 

dictionary and share it across the network. Existing 

approaches, such as and, build dictionary for the substrings 

that appear multiple times in a message and assign each sub-

string a unique index of shorter length. For instance, given the 

message”abcdxabcd”, the substring”abcd” shows up two 

times. Therefore, the dictionary based method builds an index 

for”abcd” at its first appearance and then uses that index to 

represent all subsequent”abcd”. Thus it compresses a large 

string to a smaller one 

However, existing dictionary based compression 

techniques cannot be applied directly to compress 

provenance, because these methods build dictionary based on 

recurring substrings in the same message. But in sensor net-

works, provenance graphs are acyclic. In other words, each 

node appears at most once in a packet path. So, if our 

approach consider the sequence of nodes’ IDs along a packet 

path as a message, no recurring substrings can be found. 

IV. SYSTEM MODEL 

In this section, this project introduce the basic structure of the 

system that it consider for our proposed dictionary based 

provenance scheme. The main components are the base 

station, header node and sensor nodes in the wireless sensor 

networks. 

The base station can be communicated by other 

sensor networks by communicating header node. The header 

node sends the encrypted data to the base station and then it 

is decrypted by using secret key. The diagrammatic 

representation of the system model is shown in fig 4.1 

The main feature of this approach is indexing path 

with unique ID. Thus the path of data provenance 

transmission can be identifies. The data transmitted by all 

sensor nodes are encrypted and decrypted at base station. 

 
Fig. 4.1: System Model 

V. NETWORK FORMATION 

In this section, this project creates wireless sensor network, 

this project consider a multi-hop WSN consisting of a number 

of sensor nodes and a base station (BS). The BS collects data 

packets and also their provenance information such as source 

nodes, traversed paths etc. Therefore, provenance of data in a 

sensor network can be represented as a directed graph, 

referred to as provenance graph, where vertexes represent the 

provenance records at sensor nodes and directed edges 

represent the transmissions of data packets from one node to 

another node. 

VI. PATH INDEXING 

In this approach, this project has to find all possible paths to 

reach the base station the BS assign one sequence number for 

each sensor. The sensors maintained neighbors list it is used 

to find all possible path to reach destination. For example 

sensor1 having four possible paths to reach the base station 

and sensor2 having five paths to reach the base station in 

wireless sensor network, both sensors path will be maintained 

in BS each path assigned to one index value. The index value 

used to identify the received path. The figure 6.1 shows 

sample indexing for linear path in a wireless sensor network. 

These indices will be processed with the sequence number of 

sensor nodes to generate an unique id. 
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Fig. 6.1: Path Indexing 

VII. DATA SECURITY 

In the approach, this project has to encrypt the data packet; 

provenance encoding refers to the creation of compressed 

provenance at each node on the packet’s path. Our proposed 

mechanism uses the nodes to efficiently encode provenance 

records. During the process of provenance encoding, each 

node along a packet’s path is assumed to be one of these three: 

data source node, forwarder node, and aggregator node. The 

functionalities of these nodes are to generate, forward, and 

aggregate packets, respectively. This project start encoding 

the provenance from data source node and then update it in 

subsequent nodes along the packets’ paths.  When the BS 

receives a packet, it verifies the integrity of the protected data 

through the decryption evaluation process by using key 

values. If the verification confirms that the protected data are 

trustworthy, the BS accepts the packet, otherwise, the packet 

is dropped. 

VIII. DATA TRANSFER 

In this approach, sensor transfer the data to base station 

through the sink node, due to energy and memory sensor will 

not transfer the data directly to base station so this project 

have to find the sink node which is having high energy level 

and memory space within the WSN. Data transfer from one 

sensor to another sensor the indexing value will be changed 

also the source data will be encrypted so that unauthorized 

person could not read the data. If the base station received the 

data from sink node it will verify the key and identified 

received path. Because base station already maintained all 

possible path and index value so after received the data 

received path will be identified from index value. The 

provenance encoding algorithm used is shown in figure 8.1. 

 

 

 
Fig. 8.1: Provenance Encoding. 

IX. BENEFITIAL FEATURES 

The compression of provenance should be as compact as 

possible so that for large-scale WSNs the provenance size 

does not increase with the number of nodes traversed by the 

network packets. The compression or encoding should ensure 

that the system does not lose any provenance information 

after decoding. The trustworthiness of the provenance must 

be   assured. This project design an efficient and distributed 

algorithm for encoding the provenance information as well as 

a centralized approach for its decoding. This project 

introduces a secure packet sequence number generation 

mechanism and uses the technique to secure the provenance. 

The BS has no constraints with respect to energy, storage 

space, security, and computational capability. Any 

unauthorized change in packet content or provenance 

information is detected and Packet replay attacks are 

detectable. These approaches succeed to provide accurate 

path provenance of data packets. On the other hand, if a 

model randomly generates a message, the message cannot be 

encoded into a smaller number of bits (on average) than the 

entropy of that model. The figure 9(a) shows the received data 

and the received path index. The path detail table displays the 

path and their ID respectively. The figure 9(b) shows that 

different keys are used for the encryption of data between 

each hopes while reaching the header node. 

 
Fig. 9(a): 
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Fig. 9(b): 

X. FUTURE ENHANCEMENTS 

This work had implemented an Energy efficient provenance 

transmission in a static wireless sensor network. This 

technique needs to be implemented in a wireless sensor 

network with mobile nodes, since mobility was not taken into 

account in this work. The effects of very large node densities 

need to be investigated. Multi hop routing was adopted in this 

work. The feasibility of using the clustering technique and 

data aggregation needs to be tested in the same wireless 

sensor network. 

XI. CONCLUSION 

This project encloses path indexes instead of the path itself in 

the provenance. Hence, the size of the compressed 

provenance in our lossless approach is smaller than that of the 

existing lossy provenance schemes and it is highly secured to 

prevent from unauthorized. By using the AM-FM sketch 

scheme and a secure packet sequence number generation 

technique, project ensures the security objectives of our 

scheme. Simulation and experimental results show that our 

scheme can save more energy and bandwidth than other 

existing provenance schemes 
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