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Abstract— Since last few years, security[3] systems are
getting more awareness and importance. Today, there are
many banks using authorize access control approach to
prevent the locker room from unauthorized access. It can
facilitate secure displacement and convenient retrieval. These
systems mainly focus on providing a mechanism which is
secure, authentic and user-friendly for both the customer’s of
the bank holding a locker and the branch head’s involvement
in all the operations pertaining to the safety lockers.
Security[3] to the properties of any individual is becoming
greater challenge in today’s world. Those valuable properties
of any individual which are stored inside the locker system[7]
can be easily robbed as they are not provided with at most
high security[3]. Therefore, any type of illegal activities can
occur such that it can reduced by providing the lockers with
high security[3]. In case of any emergency, the stolen
properties can be recovered using this high security[3]
system. The proposed system recognised the user’s face of
the appropriate locker system[7] such that this ensures high
security[3] to the system. At first, an application is created
such that to get the normal password for the locker from the
user. Then using image processing, the face gets recognised
such that it verifies and confirms that he/she is the actual user
of that system. If he/she is the actual user of the locker, it
inturn sends One Time Password (OTP) to the user’s mobile
such that if it is entered in the locker’s number pad, the locker
gets opened instantly. Thus with the help of this system, we
could ensure atmost security[3] to the locker and also it
prevents any illegal activities to occur. And also this kind of
locker system[7] can be used anywhere such as homes, banks,
hotels & etc. such that it ensures high security[3] to the
valuables inside the locker system[7].In the common cases of
robberies the security[3] system is designed such that it
detects the illegal entrance in the bank locker room areas.
Due to the lack of proof the banks are unable to identify the
robbers which is the major concern with current manually
supervised security[3] system. The system will focus on the
safety of the bank locker rooms in an effective way by
detecting and controlling unauthorized motion.
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. INTRODUCTION

Facial recognition is an important human ability—an infant
innately respond to face shapes at birth and can discriminate
his or her mother’s face from a stranger’s at the tender age of
45 hours. Recognizing and identifying people is avital
survival skill, as is reading faces for evidence of ill-health or
deception. Improving significantly in the last several years,
technologies that can mimic or improve human abilities to
recognize and read faces are now maturing for use in medical
and security[3] applications. The 2002 Face recognition[2]
Vendor Test (FRVT 2002) demonstrated a significant

improvement in face recognition[2] capabilities, and
researchers have developed systems to tackle some of face
recognition[2]’s more interesting challenges. These systems
include one that can distinguish between identical twins

Bank locker room security[3] is important for many
reasons. One of those reason is it secures precious things like
jewels, hard cash, property papers many things which is very
difficult to earn. The present security[3] systems are suffering
with the issue of security[3] levels. The less number of
security[3] levels can be easily faked by the robbers. The
system proposes the most efficient security[3] system
because of different layers of security[3] for detecting any
unauthorized activity which should not occur in the
confidential areas of a bank.

Over the last few decade lots of work is been done
in face detection and recognition as it’s a best way for person
identification because it doesn’t require human cooperation
so that it became a hot topic in biometric[1]s. Since lots of
methods are introduced for detection and recognition which
considered as a milestone. Although these methods are used
several times for the same purpose separately for limited
number.

The safety locker is a convenient way provided by
the financial institution or the bank to place the valuable
belongings and documents of the user. The entire system
hinges on the authenticity provided and assured by the branch
head. There is lot of tedious process involved in the current
system of operation of the safe deposit lockers. The manual
allocation of responsibility to the branch head by central head
office (in a daily basis) based on the availability[5] and the
on-spot branch head approval for operation of the safety
lockers by the customer are some cumbersome process
involved in the current system

So a convenient way has to be proposed to handle
the authenticity along with the security[3] mechanism
enforced inaccordance with the law abided in course with the
enforcements of a particular country. This would lead the
system to authenticate each individual in a more secure and
guaranteed way along with the simplifying and reducing the
work load on the branch head responsible for that particular
branch operating the safety lockers. The intention lies also on
the fact of reducing the operations involved in assignment of
individual for operating the strong room of particular branch
and simplifying the branch head’s responsibility in on-spot
authentication of individual and granting them to access their
specified safety lockers.

Il. OBJECTIVE

The objective of the project mainly focuses on locker safety
and to reduce the no. of theft cases which are filed, with the
maximum utilization of the available technologies in the field
of image processing. The objective is also to help the bank
organisation to avoid theft and any illegal activities. Our
objective is to built a locker system[7] using raspberry pi3
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microcontroller[4] equipped with Bluetooth & Wifi module
to send the details of the locker to the appropriate user. If the
locker is unlocked by unknown person an alarm is given to
its appropriate user.

I1l. STRUCTURE OF THE SYSTEM

A. Existing System

Design of this system consists of locker system[7] such that
it is opened while entering the password that is required for
the server to send the One Time Password (OTP) to the
mobile number. After receiving the otp from the server, the
same is entered as password in the number pad of the locker
system[7]. This system is available with less security[3]
system as this can be easily prone to all sorts of illegal
activities.

There are two major repositories designed, one the
Central office repository containing the staff id of all the
branch heads along with their bio-metric and secret code and
along with the information of association to the safety locker
deposits (if any, in daily basis) to the particular branch. The
other repository is the master repository which contains all
the information pertaining to the customer’s like bio-metric
and account number. Once the user avails the safety locker
service from a particular branch, the locker id and the pass to
open the locker is also-updated. The main functioning of the
system could be split into three main phases - the branch head
unlocking the strong-room, branch head unlocking the locker
of a particular user using the locker id and the user unlocking
their safe deposit lockers.

Biometric[1]s can be termed as one of the secure
ways for authentication phenomenon along implementing a
secure system. Bio-metric in the current situation plays a
major role in security[3] and authentication purpose.

B. Proposed System

Let us imagine a locker which has to be opened by its
appropriate user. At first, enter the pin number through the
application created by us to unlock the camera[1]. Next the
locker automatically tries to recognise the face of the user.
Once the face is recognised one time password is sent to the
appropriate mobile number of the user. Enter the OTP in
number pad of the locker. If the entered OTP is correct the
locker will get unlocked. If not, an indication will be sent to
the user.

C. Methodology

The main components used in this project are
Microcontroller[4]s, Small electric DC motors, switch
keypad keyboard, LCD with white backlight.
Microcontroller[4] used will be Raspberry Pi 3, A 1.2GHz
64-bit quad-core ARM Cortex-A53 CPU (~10x the
performance of Raspberry Pi 1), Integrated 802.11n wireless
LAN and Bluetooth 4.1. First at the start we create a private
wifi network with a DHCP server (to give IP address), this
wifi network has no internet access and this is used only to
communicate with the Smartphone.

Secondly we write python programs to start a web
socket. A web socket is a permanent connection between the
server (raspberry) and the user (the Smartphone app); it will
serve to receive command from the app. It will serve to send

commands information’s which comes from the Smartphone
to the server. Further, the camera[1]s will be integrated to
the microcontroller[4]s and using the application the face
will be recognised. If the recognised face is correct it will sent
the OTP to the appropriate user. If not an alarm will be send
to its right user.

IVV. BLOCK DIAGRAM

ANDROID

MOBILE |— 20800 MS-5QL

DISPLAY

LOCKER

Fig.1: Block diagram of Proposed System

V. TARGET PARAMETER

The Target parameters of the proposed system are,

1) To provide high security[3] to the locker system[7]

2) The locker will be opened such that if the recognised face
is the original face of the owner that was stored in the
data base.

3) To provide a good security[3] system at reasonable cost.

VI. FLOWCHART

Fig. 2: Flowchart of proposed system
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The proposed project flow chart is explained in fig.7.The
locker system mainly consists of three parts namely-
ANDROID, SERVER and LOCKER. Android denotes the
application that was created by us. Server denotes the web
server that is used by the application. Locker denotes the
application which has to be opened.

VII. APPLICATIONS

— High security[3] purposes: This system can be used to
provide the atmost security[3] to the most confidential
properties of any individual.

— Recognition of faces: It can also be used to recognise the
correct face of the individual from the number of faces
stored in the database.

— Cost efficient: As it is very low in cost, it can be used in
many places such as hotels, workstations etc.,

— Prevent unauthorised access: It can be used to prevent
unauthorised access of any unknown people to the locker
system[7].

— Differentiation of faces: It can be easily used to
differentiate the real images with the unknown images
such as negative images, photographic images etc.,

VIIl. ACHIEVED RESULTS

A locker which has to be opened by its appropriate user. At
first, enter the pin number through the app created by us to
unlock the camera[1]. Next the locker automatically tries to
recognise the face of the user. Once the face is recognised one
time password is sent to the appropriate mobile number of the
user. Enter the OTP in number pad of the locker. If the
entered OTP is correct the locker will get unlocked. If not,
an indication will be sent to the user.
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CONCLUSION

Bank locker room security[3] is an emerging need throughout
the world. In this paper we have designed a system that allow
unlocking a protected door. The system has successfully
presented a functional, low complexity microcontroller[4]
based low cost authenticated security[3] system. The real life
model of the prototype can be designed with minimum
designing cost and with relatively low operational cost for
bank locker rooms where high degree of security[3] is
required. In near future more number of security[3] levels can
be added for monitoring as well as control. The security[3]
can be used in other highly restricted areas also like private
offices, laboratories etc.

This is a real time application which tells that there
is a need to bring in a revolution in the bank locker security[3]
system by making the procedure a little easy and more
systematic for the bank officials. This is just a proposed
model which when implemented would surely give a very

good protection of the lockers curbing theft and making the
lockers more reliable. The assurance it will give to the bank
customers will force them to use it and hence protect their
valuables from theft or any kind of robbery. The further
enhancements to this work could be done as a process of
adding more features such as the iris recognition. The
reliability of the bank safety locker system[7] is therefore
improved with the help of the proposed model in addition to
achieving a dual tier authentication model for the bank safety
lockers. The enhancements could be further applied to
prevent unauthorized access to ATMs, Cellular phones,
Smart cards, Desktop PCs, Workstations.
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