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Abstract— Wireless sensor networks (WSN), a dominant 

technology which rouses and changed the world upside 

down for the past decade. The growth of wireless sensor 

network (WSN) is great that it is used in almost all the fields 

like in telecommunication, health care, education, military 

and much more. The main application of these WSN is for 

security purpose like sensing and monitoring both domestic 

and foreign agents in military and identifying by sensing the 

earth plates movements, predicting and evicting natural 

disasters like earthquake, Tsunami, etc., Inclusion of the 

wireless sensing poses many security threats in the network. 

The security of the network is the main concern that is being 

affected or attacked more than any other layer in wireless 

sensor network. This paper will provide an overview of the 

security issues and challenges faced in the wireless network 

and countermeasures of those attacks. The main aim of the 

paper is to help readers to gain knowledge about the daily 

issues in the network that they face unknowingly.  
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I. INTRODUCTION 

Wireless sensor network is a combination of sink nodes and 

sensor nodes. One of the main roles is to collect the 

information from the physical world and comparing with 

existing infrastructure [6].WSN can work in any 

environment specifically where we cannot use physical 

cables. Over a period of few years Wireless sensor network 

has created more interest in researchers for industry, defense 

and educational purposes. Wireless sensor network 

comprises of both sensor and sink nodes deployed in the 

field to collect information and transmit the observed data’s 

to interested users. This type of applications is used for 

surveillance, environment and health monitoring [5].    

Each sensor will have different parts: a radio 

transceiver with internal or external antenna, a 

microcontroller, an electronic circuit for providing interface 

with sensors; gateway or access point to provide 

communication between field sensors and host; network 

manager for configuring network and scheduling 

communication between sensors and the host, monitoring 

and reporting the health of the network and managing 

routing  the data’s; a security Manager for generating keys 

,storage, and maintenance of those keys. These sensor nodes 

have the capability of self-organizing and coordination to 

interoperate in a network when deployed. Wireless sensor 

network is used for real time data processing which is used 

in defense for safety of domestic resources, healthcare and 

academics. There are some limitations in this kind of 

network like low memory, bandwidth and low battery life 

[5]. Compared to wired networks wireless networks are 

prone to attacks very often. This paper provides the 

fundamental requirements of the basic wireless sensor 

network and the attacks which can happen in such a 

network. 

 
Fig. 1: Architecture of WSN network [5]. 

Base stations are one of the distinguished 

components of the wireless sensor network which acts as an 

access point or gateway between the sensor nodes and the 

interested parties. It forwards the data collected from the 

environment to a server in which it is deployed. In routing 

based network routers are used to calculate, compute and 

distribution of data tables is done. Mode of communication 

to the outside world is performed by satellite phones, mobile 

phones, radio modems and high power Wi-Fi links [6] 

shown in Fig.1. 

II. FUNDAMENTAL SECURITY REQUIREMENTS 

Wireless sensor network must have certain security 

parameters to be satisfied to perform a safe and secure 

communication. A mobile node must be protected from 

unauthorized access. This part will discuss the various 

factors like confidentiality, Integrity, availability, data 

integrity, authentication etc.  

A. Confidentiality 

The data transfer between the sender and receiver should be 

totally secure and no other person could access the data 

which is being transmitted. Unauthorized access to sensitive 

information can cause serious chaos. The military data must 

always be transferred safely and securely otherwise sensitive 

information [5]. 

 
Fig. 2: Fundamental requirements of WSN [1]. 
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B. Integrity 

The data transferred should be same as while sending to the 

receiver is called data integrity. An unauthorized person 

must not be able to modify or destroy the data while 

transferring. Since wireless sensor network is mostly used 

for security purposes data integrity is very important to be 

maintained [1]. 

C. Availability 

System resources like sensor nodes must survive for longer 

time to provide the availability when an application 

performs its respective tasks. So to sustain for more time 

these sensor nodes must go to sleep mode to save its energy 

and can be used in when needed [1]. 

D. Authentication 

Authentication is used to show that the sensor is legitimate 

in its presence for that network. It ensures that the node have 

the right to send or receive the message over the network. 

Sometimes digital signatures are used to identify the 

authenticity of the message sent over the wireless sensor 

network [5]. 

E. Self-organization 

Sensor nodes or sink nodes might fail in some situation 

where the other nodes in the same network should adapt to 

this and take the position of the failed node is called self-

organization in WSN. Sometimes this self-arrangement will 

not take place due to inherit problems. This issue in wireless 

sensor network needs to be resolved [6]. 

 
Fig. 3: Security at various levels in Sensor Network [4]. 

III. VARIOUS ATTACKS FACED BY WSN 

A. Active Attacks 

In this type of attack network is damaged directly, data 

transmitted is directly affected it can be changed or stopped 

by the attacker. Network traffic can also be affected. These 

types of attacks on the network can be easily identified and 

can be stopped. 

B. Passive Attacks 

In passive attack no physical damage is caused by the 

attacker. Attacker only acts as an observer and secretly 

monitors the activities of the information shared. They can 

also cause an active attack and make the network collapse 

by using the information gathered passively. Attackers 

stealthily observers the networks weak point and launch the 

attack whenever necessary. Passive attackers are hard to 

identify. 

C. Denial of Service attack 

In Denial of service attack the base station usually pressure 

the sensor node to request extra resources up from the server 

and blocks the visitors. Protecting against jamming assault is 

to pick out the jammed a part of the sensor network and 

efficaciously route around the unavailable element. There 

are levels wherein the sensor nodes near the jammed region 

document their popularity to their without delay linked 

associates, who then collaboratively outline the jammed area 

and definitely course it onward. Safety towards community 

IDs, in addition to bodily protection of entire network is 

essential to prevent DoS attack [5]. 

D. Traffic Analysis 

In traffic analysis attack, attacker finds the communication 

between the sender and receiver and also finds the amount 

of data travelled. It won’t allow any modification in the data 

[11]. 

 
Fig. 4: Various attacks in WSN [1]. 

E. Wormhole Attack 

In wormhole attack, the attacker records the bits at one 

location and tunnels the traffic to a distant location causing 

deprivation of data in the receiving nodes. A malicious node 

can tunnel a part of the network to another place, in which 

the nodes will try to reduce their distance from every other, 

via transmitting packets alongside the channel outside the 

network available only to the attacker, the traffic is routed to 

the base station in a direction, that is having the shortest 

path, which is infeasible in realistic environments [5]. 

 
Fig. 5. Wormhole Attack in Wireless Sensor Networks 
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F. SybilAttack 

Wireless sensor networks are greater liable to Sybil attack. 

In such types of assault a node changes its ID constantly and 

attacker nodes using multiple identities of the valid sensor 

nodes at the equal time [8]. Most important purpose of this 

assault is to increase the useful resource usage and decrease 

data integrity. Sybil attacks in general happened in 

distributed systems on network servers for records 

aggregation. Although detection of such nodes that launches 

Sybil attacks is a totally tough task. Dovcevr et al. proved 

that Sybil attacks can be managed however within the 

absence of centralized controller there are greater 

probabilities of Sybil assault. Therefore in wireless sensor 

networks we've got a centralized base station which helps in 

prevention of Sybil assaults. Many others like Newsome et 

al discover Sybil nodes in the community with the help of 

radio resources and also calculate the opportunity of a Sybil 

node inside the network [4]. 

 
Fig. 6: Sybil Attack in Wireless sensor network [4]. 

G. Node Replication 

In node replication attack the attacker will try to add a new 

node in the wireless network which will use the existing ID 

of the authenticated user. This can cause the network to 

collapse because the attacker can attack any node he wants 

by pretending as an authenticated user. This type of 

replication can affect the integrity of the wireless network. If 

the attacker node can access the network then there will be a 

possibility of the attacker to replicate the controller node and 

thus knows the security keys used in that network. 

H. Hello Flood Attack 

In Hello flood attack, Hello packet is sent to all the 

neighboring nodes to destroy the resources of the network. 

The attacker transmits at a high radio transmission range and 

processing power sends the Hello packets which results in 

the attacker as a neighbor. Hence when the sender node 

sends any information to the malicious node will get 

forwarded to the attacker node. So any sensitive information 

transmitted to the base station is easily accessed by the 

attacker [8]. 

I. Eavesdropping 

It usually occurs in mobile ad-hoc network. It does not allow 

any modification in the data but tries to find out secret or 

confidential information. This information may be private or 

public [7]. 

J. Blackhole Attack 

In blackhole attack the attacker node will behave like a 

blackhole in the network. That node will observe the data 

transmitted in the network and replies with false information 

about the shortest distance to transmit which leads to the 

blackhole node. So the neighboring nodes will forward their 

data through the blackhole believing it to be the shortest 

path. All the traffic will be routed through that malicious 

node. Therefore the attacker will extract the information sent 

to the base station before it reaches the actual controller 

node [5]. 

Fig. 7: Black hole Attack in wireless sensor network [5]. 

K. Sinkhole Attack 

In sinkhole attack, a node tries to attract all data from 

neighboring node. Selective modification, dropping of data 

and forwarding data can be done in this attack. It prevents 

the receiver from receiving the correct information. 

 
Fig. 8. Sinkhole Attack [4]. 

L. Rushing Attack 

In this attack, when sender sends packet to receiver, attacker 

in routing path alters the packet and forward to receiver. The 

attacker again alters the packets and forwards. This action 

makes receiver busy continuously. The receiver assumes 

that the packets are from sender [7]. 

M. Byzantine Attack 

In this attack, intermediate nodes between the sender and 

receiver, performs action like creating routing loop, 

dropping packet selectively and sending packet through non 

optimal path [7]. 

N. Location Disclosure Attack 

Malicious node collects the detailed information about the 

node and route by continuously monitoring the traffic. So 

that malicious node can perform any attacks [11]. 

O. Spoofing 

It is situation in which one person masquerades as another, 

creates false identity and gains an illegitimate advantage 

[11]. 
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IV. POSSIBLE SOLUTIONS TO THE ATTACKS 

The various detection and prevention mechanisms to the 

frequently used are given below. 

A. Denial of Service 

The technique to prevent DoS attacks consists of payment 

for network sources, pushback, authentication and traffic 

identification. There are a few techniques that secure the 

reprogramming process in which it makes use of 

authentication flows. The solution for Denial of Service is 

the rekeying the request packet. Consequently it comes from 

the node most effective when any two consecutive keys are 

invalidated or lifetime of the keys has been expired, if the 

rate of rekeying requests is coming frequently, then base 

station can finish for viable DoS attack and drops the packet 

from the node for a configurable time frame. The attacker 

locate the rekeying request packet is a risk to send it again 

and make the DoS starts. 

B. Sybil Attack 

This attack can be prevented by using effective standards for 

controller nodes. Radio sourcing testing can be used to 

detect the occurrence of Sybil attack in wireless sensor 

network. 

C. Wormhole Attack 

This attack can be avoided by using the temporal and 

geographical information and visualizing. False routing can 

also be used. 

D. Hello Flood Attack 

This attack can be detected by checking the signal strength 

of all the nodes in the wireless sensor network. If any nodes 

in the network provide more strength than the optimal signal 

it can be identified as a malicious node. Authenticating the 

neighboring nodes can be used to for verification purpose.   

V. COMPARISON TABLE  

The table below will give a basic outline of all the security 

attacks and methods to detect those attacks. 

ATTACKS EFFECTS 
DETECTION 

METHODS 

Sinkhole 

1. Enabling 

eavesdropping, 

black hole and 

wormhole. 

2.Message 

modification 

3.Resource 

exhaustion 

1.Falserouting 

information 

detection 

 

2.Verify by Visual 

Geographical Map 

Eavesdropping 

1.Extracting 

sensitive WSN 

information 

2.Reducing data 

confidentiality 

1.Eavesdropping is a 

passive behavior, 

thus it is rarely 

detectable 

2.Misbehavior 

detection techniques 

Wormhole 

1.False/forged 

outing information 

2.Confusion and 

WSN disruption 

 

1.False routing 

information 

detection 

2.Wormhole 

detection 

3.Combinational 

methods 

Denial of 

Service attacks 

Effects of physical 

layer, link layer, 

routing layer, 

transport layer and 

application layer 

attacks 

Detection methods 

of physical layer, 

link layer, routing 

layer, transport layer 

and application layer 

attacks 

Spoofing 

Modify, delete 

and reroute the 

information 

1. Passive host- 

based methods 

2. Active host-based 

methods 

Traffic 

analysis 

Disclosure of 

important 

information or 

data files by 

monitoring the 

traffic 

characteristics 

1. Syntax matcher 

2. Adaptive 

detection method. 

Table 1: Comparison Table for Security Attacks in WSN 

VI. CONCLUSION 

Wireless sensor networks have certain limits with respect to 

security features. This paper discuss about the basic 

architecture of wireless sensor network, the functional 

requirements of a wireless sensor network and various 

security challenges faced by them. This paper also discussed 

about the various attacks that can happen over the WSN. An 

attempt has been made to explore various security 

constraints in regards to the wireless sensor network. 
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