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Abstract— Web applications provide vast category of 

functionalities and usefulness. The presence of security 

vulnerabilities in the source code of these applications is 

raising cybercrime rate rapidly. Attackers use many types of 

vulnerable malicious code to cripple and penetrate a Web 

site, from low-level attacks to high-level data breaches that 

expose infrastructure of the web applications. OWSAP 2015 

has declared that XSS attacks are amongst the most 

powerful attacks against web applications. Cross-site 

scripting is an application-level code injection type security 

vulnerability. It occurs, whenever a server program code 

uses an unrestricted input via HTTP request, database, or 

files in the response generator statement without any 

validation. The main cause of XSS vulnerabilities is the 

weakness present in the source code of the web application. 

It may be due to the weaknesses of the programming 

language, improper input validations, or ignorance of 

security guidelines by developers. This weakness allows a 

malicious user to steal sensitive information and performs 

other malevolent operations. In this paper we are doing an 

analysis of the existing methods of detection and prevention 

of crosstie scripting vulnerabilities.  
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I. INTRODUCTION 

The complexity of web applications has increased 

tremendously from the static web sites to dynamic web 

applications. The web security is becoming one of the most 

common security issues. These applications uses and 

manages the personal information of the user. Web services 

are designed on the basis of multi-tiered design to meet the 

increased use. In multi-tiered architecture a web server 

resides in between clients and database server. The dynamic 

applications get user inputs and utilize them in the output 

statements for providing the dynamic response to the end 

users. The use of user input in the output statements without 

any validations permit attackers to inject malicious scripts 

for account hijacking, cookie theft and web content 

manipulations. Such type of scenario is termed as cross-site 

scripting (acronym XSS) attack. 

Cross-site scripting (XSS) attack occurs in three 

different ways: reflected-XSS (Type 1), stored-XSS (Type 

2), and DOM-based (Type 0). Reflected-XSS, considered no 

persistent, allows the attackers to insert malicious scripts 

via. GET or POST methods into the server immediate 

returned response page. Persistent-XSS attack occurs when 

attacker’s malicious input is stored in the server and later it 

is inserted into an output statement, to perform unusual 

activities. For example, the attacker logs into a forum and 

stores comment that contains malicious JavaScript. Further, 

if the page is loaded from a clean URL, then that script gets 

executed in the client browser. DOM Based XSS attack 

occurs when the user input with an unsafe JavaScript is 

allowed to update the document object model. 

II. HOW CROSS-SITE SCRIPTING OCCURS 

Whenever some untrusted data are taken by an application 

and then that are sent to a web browser without proper 

validation and escaping, [7] Cross-Site Scripting flaws could 

occur. Escaping technically means to take the data someone 

may already have and help secure that prior to rendering it 

for the end user. Using XSS, the attackers can execute such 

types of scripts in the victim’s browser that those can hijack 

user sessions, deface web sites, or redirect the user to 

malicious sites. Hence, XSS attack allows an attacker to 

acquire the personal credentials of a legitimate user and 

possibly, impersonate the same user during the time of 

interaction with a specific website. Often a web site may 

contain a script that returns a user’s input (some parameter 

values) in a HTML (Hypertext Markup Language) page. In 

such cases, if proper sanitizing is not used, XSS attack is 

possible to launch. To clarify a bit, sanitization is the 

process of removing sensitive information from a document 

or other medium, so that it may be distributed to a broader 

audience. Other technical meaning is the removal of 

malicious data from user input, such as form submissions. 

III. VARIOUS TECHNIQUES FOR DETECTING XSS 

VULNERABILITY 

Researchers proposed various static analysis approaches to 

detect vulnerabilities from source code of software systems. 

Vulnerability detection approaches have been strengthened 

by in-depth research in static analysis algorithms in recent 

times. 

Pixy [1], the first open source tool for statically 

detecting XSS vulnerabilities in PHP 4 code by means of 

data flow analysis. We chose PHP as target language since it 

is widely used for designing Web applications, and a 

substantial number of security advisories refer to PHP 

programs. Although our prototype is aimed at the detection 

of XSS flaws, it can be equally applied to other taint-style 

vulnerabilities such as SQL injection or command injection. 

A flow-sensitive, interprocedural, and context sensitive data 

flow analysis for PHP, targeted at detecting taint-style 

vulnerabilities. This analysis process had to overcome 

significant conceptual challenges due to the untipped nature 

of PHP. 

Next method is a novel approach [5] to generate 

test cases that cover Cross-Site Scripting vulnerabilities on 

web application. Despite the fact that we focus on PHP, this 

kind of security threats is very general, as it affects a large 

number of web applications, written in any programming 

language. As generation of test cases relies on static 

analysis, it suffers its limitations. In particular no test will be 

ever provided for false negatives, vulnerability missed by 

static analysis, and false positives, vulnerabilities that 

consists in unfeasible paths. However, static analysis is 
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conservative and just few cases should be missed. 

Moreover, the approach limit 93 the number of iterations of 

the genetic algorithm, so as to avoid losing too much time 

on infeasible paths. 

Filtering [9] method is most important and efferent 

for detecting XSS .The applications should perform input 

and output filtering to achieve an appropriate level of 

protection for its users. With various experiments and 

investigation, the proposed XSS attack prevention model 

has been found to be very effective. However, each time, 

various kinds of tricks and techniques are being devised [3] 

hackers are not sitting idle, in fact their attacks are getting 

more and more sophisticated as the time moves ahead. 

Therefore, there is no 100% guarantee that our solution 

presented. 

A model of the SUT [11] by using model inference 

techniques and guiding the fuzzing process by Evolutionary 

Algorithm. EA have already been used for generating test 

cases [3]. The proposal is a smart-fuzzing approach for 

exhibiting deeply embedded injection vulnerabilities. An 

automated type-1 XSS search approach that is based on 

model inference and evolutionary fuzzing to generate test 

cases. 

There is some approaches for detecting XSS with 

different phases of analysis. One of the main technique is, a 

two-phase technique [12] to detect XSS vulnerabilities and 

prevent XSS attacks. In the first phase, thy translate the Web 

application to a language for which recently developed 

concolic testing tools are available. Their translation also 

identifies input and output variables that are used to generate 

test cases for determining input/output dependencies in the 

application. Dependencies indicate vulnerabilities in the 

application that can be potentially exploited when the 

application is deployed. In the second phase, based on the 

input/output dependencies determined in the first phase, we 

appropriately (automatically) instrument the application 

code by including monitors. 

IV. CONCLUSION 

Recently, Open Web Application Security Project 

(OWASP) and Common Vulnerabilities and Exposures 

(CWE) reported Cross-Site Scripting (XSS) as one of the 

most serious vulnerabilities in the web applications. Using 

XSS attack, it is possible to steal or manipulate victim’s 

sessions and cookies, which may be used to impersonate a 

legitimate user of a system. There are a lot of methods and 

approaches for detecting cross site scripting vulnerabilities 

but none of them are not fully satisfied and provide 100% of 

result. Based on these analysis we are proposing a new 

method to detect and prevent xss attack by using inter 

procedural analysis technique and code property graph. 
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