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Abstract— Data Security is one of the most important 

factors for transferring important documents containing 

one’s essential information. Internet is one of the widely 

used medium for such transfer to take place. Such secret 

documents consists of information about bank transfers, 

corporate communication etc. All this leads to the need for 

securing our data in order to prevent unauthorized access to 

systems, data, facilities, and networks. Steganography is a 

technique to hide secret information in some other data 

without any loss of information. There are several 

techniques of data hiding like text, audio, image, video etc 

but all these techniques have limited amount of data hiding 

capacity. All the existing image steganography technique 

having the limited percent of information hiding capacity, 

they can only hide 12-15% information of the vessel. Bit 

Plane Complexity Segmentation is a technique that provides 

near 50% of data hiding capacity. The most important aspect 

of BPCS-Steganography is that the embedding capacity is 

very large. In comparison to simple image based 

steganography which uses solely the least important bit of 

data, and thus (for a 24-bit color image) can only embed 

data equivalent to 1/8 of the total size, BPCS-Steganography 

uses multiple bit-planes, and so can embed a much higher 

amount of data, though this is dependent on the individual 

image. The aim of the existing system is replace the 

frequency component of the image  of replace the LSB bit of 

the image into the secret information, but the main aim of 

the proposed system is to embed the secret  data or 

information in the bit plane of  the  image. 
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I. INTRODUCTION 

One of the faster and easier ways of communication is the 

digitization of information like text, audio, video and image. 

At the same time it is very easy to access data in an 

unauthorized way in this process. Steganography is the art 

of hiding information in ways that prevent the detection of 

hidden messages. Steganography is also known as “covered 

writing” which basically means hiding the data from the 

third party members and thereby preventing its unauthorized 

use. In other words it is a way of invisible communication 

by data hiding on carrier. The selection of carrier depends 

upon the type of application and the amount of data or 

information required to hide. BPCS (Bit Plane Complexity 

Segmentation) steganography is a substitution based image 

steganography technique. BPCS performs hiding process at 

all bit-planes by finding complex block and replace it with 

information. The traditional steganography techniques can 

hide only a less percentage of carrier data amount. BPCS 

overcome this short coming by replacing secret data blocks 

with complex binary patterns. The main aim of this paper is 

to provide an introduction to BPCS Steganography along 

with an analysis and a proposed modified BPCS 

steganography which increases the hiding capacity and also 

security. 

II. BIT PLANE COMPLEXITY STEGANOGRAPHY 

Digital steganography can hide confidential data very 

securely by embedding them into some media data called 

“vessel data”. BPCS is a type of digital steganography. The 

embedding operation performed by BPCS is to replace the 

complex areas on the bit planes of the vessel image with 

confidential data. The major idea of this steganography is 

that the bit planes of the cover images are divided into fixed-

size blocks. It is based on the human vision system whereby 

a human cannot perceive any shape information in a very 

complicated binary pattern. Every block has different 

complexity in which higher complexity block act like noisy 

region and other act as informative blocks. The informative 

block consists of simple information where as the noisy ones 

which are complex patterns are used to hide sensitive 

information. BPCS steganography can be applied on both 

gray scale image and colour image. Canonical Gray Coded 

(CGC) bit planes are more suitable for BPCS steganography 

than Pure Binary Coded (PBC) bit planes. BPCS involves 

extraction and embedding processes.  

A. Extraction Process: 

The extraction process starts by converting a 8 bit gray scale 

image into CGC form. CGC allows us to manipulate each 

bit plane without affecting the other bits that represent each 

gray scale value. 8x8 pixel blocks are segmented within the 

image and each of the bits (8 bits per pixel) in CGC form 

will have their own corresponding 8x8 plane. It includes 

extracting all blocks containing conjugate map and extra 

information about hidden data. The hidden data is used to 

find the size of the hidden information where as the 

conjugate map confirms the hidden information that has 

passed the conjugate processing. 

B. Embedding Process: 

If the data to embed (8x8 blocks at a time) in the cover file 

is statistically complex, it can be embedded into the 

complex blocks of the image. In this process each secret 

block is embedded into the complex regions of the bit planes 

where maximum colour changes are observed.  

III. PROPOSED SYSTEM 

The original BPCS algorithm process all bit planes in same 

manner and tries to hide information at complex region of 

image. It divides the carrier image into bit-planes, and there 

is high correlation between the bit planes. Now the 

improved or enhanced Bit plane complexity steganography 

increases the image hiding capacity and thereby increasing 

the security of sensitive information by using variable block 

size at each bit planes of image. It will set high threshold 

value at the high bit-plane and low threshold value at the 
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low bit planes. Through different bit-planes using different 

embedding strength, it can realize that embedding less secret 

information in higher bit-planes to have good visual 

imperceptibility and embedding more in lower bit-planes to 

have high data embedding capacity. With fixed size blocks 

used for hiding information the hiding capacity is not 

utilized and therefore the proposed system uses variable 

sized blocks. As a result, the proposed modified BPCS 

Steganography method increases the embedding capacity 

and security compared to original BPCS technique. We store 

variable block size information in mapping table that 

include which bit plane use which block size. It is necessary 

to find block size in different bit planes. 

IV. CONCLUSION 

BPCS has some drawbacks with data capacity and security. 

It is not able to utilize the hiding capacity of bit planes and 

therefore is not able to provide high level of security. The 

proposed algorithm which makes use of variable sized 

blocks overcomes this shortcoming and increases the hiding 

capacity and security of sensitive data or information. The 

mapping table used in variable sized is used as key to 

rearrange extracted information block. 
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